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Preface

EDO 2000 was the second international workshop on software engineering for
distributed object systems. EDO 2000 was a continuation of EDO’99, the first
workshop in this series, which was held in conjunction with ICSE ’99.

Distributed object technologies – as exemplified by CORBA and the CORBA
Services, COM+, EJB, and the J2EE – are increasingly being adopted by various
enterprises as a fundamental technology for their IT infrastructures. As a conse-
quence, extensive industry practice of using the technologies is being gained. At
the same time, the technologies continue to advance and new functionality and
services continue to be introduced.

In order to use the existing and emerging functions of distributed object tech-
nologies effectively, and to better meet today’s demanding business and comput-
ing requirements, advances in software engineering methods and techniques for
distributed objects are strongly needed. Software engineering for distributed ob-
jects is the research area that provides solutions of proven practice for issues and
problems that are unique to systems employing distributed object technologies.
EDO is the premier workshop that brings together the research and practice
community of software engineering for distributed objects.

We received about 30 submissions and the international program committee
selected 15 papers. We clustered accepted papers into sessions and the authors
of these papers championed the sessions and took a lead in the discussions. The
workshop organizers selected particular authors to give brief presentations that
were aimed to kick off the discussion in each session. The result of the different
sessions was summarized at the end of the workshop and these session summaries
are included in these proceedings.

Also in tradition with the workshop series, we had an invited industrial pre-
sentation. This year Walter Schwarz talked about an enterprise application in-
tegration project in the financial domain that deployed a judicious combination
of distributed object middleware and markup languages to achieve integration
of financial trading systems.

December 2000 Wolfgang Emmerich and Stefan Tai
Program Co-chairs

EDO 2000
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Application Integration with CORBA and XML

Walter Schwarz

OIHE, DG Bank AG, Am Platz der Republik
60265 Frankfurt, Germany
walter schwarz@dgbank.de

Abstract. We report on experience that we made in the Trading room
InteGRation Architecture project (Tigra). Tigra developed a dis-
tributed system architecture for integrating different financial front-office
trading applications with middle- and back-office applications. We dis-
cuss the detailed requirements that led us to adopt a judicious com-
bination of object-oriented middleware and markup languages. In this
combination an object request broker implements reliable trade data
transport. Markup languages, particularly the eXtensible Markup Lan-
guage (XML), are used to address semantic data integration problems.
We show that the strengths of middleware and markup languages are
complementary and discuss the synergies yielded by deploying middle-
ware and markup.

W. Emmerich and S. Tai (Eds.): EDO 2000, LNCS 1999, p. 1, 2001.
c© Springer-Verlag Berlin Heidelberg 2001



Middleware Selection

Stanley M. Sutton Jr.

IBM T. J. Watson Research Center
30 Saw Mill River Road, Hawthorne, NY 10532 USA,

suttonsm@us.ibm.com

1 Introduction

An increasing variety of middleware systems is available for use in enterprises
today. Two widely used but very different middleware styles are object-oriented
and message-oriented. Within each of these styles, there are multiple products
to choose from. Moreover, any of these products may be used alone or in com-
bination with other products. Thus the problem of middleware selection is in-
creasingly important in the engineering of enterprise software systems.

Middleware selection, construed broadly, is the determination of middleware
to be used in a software development or integration project. The middleware
may already exist, in which case selection reflects an intention to acquire it, or
the middleware may not yet exist, in which case selection implies an intention
to develop it.

Middleware selection is important for a number of reasons. It is an essential
part of the way in which distributed systems get built, both by new development
and by integration of existing applications and services. Moreover, middleware
is a key enabling technology: it provides services, supports application functions
and features, separates concerns, and integrates components. In these roles, mid-
dleware interacts with and may impact many other kinds of technologies, such
as database systems, workflow engines, web servers, and applications. It further
affects system architecture and development processes.

Middleware selection is also challenging, for these same reasons. Middleware
selection can be an involved software (and systems) engineering process in its
own right, with all the technological, organizational, economic, and political
aspects that this may imply. Because of the central position and critical function
of middleware, if it is selected or applied inappropriately, it can become a key
disabling technology.

The two papers in this session provide broad views on middleware selection
for enterprise-scale distributed systems. “A Key Technology Evaluation Case
Study: Applying a New Middleware Architecture on the Enterprise Scale”, by
Michael Goedicke and Uwe Zdun of the University of Essen, Germany, describes
a method for evaluating and selecting middleware in an enterprise context. It em-
phasizes the importance of understanding and communication among all stake-
holders in the enterprise system, notably management and engineers. It also
emphasizes the enterprise-specific nature of the middleware evaluation and se-
lection process.

W. Emmerich and S. Tai (Eds.): EDO 2000, LNCS 1999, pp. 2–7, 2001.
c© Springer-Verlag Berlin Heidelberg 2001
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“An Architecture Proposal for Enterprise Message Brokers”, by Jörn Guy
Süß of the Technische Universität and Michael Mewes of the Fraunhofer ISST,
both in Berlin, Germany, defines and motivates an enterprise architecture based
on message brokers. This work also represents a kind of middleware selection
process, since the motivation for the message broker architecture arises from
failure of other kinds of considered middleware to effectively address enterprise
integration needs.

Both of the papers focus on communication issues as key concerns in middle-
ware selection. Interestingly, each paper arrives at a different primary commu-
nication style: synchronous in the former case, asynchronous in the latter. This
divergence of results, both of which are well justified, only begins to suggest the
diversity of concerns, issues, and approaches that may characterize middleware
selection.

To begin to organize these topics, we considered the following general ques-
tions:

– What is the role of middleware selection in the engineering of distributed
object systems?

– What is the role of middleware selection in the engineering of distributed
object systems?

2 What is the Role of Middleware Selection?

When selecting middleware we ultimately want to know what process we should
use. However, the most appropriate selection process depends on the role of
middleware selection in the overall systems development or integration process.

The role of middleware selection depends on the current and projected shape
of the “enterprise system landscape.” The main elements shaping this landscape
are:

– The proportion of integration of existing applications and systems versus
development of new applications and systems

– The level and scope of the organization or enterprise over which middleware
is to be applied. This may vary from individual projects and work groups, up
through individual departments, to span departments within an enterprise,
and even to integrate distinct enterprises

– The time frames for middleware selection, implementation, and use
– The risks, costs, and feasibility of alternative approaches

Integration projects may present more or fewer challenges for middleware se-
lection, depending on the diversity of systems and applications to be integrated.
For new development, the constraints on middleware may be initially less re-
strictive, but middleware selection must be closely integrated with the design of
other elements of the system, so selection can still be complex.

Typically, the larger the scale of the effort for which middleware is being
selected, the more numerous and complex the issues affecting middleware and
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thus the middleware selection process. However, complicating and simplifying
factors may occur at any level or scale of project.

The time frames for middleware selection, implementation, and use affect the
potential selection process in several ways. If the period for selection is short,
then the role of selection may be relatively limited, for example, to identify an
approach based on a restricted criterion (such as flexibility, familiarity, or cost)
or to consider just a small number of alternatives. If the period for selection
is longer, then the role of the selection process may be to compare many tech-
nologies, identify and consider a wide range of selection criteria, and so on. If
the implementation period is short, then the selection process and its results
may be constrained, and an approach oriented toward acquisition may be fa-
vored over one oriented toward implementation. If the implementation period is
longer, then the selection process can be open to considering and recommending
a wider range of technologies and processes. If the period of use (over which the
cost of middleware will be amortized) is short, then the selection process should
focus on short term concerns and rapid gains and the selection and implemen-
tation processes should be constrained accordingly. If the period of use is to be
long, then the selection process must focus on long term concerns and benefits,
and the selection and implementation processes may be opened up accordingly.

Risks, costs, and feasibility affect all systems development and integration
efforts to some degree, but any of these may be especially important in partic-
ular cases. Consequently, the role of middleware selection may emphasize risk
reduction, cost control, or feasibility assessment.

The above concerns primarily reflect a technical viewpoint. However, organi-
zational factors (including social factors) can be just as important in determin-
ing the role of the middleware selection process. Such factors include economics,
politics, business processes, business relationships, organizational history, per-
sonnel, and so on. A primary function of the middleware selection process may
be to identify stakeholders in the middleware selection process and to educate
or inform them regarding technical and other concerns relevant to the selec-
tion process. Stakeholders may include project managers, development engineers,
business partners, customers, third-party systems integrators, consultants, and
others, with very different interests, goals, and levels or areas of expertise. Ac-
cording to their stakes, each of these groups may see middleware selection in a
different role and have different objectives for it.

Of course, organizational as well as technical concerns can affect practically
any aspect of the enterprise system landscape: the degree of integration ver-
sus new development, the level and scale of software projects, the time scales
on which projects operate, and the perspectives on risk, costs, and feasibility.
Standards (or the lack of them) are also a critical consideration at the interface
between the technical and non-technical elements of enterprise system engineer-
ing. There are choices involving standards that are open or closed, official or de
facto. Just as standards help to achieve integration and interoperation on tech-
nical plane, they can also help to promote communication and understanding on
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the social plane. The role of middleware selection must be defined with respect
to the use of standards in these ways.

Finally, the role of middleware selection must be defined with respect to the
rest of the software life cycle. Middleware selection should generally be based
on system requirements specifications (that account for both technological and
organizational factors), but middleware selection may not (and probably should
not) be wholly determined by those specifications. Depending on circumstances,
middleware selection may occur prior to, along with, or subsequent to system
architectural specifications. Consequently, middleware selection may constrain,
or be constrained by, architectural design.

Generally, depending on the variety of technological and organizational fac-
tors outlined above, middleware selection can be a relatively independent or
dependent process. The potential variety of interdependencies between middle-
ware selection and other development or integration activities points out that
what is needed is a more general methodology for the software engineering of dis-
tributed object systems. Such a methodology should enable all of the activities
and technologies relevant to the development and integration of enterprise-scale
systems to be defined, organized, and interrelated in a coherent, consistent, and
effective way.

3 What is the Process of Middleware Selection?

Due to the variety of roles that middleware selection may play, and to the relative
immaturity of software methodologies for distributed object systems, it is evident
that there is not, and cannot be, one process for middleware selection. The role
that middleware selection plays, and the context in which that role is determined,
set important parameters that govern the particular selection process used in (or
appropriate for) a particular enterprise or project. These parameters include, for
example,

– The parties involved, their roles, the amount of communication needed be-
tween them, and the level of discourse required

– The applicability and use of standards
– The breadth of middleware technologies considered
– The criteria and means for technology evaluation

The level and scope of development or integration, and whether it is within
a group (team, department, or enterprise) or crosses group boundaries, also has
an effect on the complexity of the software process in general and of middleware
selection in particular. A particular defined selection process may execute var-
iously, and variously well, depending on the level and scope of the project to
which it is applied.

Despite the potential variety of middleware selection processes, a number
of common characteristics or recommendations regarding middleware selection
processes were identified in this session.
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Selection may be made based on a number of approaches to comparing and
evaluating middleware technologies. One of the papers in this session describes
an analytical approach, while the other is based on an experimental approach.
It may also be possible to use simulation for comparison, but this requires the
use of simulation technology, which may not be available yet in many cases.

The frameworks, taxonomies, and criteria that are used for comparing and
evaluating middleware must reflect enterprise-specific and project-relevant con-
ditions. General frameworks, taxonomies, and criteria may be useful to some
extent, but they must be tailored for a particular organizational situation.

Any particular development or integration process is also likely to involve a
number of kinds of stakeholders with diverse background and interests. Conse-
quently, an effective middleware selection process will promote communication
and understanding among these stakeholders.

Standards can be useful for enhancing communication among stakeholders
as well as facilitating technical integration. For example, XML provides a means
to define standard document types that facilitate information exchange between
heterogeneous systems; the use of XML requires agreement among cooperating
organizations on the structure of these documents, and a number of domain-
specific XML standards are under development. Where official standards are not
published, certain widely use middleware technologies, for better or worse, may
implicitly define de facto standards. Even where standards are used, though, non-
standard extensions offered by particular technology providers may determine
the selection of particular middleware products. These extensions may provide
useful features or functionality, but at the cost of interoperability or flexibility
with respect to other technologies or technology providers. Whether this trade-
off is worthwhile depends on the particular enterprise, project, and technology
involved.

To afford an appropriate degree of flexibility in middleware selection, the
selection process should allow for the adoption of multiple alternative (or com-
plementary) technologies in the solution to any particular problem. Additionally,
the selection process should allow for the refinement of a general development or
integration problem into more specific problems, in different areas or on different
levels, to which different solution constraints and opportunities may apply.

One of the most critical challenges in middleware selection is accommodating
the various time frames over which middleware selection, implementation, and
use are to occur. One concern is controlling costs through the stages of the
middleware life cycle and assuring the amortization of those costs across the
life-cycle period. Another concern is accommodating change during the life of
the system, as unexpected changes may incur unexpected costs or prematurely
cut short the effective life of the system.

Especially at the enterprise scale, the long-term view is important. Two gen-
eral approaches to building long-lived systems were advocated in this session:

– Anticipate changes and plan for them (build in points or mechanisms of
change)



Middleware Selection 7

– Do not try to anticipate changes but use simple, flexible constructs (that
can accommodate change as it occurs)

Enterprise system builders find themselves in a somewhat paradoxical situa-
tion. The cost of enterprise systems development and integration, and the time
required to complete such projects (which may be years), means that careful
planning is necessary. However, the evolution of both enterprise needs and soft-
ware technologies cannot be totally controlled. It is inevitable that plans will go
astray. Therefore, the development and integration of enterprise systems must be
based on a long-term strategy, but it must also be recognized that the object of
that strategy will be a moving target. Indeed, middleware selection itself may be
an ongoing activity that outlives individual application and integration projects
in a long-term enterprise.
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A Key Technology Evaluation Case Study:

Applying a New Middleware Architecture on the
Enterprise Scale

Michael Goedicke and Uwe Zdun

Specification of Software Systems, University of Essen, Germany
{goedicke,uzdun}@informatik.uni-essen.de

Abstract. Decisions for key technologies, like middleware, for large
scale projects are hard, because the impact and relevance of key tech-
nologies go beyond their core technological field. E.g., object-oriented
middleware has its core in realizing distributed object calls. But choos-
ing a technology and product also implies to adopt its services, tools,
software architectures, object and component paradigms, etc. Moreover,
legacy applications and several other key technologies have to be inte-
grated. And since no middleware product serves all requirements in the
enterprise context, various middleware products have to be integrated,
too. Another key problem of middleware evaluation is, that often the
studies have to be performed very early in a project. In this paper we
try to tackle these problems and describe how we can communicate the
outcomes – which come from a technical viewpoint – to the management
and other non-experts in the technological field.

1 Key Technology Evaluation Case Studies

Early key technology evaluations are a case study type that we have performed
several times in different business setups for different companies. They aim at
the very early investigation of key technologies, like communication infrastruc-
ture, database management systems, or programming languages, for large-scale,
business-critical projects from a technical viewpoint. The projects were focussed
on re-engineering of large existing systems with numerous applications, though
many similar studies are performed for development projects of new software
systems. In such projects management normally wants to decide which key tech-
nologies the project will use, before the project is actually launched, in order to
estimate the savings/costs caused by the technology.

With the term “key technology” we generally refer to business-critical tech-
nologies, that drive companies to launch evaluation studies in early phases of
(large-scale) projects. With other words: technologies that lead to high costs,
if they fail to satisfy the company’s expectations. Examples of key technologies
could be communication infrastructure, database management, programming
language, operating system, etc. technologies. It heavily depends on the nature
of the project, whether one of these technologies is a key technology for the
project or not.

W. Emmerich and S. Tai (Eds.): EDO 2000, LNCS 1999, pp. 8–26, 2001.
c© Springer-Verlag Berlin Heidelberg 2001
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In this paper we will concentrate on a study, which aims at the re-organization
of the information systems of a large German enterprise with its core business in
the field of logistics. The case study is embedded in a process that includes mod-
eling the business processes, designing appropriate conceptual models, strategic
decisions for used technologies, and specification of platforms. The presented
case study had the task to identify and exemplify suitable middleware solutions
for the information system base-line architecture of the enterprise. The great
challenge of this study was, that it had to analyze key aspects of technology, be-
fore all application areas have named their actual requirements. The enterprise
was confronted with the problem that a huge number of applications were devel-
oped independently by the various departments. But these applications had to
work in concert to a certain degree in order to allow the departments to flexibly
interoperate and to exchange their respective information.

Newer key technology trends, which have become mainstream recently, like
distributed object systems, normally promise a lot, but also imply a set of risks.
Since the company had not experts in (all) the new key technology areas, it
was hard for the management to estimate which new technologies are valu-
able/necessary for the company. Therefore, a middleware evaluation study was
launched during early requirements analysis. We believe that this situation is
recurring for different key technologies in many companies of various size and in
various business fields.

1.1 Software Architectural Integration

Often departments have had the freedom for a “programming in the wild” with
no clear architectural concept for integration. This freedom helps to rapidly
develop applications from the scratch. But when the number and complexity
of applications rises, maintenance and integration of application become more
and more difficult. In such a diverse field, like communication infrastructure, a
lacking integration concept means not only to run into problems with integrating
communication technologies, but also in integrating the various programming
languages, object models, services, access variants to shared resources, etc. Many
organizations, like the enterprise in this case study, react by creating an external
department that should impose standards over information system development.
Often these standards tend to be loaded with severe constraints. Therefore, often
the standards are either ignored by the developers or they lead to monolithic
systems that are hard to maintain.

These problems are similar in many companies, but they are more pressing
in the enterprise context, than in small companies. There are several reasons.
I.e., the enterprise has more different applications and technologies that have to
be integrated. Applications have to be deployed to more hosts and middleware
products have to be purchased earlier. Departments that impose standards have
more likely limited personal contact to all affected developers and, therefore,
developers are less involved in key technological decisions.

From our experience, an early technological study should give guideline and
communication assistance for technological decisions to the concrete applica-
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tion’s software architect rather than to make premature decisions in her/his
place. Therefore, in this paper we will try to show a way to avoid such rather
random impositions. Nevertheless, the paper comes to concrete results from man-
agerial and technological viewpoints for the integration of object-oriented mid-
dleware in a very early project phase.

1.2 Roadmap

So far we have sketched a problem field, which seems on the first glance to have
no clear solution. Management demands for a clear basis for decision and for an
architectural perspective, but the field is much too diverse to provide a simple
answer. However, simplicity and transparency of decisions are of central impor-
tance. Both the involved managers and developers have to be able to understand
the decisions and the reasonings behind them directly. The acceptance of deci-
sions relies on the solution’s ability to cover the technical realm of the application
in focus. In early evaluation studies this is very hard, because the application
specifications do not exist when the study is launched. In enterprise-scale studies
it is even harder, because a wide range of applications has to be covered.

Another problem we cannot ignore is subjectiveness. If people have to decide
for key technologies personal experiences, predilections, opinions, and prejudices
come into the decision. Our experience is that no pseudo-objective decision pro-
cess can change this as long as not enough “hard” criteria can be found.

Our approach relies on the simple idea – which is not so simple in its re-
alization – to use the right tool for a given task and then seek for technical
solution for integration of these tools. However, the goal to find a company-wide
integrated solution may cause damages that outweigh the benefits by far. In con-
trast to the concrete applications, the technological requirements for integration
are quite concrete even in early stages, because the technologies themselves are
already existing. We will see, that in this domain we face recurring problems,
like object system integration, finding of a suitable component concept, bridg-
ing between technologies, etc. It is important that these integration decisions
are performed at a detailed technological level. Otherwise the evaluation case
study bears little to no technological substance and is unlikely to be accepted
by concrete application developers.

In detail, we firstly have discussed and communicated the technological field,
the available technology types, and the available products with the stakeholders.
The outcome was a document describing all these aspects in detail and a taxon-
omy of the middleware technologies/products. Thus we have come to consensus
on all these aspects covering the objective and the subjective knowledge about
the middleware technologies/products. We have created a “common language”
for further discussion. These issues are discussed in the Sections 2 and 3.

With this “common language” we have then begun to discuss concrete appli-
cation scenarios, that the stakeholders characterize as typical for the company.
From our experience the outcome is nearly always a diverse set of technologies.
Therefore, two questions arise directly: How do we integrate the different appli-
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cations built with different technologies and how do we find the best technology
from the taxonomy for a concrete application?

We provided a concrete technological concept for the integration task, which
we introduce briefly in Section 4. As a guidance for concrete application decision
we use a scenario-based process. In order to illustrate this process, we exemplify
it with the typical application scenarios, which we had used earlier throughout
the discussions. In Section 5 we present one such example of a letter distribution
center information system.

2 Middleware

At the enterprise level the expectations are high and are often beyond the func-
tionalities of existing products. At an early stage of a project it is hard to de-
termine which technologies meet the requirements of an enterprise. Software de-
velopment depends on several changing technologies. One of the most complex
technology areas – faced in today’s technology decision processes – is middle-
ware [3]. In the context of this paper we see a middleware as following:

A middleware extends the platform with a framework comprising components,
services, and tools for the development of distributed applications. It aims at
the integration, the effective development, and the flexible extensibility of the
business applications.

Middleware comprises several different technologies provided by different ven-
dors, which conform to a different extent to a great number of partially over-
lapping standards. Middleware abstracts from the network layer and from direct
network access. Applications access networking functionalities through a well-
defined interface of the middleware and communicate virtually on top of the
middleware among each other. The middleware implements the details of net-
work access (as illustrated in Figure 1). It provides a software layer between
operating system functionalities and applications [17]. Thus it is often seen as
an extension of the traditional notion of the platform.
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Choosing a key technology, like middleware, has severe impact on the software
architecture of the enterprise’s information systems. The software architecture
consists of software components and the relations among them. Therefore, the
component (and object) model of the middleware has to be integrated, adapted,
and/or adopted to the component models used throughout design and imple-
mentation. Limitations of the middleware’s component model can restrict the
expressive power accessible in design/implementation. But the middleware tech-
nology can also introduce new concepts and architectural means not accessible
in the used design/implementation languages. E.g., the new CORBA 3 com-
ponent model introduces a distinct component model into languages that offer
none (like C) or Orbix Filters [9] introduce interception techniques into non-
interceptible languages (such as Java).

Different middleware products (and technologies) offer a different spectrum
of services. Services are central for the usage of middleware in the enterprise.
Generally each service can also be developed by the enterprise itself (or by a
third party). But standardized services allow the applications to be developed
faster and more cost effective and they provide a higher interoperability among
applications, that need such a service. Important service areas are messaging
service, transaction service, security service, and naming (directory) service.

Even the software development processes are strongly influenced by middle-
ware technologies. E.g., a clear component/interface model enables software de-
velopment in separate teams. Therefore development with a component model
enforces another development process than the development of a monolithic
piece of software. For these reasons a positive impact of software architecture, a
suitable set of services and tools, and the ability to enforce a promising devel-
opment process are central requirements for a middleware technology. Besides
these central requirements other non-technical requirements have to be consid-
ered, like costs of licenses, education of developers and designers, vendor politics,
standards, existing education of the SW developers, designers, etc.

3 Technologies and Taxonomy

In the preceding sections we have tried to define middleware and to name im-
portant aspects when choosing a middleware for an enterprise. These aspects are
chosen in order to be able to explain the impact of middleware technology onto
distinct areas of software development. We have used these aspects to develop
together with the stakeholders in the enterprise a common framework in order to
characterize and compare different products in different categories. The specific
framework was:

– Interoperability:
• (Standardized) communication over the network,
• Support for various programming languages,
• Support for various platforms (i.e., platform independence).
• Integrated component model.
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– Services:
• Messaging service,
• Transaction service,
• Security service,
• Naming (directory) service.

– Scalability.
– Performance.
– Standardization.
– Marketablility of the products.

Note, that even this quite generic evaluation framework is subjective and
company-specific. In other companies some aspects would probably more or less
prominent, probably different service areas would have been chosen as important,
etc. Every enterprise has to build its own framework and taxonomy when making
an important technological decision. For different settings other central aspects,
as for instance application deployment, have to be considered as well. In general
the enterprise’s set of important quality attributes has to be mapped onto a set
of criteria that distinguishes the technologies clearly (e.g., when deciding about
database technology the same technique may be applied).

The mapping can only be found through ongoing discussion with the stake-
holders throughout the study, since they know their business case the best.
Afterwards the enterprise can use the resulting taxonomy for their concrete ap-
plications. The reason for using a taxonomy is transportation of knowledge to
the system’s stakeholders, like management, developers, customers, etc. A mid-
dleware expert will know without building a taxonomy when to apply CORBA
and when to use an RPC approach. But with a taxonomy it is easy to com-
municate such decisions, if the taxonomy is, on the one hand, based upon the
central quality attributes of the enterprise and does, on the other hand, represent
characteristic properties of the technologies.

3.1 Middleware Technologies

After we agreed with the stakeholders in the enterprise upon the framework that
is able to express the relevant technologies and captures the important quality
attributes of the company, we decided which technologies/products had to be
investigated. These were:

– RPC Mechanisms, like: Sun RPC, OSF’s DCE.
– Distributed Object Systems (based on the RPC principle):

• CORBA - ORBs, like Orbix, Visibroker, TAO.
• DCOM,
• Enterprise Java Beans (EJB) and Java RMI,

– Application Server:
• EJB-based servers, like WebLogic, Oracle Application Server, Web-

Sphere.
• Scripted web-servers, like Vignette V/5, AOLServer, Ajuba2, WebShell,

Zope.
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– Transaction Processing (TP) Monitors, like: Tuxedo, Encina.
– Message Oriented Middleware (MOM), like: MQSeries, Tibco.
– Mobile Code Systems (MCS), like: Aglets, Voyager, Telescript, Jini.

Finally we gave a two/three pages description of each technology and each prod-
uct. The descriptions consist of a brief description, an illustrating figure, and an
textual evaluation of each item of the taxonomy framework. Here, we just give a
heavily abbreviated discussion of the CORBA technology as an example of the
style of presentation (see Figure 2).

3.2 Results of the Assessments

The result of our assessments was a rather technical evaluation of the named
middleware technologies and the different products in the various technologi-
cal fields. Note, that these findings are not a generalizable view on middleware
technology, which could be converted without change to another company. In-
stead these finding are strongly influenced by the process of discussing a suitable
middleware in the realm of the actual company. The assessments reflect a lot
of objective knowledge about middleware, but also a lot of subjective aspects,
such as personal predilections, special experiences in the company, company
politics, etc.

In summary, all participants in the discussion came to the opinion, that all
technologies provide enhancements in the fields of the other technologies. TP
monitors have their strength in database connection/transaction management.
Application servers are superior in representing different business logics (like an
additional web representation). But both technologies have only limited capa-
bilities in other domains. Therefore – in the enterprise context – they should
not be used as a sole middleware solution, if a part of the application (or even
an expected future change) requires additional functionalities. Mobile code tech-
nologies can be superior to all other technologies in certain applications (e.g.,
when high configuration/customization needs on the server side are paired with
low network bandwidth), but no marketable products are existing for the enter-
prise scale with all required middleware services.

That means for these three technologies we have hard (or better: merely
objective) criteria for several applications whether they should be used or not.
But even for these technologies it is most often not obvious at the first sight if
the application benefits from one of these technologies more than from another.
With all other technologies the decision for a technology is even harder. With
other words: at the enterprise scale and under consideration of the diversity in
the middleware field, there can be no a priori decision for one specific product
that suits all application needs.

This point is a key problem of this work: How can we – as technical consul-
tants – deal with a situation, when a managerial decision requires a foundation,
but the technical field is so unwieldy or complex or entangled, that an objective
statement is merely impossible. On the other hand, the manager requires a basis
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Common Request Broker Architecture (CORBA)

Description CORBA [18] is a distributed object system with the aim to realize dis-
tribution of object communication across different machines, vendors and software
systems. Object method calls are invoked with the same principle as RPC from object
stub (placeholder or proxy at the client side for an remote object on the server) to
skeleton (interface implementation at the server side). Relevant functions are interface
definition (with an IDL), localization and activation of distributed objects, communica-
tion among client and object, and distribution transparency. These issues are handled
by object request brokers (ORBs).
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Interoperability ORBs utilize the IIOP (internet inter-ORB protocol) in order to
connect ORBs. The protocol on the TCP layer is designed to let all ORBs use the
same protocol. The design of CORBA is generally aimed at language and platform
independence. A common IDL lets components be specified through their interface
without knowledge of internal implementation details. A disadvantage is that languages
are broken down to a common denominator (partially solved by the data type any).
The CORBA IDL is mapped to great variety of languages, like C, C++, Java, OLE,
Eiffel, Smalltalk, etc. CORBA ORB implementations exists on nearly any commonly
used platform.
Services Initially the CORBA messaging service and the event service were based
on a simple push/pull model for message exchange through event primitives. Now
the OMG specifies a more robust messaging service. Meanwhile several CORBA ORBs
have implemented their own protocols or they can be combined with professional MOM
products, like MessageQ, MQSeries, etc. The CORBA transaction service supports flat
and nested transactions. Heterogeneous ORBs and (procedural) non-ORB applications
can take part in a transaction. Some vendors even offer support for integration with
commercial transaction monitors, like Tuxedo. The CORBA security services specifi-
cation is one of the most detailed security specification existing, covering nearly every
aspect of security, like integrity, authentication, access control, etc. It is achievable in
three levels (0-2) from no to full security. Support for these services varies in different
ORB implementations. The CORBA naming service enables to search for objects using
their object name. It wraps several different traditional directory services. Some ORBs
offer a fault-tolerant naming service.
Scalability . . .
Performance . . .
Standardization . . .
Marketablility of the products . . .

Fig. 2. Technology Description: CORBA
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for decisions, so this statement alone is not a sufficient answer for her/him. More-
over, in any such complex decision field, we have to deal with a lot of subjective
opinions and prejudices.

Table 1. Subjective, Company-Specific Taxonomy Overview for Middleware
Technologies

RPC CORBA DCOM EJB AS TP MOM MCS

Interoperability:

Network communication + + + + + + + + +

Programming language
independence

- + + + - - - - o o

Platform independence o + + - - + + + + +

Integrated component model - + + + + - - +

Services:

Messaging services - o - o o - + + +

Transaction services o + o o o + + - - -

Security services o o o - o + - +

Naming (directory) services o o o o o o - -

Scalability - - + - + + + + + o

Performance o + o - - + o o

Standardization o + + o + o - - - - o

Marketability of available products o + + o o + + + + + - -

Therefore, we think an enterprise has to check for every application which
middleware technology or combination of technologies suits best. Throughout
the process of building a taxonomy the members of discussion get a feeling
for the technologies. An enterprise should identify a key middleware technology
as an integration base, which integrates applications using different middleware
technologies. This key technology should be the technology which is presumably
used for the most applications. E.g., some enterprises use CORBA as their key
technology, because it offers platform and language independence and a mature
component model. Others use an application server as their key technology be-
cause the majority of their applications are web-based e-commerce applications.

This outcome is obvious to the technology expert, but not for the manager.
The ideal outcome for a manager would be, that one or a very limited set of
products could be chosen. But at the enterprise scale it is not realistic that one
product (or one specific product combination) serves best for all application re-
quirements. A very detailed document describing the various properties, advan-
tages, and disadvantages of technologies/products in detail is a good backdrop
for specific discussion, but it gives a bad overview.

Therefore, we have added a rather simplistic overview table (similar to Ta-
ble 1 – here we only summarize the technologies). The table is only meant as
a starting point for discussions and for making/communicating a pre-selection.
We use the following simple scale for rating of the taxonomy aspects: support for
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aspect is outstanding (+ +), support for aspect is good (+), support for aspect
is available (o), support for aspect is not ready for the enterprise scale (-), and
support for aspect is not or nearly not available (- -).

Note, that the simplicity of the table is provoking. And it is intended to be
provoking, because this helps to start a discussion. E.g., an RPC user may heav-
ily object, that RPC technologies are nearly not scalable. If the RPC user can
argue for the technology and can argue that it is less work to build a bridge to
the integration base than to use the integration base itself, the concrete applica-
tion project, will probably use RPC. Afterwards, the taxonomy can be updated
according to the experiences with that project.

Such considerations heavily depend on the company and the involved devel-
opers. If a department has several RPC experts and an RPC library framework,
several of the aspects may require a quite different evaluation than in a company
that has never used RPC before.

4 Integration and Coping with Change

So far, we have discussed how to make pre-selections for middleware technologies
in very early stages of projects for single applications. One outcome was that
no single technology can serve all requirements. Therefore, we need to come
to a decision for the concrete application and we require an integration of (a)
the technologies (and their services, tools, and processes) and (b) the involved
(slightly) different paradigms. A special interest lies on the changeability at the
technology seam, since it is a hot spot of the application.

4.1 Key Technology Decision and Integration Base

The software architecture is the first artifact in the development of a software
system, that enables us to set priorities among competing concerns of the dif-
ferent stakeholders of the system. These concerns may be expressed in terms of
quality attributes, as in [1], like performance, security, availability, modifiability,
portability, reusability, integrateability, or testability. It is obvious that no archi-
tecture can maximize all of these quality attributes at once. The architect has to
analyze the relevant requirements in terms of quality attributes. Influences for
an architect are the architect’s experience, the technical and organizational envi-
ronment, and the stakeholders (like customer, end user, developing organization)
of the system, who can be interviewed to find relevant scenarios with methods
like SAAM [1] or [2]. The architect has to actively gather these information from
the stakeholders by interviews and circulation of the results.

Our taxonomy does not lead to a distinct recommendation for one middle-
ware solution. It just helps an architect of a concrete application to select an
appropriate middleware solution from the possible alternatives. None of them
is absolutely superior to other solutions, and unfortunately, each application
demands different quality attributes. Therefore, the architects of any software
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system have to choose the appropriate solution for their application. This out-
come is very unsatisfying regarding the aim to find an integration base technol-
ogy/programming language at a very early stage of a project.

However, after understanding of the business cases for the software sys-
tems and elicitation/understanding of sufficient number of requirements (using
scenario-based techniques if appropriate, sometimes other techniques, like for-
mal requirement specifications, are necessary), an integration base can be iden-
tified. A sufficing number of applications is reached when the domain experts
are sure that examples of most characteristic applications are investigated. One
technology combination is chosen as an integration base. Concrete application
developers are free in their choice of a technology, but the architecture must
contain an interface, that conforms with the integration base. These interfaces
are Facades [5] that shield the application from direct access to the internals.
The interfaces offer the application’s services to client’s based on different tech-
nologies.

Both integration base and concrete applications can be found by firstly per-
forming a pre-selection of technologies, e.g., using the taxonomy. The result is a
brief evaluation which technologies can not satisfy the requirements sufficiently.
Afterwards larger, characteristic examples are investigated and candidate archi-
tectures for the examples using the different technologies are developed. These
are evaluated for their architectural advantages/liabilities by comparison of the
solutions and development/evaluation of (expected) change scenarios using soft-
ware architecture analysis [1,8] (see Section 5 for an example).

The integration base is one kind of interface to which all applications offer
their service and can comprise for instance an integrating technology and its
component concept. To gain architectural flexibility in the integration base and
in the software architectures of the applications the decision of each used tech-
nology should be performed stepwise on basis of change scenarios that are found
and evaluated in interviews and circulation with the stakeholders. Figure 3 il-
lustrates the various influences (ovals) and the derived artifacts (rectangles) in
this process of finding a key technology. Dotted lines represent aspects which are
evolving in distinct studies/implementations, while solid lines indicate continu-
ously evolving aspects.
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Fig. 3. Influences and Artifacts in Key Technology Decision
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With the presented approach we give the application developers the freedom
to develop applications with the technology that fits the application domain the
best. And we have not ignored the subjectiveness in the technological decision
process. Such ignorance makes developers feel uncomfortable and thus produces
bad results. However, the developing department has to care for building a bridge
to the integration base, if it is not available in the company already.

4.2 Object System Layer for Paradigm Integration

The open questions are, how to integrate another key technology with the inte-
gration base, how much efforts integration takes, and how much complexity the
integration adds to an application system. In this domain we can present a quite
concrete, technical solution, which relies on the component concepts from [6]
and the Object System Layer architectural pattern [10].

We can see each subsystem as an opaque black-box, that is accessed via
a Facade component. The Facade component includes a Facade object for the
used middleware technology and wrapper objects that implement the calls of the
Facade to the subsystem (if necessary). E.g., if we have a C legacy subsystem
that uses RPC calls, we would extract a component with one distinct interface
to the subsystem using RPC. Now we build an Adapter that is a second Facade

to the subsystem and that has no other task than adaptation of calls using the
integration base technology to the RPC interface.

In summary we add to each independent subsystem a component that explic-
itly defines the component’s export interface. This interface is only way for other
systems parts to access the subsystem and it is built with the middleware tech-
nology chosen for the subsystem. A simple Adapter integrates the integration
base technology.

This simple approach lets us split up an existing system into self-contained
subsystems and components. Thus we can build a component-oriented structur-
ing for an existing legacy system in a piecemeal way. Therefore, our approach
also provides a clear, piecemeal way for migration to the new middleware tech-
nology. In [7] we present a larger case study of such a migration process for a
document archive system with the presented concepts.

Often paradigms of various programming languages and key technologies
have to be integrated in a single component (especially in the Facade compo-
nent of a subsystem). Often these models have to be integrated with concepts
and languages that do not offer a notion of a certain paradigm at all, as the
object-oriented paradigm that is introduced into languages, like C, by middle-
ware, like CORBA, MOM, or TP monitors. For the enterprise context this in-
tegration of object/component concepts is especially important, since a large
number of different models has to be integrated with the integration base tech-
nology/language.

This problem of integrating a foreign object system into a base technol-
ogy/language can be solved by various approaches. We have documented the gen-
eral underlying solution in the Object System Layer architectural pattern [10].
The solution builds or uses an object system as a language extension in the
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target language and then implements the design on top of this Object System

Layer. It provides a well-defined interface to components that are non-object-
oriented or implemented in other object systems. It makes these components
accessible through the Object System Layer and then the components can be
treated as black-boxes. The Object System Layer acts as a layer of indirec-
tion for applying changes centrally. There are several implementation variants of
the Object System Layer pattern. Examples of popular Object System Layers
are object-oriented scripting languages, libraries implementing an object-system,
and object systems of key technologies.

C Impl
Component

C/RPC Subsystem

RPC

XOTcl Facade Component

RPC CORBA

C Impl
Component

RPC

CORBA Facade

RPC Facade

RPC
applications

CORBA and all other 
applications

XOTcl

interface 
adaptation

w
ra

pp
er

 fa
ca

de
s

adaptations/decorations
in the scripting language

Java Impl
Component

Java/RMI Subsystem

RMI

Java Facade
Component

RMICORBA

Java Impl
Component

RMI

CORBA Facade

RMI Facade

interface
adaptation

RMI
applications

Fig. 4. CORBA Integration Base with Java/RMI and C/RPC Subsystem

Figure 4 shows the C/RPC subsystem with a CORBA integration base.
Here, we must integrate the C procedural paradigm with the object system
of CORBA. We propose to use an scripting languages, like XOTcl [11], as an
Object System Layer to integrate with the integration base technology, because
the flexible and dynamic language means of the scripting language allow us to
easily integrate Adapters/Decorators at the Facade component. Rapid cus-
tomizability of the Facade interfaces and the connection to the subsystem are
important, because the interface section of black-box components are hot spots
of distributed systems and the scripting language’s component concept allows
us to build compound components from several base language components. An
(existing) Java/RMI subsystem can integrated with the C/RPC subsystem by
giving it a similar CORBA Adapter to the RMI Facade.

Note, the similarity and symmetry of the scripting language solution with
XOTcl and the Java solution. In both cases the Facade component has the task
to serve as a component glue. This is the basic language design issue of scripting
languages, like Tcl, which is designed as a glue for C or C++ components.
Here, we re-build the same architecture in Java to have a glueing component that
shields the subsystem. This way we have a clear stepwise way to migrate existing
subsystems or subsystems build with another technology than the integration
base into the enterprise’s information system.
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5 Distribution Center Example

In order to show how to apply the found results to concrete applications, we have
concluded our study with several illustrative examples from various application
fields of the enterprise. Here, we present one of these examples very briefly:
a middleware solution of distribution centers for letters. A distribution center
sorts letters by destinations. Various centers are connected to exchange letters
and logistic data. Each center sorts letters for other centers. Inside of a center
letters move around in standardized baskets. These baskets are sorted several
times with sorting machines which are equipped with computers that are running
non-standard operating systems. Non-standard letters have to be additionally
sorted by human operators at a special sorting place. Before and after sorting the
baskets are weight in order to control whether all letters have made it through
the sorting machine or not. The balances for weighing the baskets are special
peripheries which have to integrated into the system. Several NT and Unix
workstations collect the data from the sorting process and compare the results.
Furthermore various workstations are used for character recognition by human
operators. Central computers are Leitstand, PPS, communication systems. They
directly interact with central databases. The example can be seen in Figure 5.

First, we take a look at the requirements of the system. A middleware for the
system should be capable of integrating the various platforms and languages used
in the legacy systems. Since the system is a large, continuously working system,
legacy applications have to be integrated and the migration to the middleware
solution should be incremental. It should transparently encapsulate the special
peripheries, like the balances. An important issue is scalability. On some days
in the year (e.g., before Christmas) there is a considerable higher demand for
sending letters than in other periods of the year. The system has to be integrated
with other distribution centers and with the management’s information systems
for exchange of statistical data.

Now we map these requirements to our taxonomies’ criteria. The system
requires reliable network communication, programming language, and platform
independability. An integrated component model should integrate various ap-
plications, legacy components, and special peripherals. The system would ben-
efit from a transaction processing monitor or transaction service, because the
database connectivity has to handle a larger number of transactions. Since the
system is a very large system and should survive a long time, standardization
is important in order to be independent of vendor politics. Finally the products
must have proven a high reliability in an enterprise context, because failures in
the system can cause considerable costs and severe damage to the image of the
enterprise.

In the next step we make a pre-selection of candidate technologies. RPC ap-
proaches are not a superior solution, since their scalability properties are weak
and they are poorly standardized. DCOM suffers from very limited platform
independence and from its low-level scalability functionalities. Enterprise Java
Beans and RMI are not programming language independent, what makes it hard
to incorporate existing legacy applications, their performance is weaker than in
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Fig. 5. Letter Distribution Center Example

other approaches. For both DCOM and EJB/RMI it is questionable if the tech-
nologies are ready for the scale of the application. A transaction monitor alone
has a weak component concept, weak language independability, and is not stan-
dardized. Mobile code systems would be the good paradigm for this application,
because the code can move around with the baskets, each basket’s procedure can
easily be customized, mobile agents can gather statistical data locally and con-
vey it to the management department by migrating to the management places,
etc. But the current approaches do not seem to be ready for the scale of the
application.

Three middleware technologies are candidates after the results of the initial
discussion: CORBA, application servers, and MOM. Furthermore combinations
are possible. CORBA meets most of the requirements: it is platform indepen-
dent and language independent, offers an integrated component model, has high
scalability and performance, is standardized, and the products are marketable.
An application server has its weaknesses in programming language independence
and probably in performance, if the application requires client-to-client interac-
tion. In the given application example, most parts of the application are clients
and servers at the same time. E.g., a PPS computer is a client to the sorting
machines, when it gathers information, but it is a server in providing information
about PPS decisions. If not every machine is wrapped behind its own application
server, it is unclear how to cluster machines to application servers. The main
drawback for message-oriented middleware in the given application is its missing
standardization and the overhead of asynchrony, which is negative for net load
and performance. It may result in further investments in stronger hardware.

After performing a comparison on the criteria of the taxonomy, we perform a
software architecture analysis. For space reasons, here we just investigate three
scenarios as examples in Table 2 very briefly. We find the relevance of the sce-
narios by interviews with the stakeholders. We assume that a change scenario
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that was often named is more likely to happen than one which is named only
seldomly.

Table 2. Change Scenario Description

Scenario Descrip-
tion

CORBA Application Server MOM

What happens if a
new platform is in-
troduced?

With CORBA it is
quite easy to add a
new platform sup-
port, if the platform
is supported by any
CORBA vendor, since
the basic CORBA
functionalities are
quite compatible
across vendor imple-
mentations.

The change depends
on the support of the
middleware vendor of
the concrete product.
With EJB servers it
also depends on the
availability of Java on
the platform.

The change depends
on the support of
the MOM vendor of
the concrete product.
It may expensive and
exotic platforms may
not be supported.

What happens if
licensing costs of
a technology rise
dramatically (e.g.,
through changes in
vendor’s pricing
policy)?

Using CORBA the
effort to change
to another vendor
depends to what
extent vendor specific
extensions/services
are used. Generally
a change is possi-
ble with foreseeable
costs.

Application server
specific application
parts have to be
re-written in order
to change to a new
vendor. Programming
language depend
parts normally, may
be reused since for
all prevalent lan-
guages (like Java, C,
Tcl) several similar
products are existing.

MOM products can
cause significant
problems in changing
of the vendor, since
their models are heav-
ily vendor dependent
and since there in
not a great variety of
comparable products
at the market.

What happens if the
database technology
is changed?

All three technologies offer capabilities for encapsulation of legacy
components/database wrappers. With a good design (a database ac-
cess layer) it should be easy to change the database with all tech-
nologies. However, the abstraction from client interaction logic of a
transaction monitor would serve better. Runtime means of adapta-
tion (offered by some vendors) also help to transform one database
wrapper to another.

. . . . . . . . . . . .

Overall we have built a list of all scenarios in the same style. Then we have
given marks for each product in each scenario for evaluation. These were found
by a discussion of the scenario descriptions with the stakeholders. Upon these
marks we have made the concrete choice for the application. In the concrete
example a CORBA based architecture was chosen, because it deals with most of
the quality attributes better than its competitors, it is a good integration base
for integration with other applications, and it handles most relevant change
scenarios sufficiently. Nevertheless, for other applications or other enterprises
different technologies or combinations could serve better.

6 Related Work

The presented approach deals with the decision for key technologies. Firstly, a
general overview and a subjective taxonomy are built. Then we mime example
architectures, to find relevant scenarios. Finally, we find very concrete integra-
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tion base technologies and explain concrete architectural solutions of legacy inte-
gration. Despite the earliness of the study, we provide quite concrete outcomes,
without ignoring subjective experiences or company/application-specific aspects.
There are several approaches, especially in the field of software architecture, that
deal with parts of this process.

In [1] the software architecture analysis method (SAAM) is introduced. Sev-
eral case studies are presented, including a case study of the CORBA architecture
and the architecture of the web. Influences of software architecture on quality at-
tributes and stakeholders of an organization are described in great detail. Other
scenario-based architecture analysis methods are described in [2] and [8]. These
approaches concentrate on the flexibility of architecture analysis in very early
stages of software projects. This methods may be used as a part of our approach
in order to find and evaluate scenarios. Generally, these approaches rather con-
centrate on more concrete architecture and not on very early evaluations and
are, therefore, alone not suitable for an early key technology evaluation. They are
not accompanied by a clear architectural vision for object-system or paradigm
integration.

Architectural styles and patterns rather deal with the last part of the pro-
cess discussed in this work. In [15,4,14,1] architectural styles and patterns are
discussed. In [12] the influence of the styles imposed by middleware technologies
is investigated with the conclusion that no style serves best and, therefore, that
different application have different middleware needs. Middleware induced styles
should be made explicit in form of a style map, that can possibly be defined for-
mally by a architecture description language. The case study in this work shows
the entanglement of key technology decision and integration solutions. There-
fore, these works are an important companion to the present work. With a clear
knowledge of relevant styles and pattern it is easier to explain the integration of
the technologies, object systems, and paradigms.

Brown discusses in [3] obstacles and important issues in applying and un-
derstanding middleware systems. He identifies a set of central aspects software
managers have to adopt in order to successfully use and understand the benefits
of middleware technology. Besides the aspects covered by our approach, for ev-
ery application it has to be investigated, what the additional necessities for the
usage of the technology with a concrete application are. Additional boundaries
evolving with the usage of the technology have to be considered. Time and costs
of adapting to the technology should accompany a final decision. These issues
could be taken into concern in form of change scenarios. The approach is not as
detailed as our approach and lacks a discussion of the integration problem.

A set of smaller studies solely provide comparison frameworks for middle-
ware technologies (similar to our taxonomy). These approaches lack a discussion
of the broader selection process and of the integration task. Raj [13] compares
the middleware technologies CORBA, DCOM, and Java RMI very detailed at a
implementational level. On a larger example he compares the benefits/liabilities
by source code comparison. In [16] a detailed comparison of COM and CORBA
technologies for distributed computing is given in form of a decision framework.
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From its intention it strongly resembles our taxonomy approach. Unfortunately,
none of the named works gives a full fledged overview and a systematic compar-
ison of all relevant middleware technologies.

Thompson [17] defines and positions middleware similarly to our work and
propose a four step based approach to select a middleware technology. First the
approach identifies the communication types within a business and between busi-
nesses. Then the underlying communication models of these types are classed
into five communication models, which are conversational, request/reply, mes-
sage passing, message queuing, and publish/subscribe. On the basis of these
models middleware technologies are identified and finally evaluated on candi-
date architectures. The general steps are similar to our approach, but we doubt
that the communication models are a detailed enough characterization of mid-
dleware technologies. Any organization of enterprise-size will most likely require
all kinds of communication models. Most current middleware technologies imple-
ment more than one communication model. For both reasons the communication
models can not serve as a good critierion for distinction. Moreover, in early stud-
ies when business requirements are not fully known, it can also be hard to find
the relevant communication types.

7 Conclusion

Key technologies, like middleware, have significant influence on the software ar-
chitecture of an information system. The software architecture, in turn, has a
severe impact on the realization of quality attributes of a company. Often evalu-
ation studies on key technologies have to performed in early stages of projects for
a large number of application. On the enterprise scale the application’s require-
ments are in most cases too diverse to let an imposed, upfront key technology
decisions over all applications seem sensible. An early study can identify the
relevant requirements/quality attributes, map them in a taxonomy to the tech-
nology’s properties, and identify an integration base. On example systems tech-
nology decisions and integration with existing system can be exemplified. With
such a partial result that leaves a lot of freedom for the application designers,
an early key technology study can make sense from the technological viewpoint.
Rather simplistic overviews of the results, like taxonomies or change scenarios,
serve as good starting points for discussion with non-experts in the technologi-
cal field, if they are clearly mappable to their concerns. The best way to achieve
such a mapping is an ongoing discussion with the stakeholders throughout the
study.
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Abstract. In large enterprises, asynchronous communication and mes-
saging are gaining importance as integration solutions between applica-
tions. The concept of a message broker has been proposed as a univer-
sal mediator at the center of business. This paper gives a distinct defini-
tion of a message broker by enumerating enterprise critical criteria and
describes a reference architecture to meet these criteria. To arrive at the
relevant criteria, the message broker is positioned with respect to other
middleware solutions like CORBA and MOM/DAD, and limitations
and advantages are pointed out. From this comparison the catalogue of
critical criteria is deduced and examples are given of how commercial
broker products fulfill or fail these criteria. Finally, a reference archi-
tecture based on Java, XML and XSL(T) is described that meets the
criteria with respect to configuration, execution and extensibility.

1 Limitations of Object-Oriented Middleware Regarding EAI

Middleware, as envisioned by its promoters, primarily views the enterprise as a large,
distributed, object-oriented or component oriented system interacting on the basis of
synchronous remote procedure calls: Business is modeled as binary objects, talking to
each other over a transparent network. This situation comprises three implicit funda-
mental assumptions:

• The two partners must know of each other, i.e. their interfaces must be well pub-
lished and well defined. This implies that interfaces have to be global, stable
metadata.

• The two partners must be able to communicate. This requires compatibility to a
common network medium and a common means of binary communication.

• The two partners must be available; i.e. transactions must be possible. This re-
quires availability of all interfaces at all time or significant effort invested in ex-
ception handling for transaction failures.
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Apart from touching on the political implications of data ownership, which arise in
every integration effort, the aforementioned factors are also the main obstacles of
transferring traditional middleware development to the enterprise scale. Projects are
characterized by having local scope, local network or platform and local transactions.
As a consequence, the systems that result, although they are distributed to increase
performance and availability, are in fact local solutions. The following sections dis-
cuss the three aspects of the local character of middleware applications.

1.1 Local Scope

The interfaces for distributed systems are normally architected in a project context,
which emphasizes the delivery of end-to-end functionality. The middleware, being
"invisible" from both the database and the user interface, and therefore outside of the
scope of the process owner, often has its design time reduced to deliver project scope
functionality more quickly. As a result, interfaces are narrowed to the task the system
in question is being built for. Even if there is a consensus to build cross-company
reusable interfaces, the results are complex and unwieldy to use and suffer from the
inclusion of too much detail as shown by typical “Jack-Knife-Classes” [1]. For this
reason global interface repositories are very rare.

1.2 Local Network or Platform

The middleware approach also lightly assumes that there is such a thing as a binary
and network compatible platform. This assumption does not hold for the large number
of business critical batch systems, which lack a notion of networks, let alone TCP/IP.
The assumption is still hard to cover for the "open platforms", which make up the rest
of the business critical systems in the enterprise. Components and ORBs vary, some-
times even if bought from the same vendor, for different platforms or in different
versions. And they are regularly not interoperable when provided by different ven-
dors. Since problems in critical interoperability could not be attributed to any one
vendor, decision-makers are faced with a stark choice: Either the company opts to
choose one product vendor only. This means costly vendor lock-in. Additionally it
requires rigid discipline to enforce the standard. Or the company leaves the choice of
the middleware product to the project team, so that each system uses its own middle-
ware product. Most companies sensibly opt for the second choice.

1.3 Local Transactions

Finally, to create a business application from objects or components spread out across
an enterprise necessitates that the underlying structure can provide distributed trans-
actions spanning several objects or components on different levels. This feature
causes a major overhead if implemented. Or it eliminates the structure of the object
oriented interfaces if left out, leading to a flat TP-light, two-tier solution. Initially,
middleware packages did not even include transactions. Even today, programming
transactional middleware in an open manner is cumbersome at best. For this reason,
middleware architectures often consist of a well-architected non-transactional infor-
mation system, and a one-layer transaction system to perform updates, which maps
methods 1:1 to stored procedures of the underlying database.
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2 Message-Based Architectures are Better Suited to Provide EAI

The asynchronous messaging paradigm known as message oriented middleware and
distributed architecture design (MOM/DAD) offers a different approach. It involves
modeling the interaction of system elements as a message exchange: messages are
placed into a transaction-safe queue, which reliably delivers them to a recipient.

2.1 Advantages: Simple Semantics and High Reliability

Its greatest advantages are the ease in creating parallelism and the simplicity with
which discernable, low-communication tasks can be modeled. Integration can also be
undertaken on the basis of text messages, which have explicit semantics. The solution
is also technologically simple, as it is sufficient to transfer a text (file) from system to
system as soon as a connection becomes available. Reliable file transfer capabilities
(like OFTP), as opposed to the binary connections required by remote procedure calls,
are available for most host systems.

2.2 Disadvantages: Complex Synchronization and Brittle Units of Work

However, the asynchronous paradigm suffers from the complexities of request-
response modeling, which is difficult to visualize and cannot be programmed easily,
as it involves programming different threads of execution. It is also hampered by an
overhead created by small and smallest units-of-work.
For these reasons, message oriented middleware was not successful within system
development projects, but gained a lot of popularity as a connection medium between
systems.  Many enterprises opted for integration by message queue and had consider-
able success, because of good vendor support on the ubiquitous host systems and the
simplicity of the approach.

2.3 Size Limitation: The N²-Problem

The application of this approach is limited by the N²-problem, described in [7] as
„Order (N X N) Interfaces“, and as „Enterprise Chaos“ in [6]. Without well archi-
tected common interfaces the number of interfaces that have to be maintained devel-
ops towards N², as can be seen on the left in figure 1. Each connection is the equiva-
lent of an individual, highly specialized contract. The cost is incurred through the time
that has to be invested to negotiate an individual vocabulary every time, and to en-
force data quality with respect to the contract. Because of this factor the ancestor of
electronic business, the electronic document interchange standard (EDI), which was
based on dialects of standard contracts provided by the United Nations, never gained
much importance.

3 Message Brokers Offer a Solution to the N²-Problem of EAI

The message broker can help to solve the N²-Problem, because it serves to accommo-
date changes in interfaces, to create interfaces dynamically and in such a way to
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change business without ever interrupting it.  Interfaces in the sense of the broker are
simply document types of common interest to the business. Every system is seen as a
publisher of messages, irrespective of the subscriber. This allows every system owner
to start out with a well-defined set of messages representing the information of the
system that are considered to be relevant to overall business. In setting up and making
known the message type the system owner has to explain the business relevance of
the items to the person handling the broker. In this way, the services running the bro-
ker become business experts by exploring the source systems semantic information.
Other systems’ owners, when requiring some information from within the business
can seek their expert knowledge. Applying transformation rules the broker can then
supply systems with outputs formatted for their individual needs.

Fig. 1. N²-problem of integration and the message broker solution. Maintenance effort increases
to square order, if individual system-based contracts are created. With semantic contracts effort
only grows in linear order

If a message broker is used in this way, it
• assures reliable automated delivery of business data formerly exchanged in tedi-

ous manual procedure. This is the argument fielded by traditional, bilateral EDI
exchanges, however it is strengthened by the internet as an ubiquitous network
which has radically lowered communication cost in comparison to classical EDI
VANs.

• builds a corpus of documents, implicitly standardizing the company and prepar-
ing it for B2B exchanges. This differs from the basic situation in EDI because
XML as a description standard provides legible, understandable and immediately
usable documents, which can be created with low overhead. As a result, busi-
nesses as opposed to government organizations are now getting involved in the
publishing of DTDs (compare efforts like xml.org) and adapt them to their
changing business.

• builds an understanding of systems and allows for limited centralized supervision
via observation of the queue length on each of the systems, according to [3].

However, the two limitations described in the preceding sections, incurred through the
underlying messaging architecture, still apply:
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• Failure through Brittle Units of Work
• Failure through Complex Synchronization

3.1 Failure through Brittle Units of Work

To avoid suffering from the overhead, system integration by message broker should
be based on larger units-of-work, which should describe discernable, logical business
items and facts. Larger units-of-work make better documents. To facilitate reusability
even across widely different platforms, data should be formatted as XML-documents.
It is necessary to have meaningful document-types, which can (and should) be reused
as is, and do not need a lot of integration or interpretation. As a rule of thumb, a mes-
sage broker should only deal with document messages that a human would want to
read also. This ensures semantic soundness.

3.2 Failure through Complex Synchronization

Middleware-based enterprise systems should not be mixed up with a message broker,
but connected to it. The message broker is a hub between systems, which in turn
should be built around the most fitting technology applicable to the task. The attempt
to use a message broker inside a synchronous system leads to three main negative
effects:
• Development is complicated, as an asynchronous development paradigm is en-

forced where it may not be applicable.
• The quality of the system's design is lowered, as brittle messages are created,

which expose system internals.
• Centralized disarray is created, as the operators of the broker have to understand

and deal with all internal messages of all different systems.

The message broker is an extension for intra-business and inter-business communica-
tion and integration. It is not suited as a tool for system development, and it does not
compete with function-based, object-oriented or component-based middleware.

3.3 Intuitive View of the Message Broker

In a simplified way, the message broker can be viewed as a number of transformation
services running in parallel, invoked and surrounded by the publish and subscribe
middleware. This configuration is shown in figure 2.

When a system submits a message, the message is stored in a queue. The broker
receives the message from the queue and transforms it according to the document type
of the message. The results are then placed into the queues of the subscribers by the
publish-subscribe-middleware (hereafter referred to as PSM).

4 Message Brokers must Meet Enterprise Critical Criteria

Message brokers should provide businesses with enterprise critical services. In our
research we found that, in order to arrive at a conclusive definition of the term mes-
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sage broker, it is useful to define the "Enterprise Critical Criteria" that must be
mapped onto the architecture. In [8] and [9] we use these criteria to examine four
commercial products: TIBCO's TIB/MessageBroker, TSI's Mercator, Microsoft's
BizTalk Server 2000, and STC's e*Gate. We chose the range of products aiming to
provide a realistic picture of the development scene with its traditional EDI tools
(TSI, STC) and platform-based newcomers (TIBCO, Microsoft). IBM’s MQS Inte-
grator V.2  was not available to us, as the company only wanted to present the product
in the lab, but not submit it to any tests. The first test series was based on case studies
and a standardized scenario to explore the handling. To facilitate the examination we
grouped the criteria into three categories, which are at the same time categorical crite-
ria: Configuration, Execution and Extensibility.

N
ode 1

N
ode 3

Node 2

Node 4

Fig. 2. Intuitive view of the message broker. A publisher submits a semantic message to the
system, which gets transformed into all derivable semantic business messages. The results are
sent to all subscribers

• Configuration: This refers to the ability of the broker to create integration solu-
tions not by programming but by configuration. The configurability of the broker
therefore is the first category.

• Execution: After the configuration of the message broker has been fixed it has to
be executed. The process of execution is the second category of the examination.

• Extensibility: The goal of the message broker is to provide a fast and cost-
efficient integration solution. Therefore it has to accommodate many different
system environments, a necessary condition that is hard to accomplish for sys-
tems by many different vendors. Message brokers must be simple to install and to
extend in every system environment.

Through the analysis of the application scenario and using the intuitive view of the
message broker, a catalogue of criteria was deduced from these three categories.
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Based on this catalogue (see Table 1) we have further examined the message broker
products in specific second ‘torture test’ series which explicitly probed the character-
istics in the execution category. A third series, which will establish a benchmark is
under development.

Table 1. Catalog of examination criteria. The factors described should reflect the requirements
on a core enterprise service. Factors may be interdependent

Configuration Execution Extensibility
Rule definition Monitoring Supplied adapters
Rule execution Performance Adapter programming
Dynamic configuration Availability Function library
Prioritization Reliability Function programming
Parallel execution Scalability

Platform independence

The following sections adhere to this structure of organization. Within each section
the criterion is explained and the negative effect described if the criterion is not met.
We point the reader to [8] and [9] for closer information on the results, where these
sections can be found in full detail.

4.1 Configuration

The examination of configuration parameters can be subdivided into the examination
of rule definitions, execution of rules, the possibility to make changes at runtime,
prioritization of messages, and the order of execution as well as the ability to match
messages.

Rule Definition is the central means of configuration in a message broker. In our
definition, rules are a denotation of transformations between context-free languages.

• Without a standardized rule definition language, the user is tied to the broker
product. Consequently, no standard package of rules can be developed independ-
ently of the broker, and be sold for a domain (e.g. SWIFT compliant transforma-
tions for banking).

Rule Execution describes the application order of commands. The examination of the
execution order of the rules provides insight into the efficiency of rule execution and
points to possibilities for the optimization of the process.

• If rule execution is not explicitly controlled or described, predictions about per-
formance are difficult to make. This may lead to bad estimates and increased
costs for hardware to assure that enough resources are available for critical proc-
esses.

Dynamic Configuration is the possibility to configure hard- and software without
having to deactivate it, thus enabling changes at runtime. Depending on the use case
the message broker is subject to relatively frequent changes. E.g. new applications
must be connected to it, changes to message formats accommodated.
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• If a broker cannot be configured at runtime, it has to be stopped to accommodate
the change. All transformations running on this instance of the broker will also
stop and all business performed by these transformations will cease.

Prioritization is the ability to assign an order of execution according to rules. For
business reasons it can be sensible to give priority to certain messages.

• If this feature is not available, transformations cannot be ordered according to the
importance of business items. This means that additional hardware has to be used
to ensure that critical transformations are performed in time.

Parallel Processing describes the ability to run two or more applications
concurrently. This implies a performance gain in the processing of each message.

• If parallel processing is not available, the response times add up as a sum and not
as a statistical mean.

4.2 Execution

The configuration of the execution can be analyzed in terms of the execution supervi-
sion or monitoring, the speed of or performance inhibitions in execution, the likeli-
ness of interruptions during execution, and the possibility to distribute execution of
the message broker as well as available platforms for execution.

Monitoring describes the supervision of active soft- and hardware. Since the whole
flow of communication is being piped through the message broker, it can be used as a
central node for supervision of all peripheral equipment. Device management data can
be used to create statistics. By employing these data the flow of communication and
the processing of rules can be optimized and error sources can be localized.

• If monitoring is not available, the performance parameters of the surrounding
systems cannot be supervised.

Performance describes the speed of processing in software and hardware. The
message broker's performance must accommodate all communication between
applications. If a relevant number of applications is connected to the message broker
they will cause a data volume in messages of such a size that the message broker must
be highly efficient to provide the routing and mapping rules for each message in an
acceptable amount of time.

• If performance is insufficient, communication via the broker will cease once
queuing resources are exhausted, and the broker will be unavailable.

Availability - If the message broker can only process a limited number of messages
the sender has to be notified once no more messages can be accepted. In this case the
broker is not available. Ideally the broker should always be available and applications
should not have to know about its existence.

• If the broker cannot notify submitting applications of its unavailability, messages
will be lost.
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Reliability and Fault Tolerance describe the ability of soft- and hardware to catch
errors, which would lead to a crash or system failure, and to recover from such a fail-
ure. If a message broker becomes unavailable because of a system crash the whole
communication between all connected applications will fail.
• If recovering the broker takes long, downtime cost hurts the business. If the bro-

ker does not recover cleanly, messages will be lost.

Scalability and Distribution describes the ability to provide a sufficient function if
the soft- or hardware or the application context is changed in range or volume. As the
message broker is a central node providing the whole communication of the business,
its performance must be sufficient to process all messages in an acceptable time
frame. One possibility to deal with this is to distribute the message broker itself. For
example there could be several message broker instances on several node computers.
• If the broker cannot be distributed or scaled, the maximum size of the broker is

limited to the largest available hardware of all platforms on which the broker is
implemented. This implicitly limits the maximum size of the business.

Platform Independence describes the independence of software and hardware of its
system environment (hardware, operating system, etc.). All applications in the
business including the message broker itself should not be limited to one system
environment. It seems sensible that the message broker should not only run under
Windows, but also under UNIX, VMS and other environments.

• If the broker is limited to one platform or can only connect to a limited number of
platforms, vendor lock-in occurs.

4.3 Extensibility

Extensibility means availability of adapters or functions that can be embedded in the
rules. Both kinds of extensibility can be viewed under the aspect of pre-included fea-
tures as well as new, self-designed features. The examination of message broker ex-
tensibility includes a check on the number of available adapters and functions, as well
as an examination of the possibilities to develop and incorporate new adapters and
functions.

Available Adapters - The message broker must be able to address many different
applications. Applications are attached to the broker via adapters. The range of
available adapters is the number of the adapters delivered with the broker.

• If the number of available adapters is low, it is more likely that adapters for spe-
cific applications will have to be created before a project can be started. This in-
creases the cost of the project.

Adapter Programming describes the possibilities for the user to write additional
adapters. Regarding the innumerable number of applications in the field it is
understandable that no message broker can provide an adapter for each application.
For this reason a message broker must allow for additional adapters and for
addressing applications via these adapters.
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• If it is not possible to program additional adapters, the use of a broker is limited
to the available adapters in the package, and therefore the impact of the broker is
limited.

Function Library - In order to define rules, operators and functions are necessary.
The more operators and functions are available, the more powerful are the
possibilities to define complex rules.

• If the function library does not provide the necessary functions for the business
scope in question, transformations involving such functions can not be performed
by the broker, but must be realized in auxiliary applications or be provided
manually.

Function Programming describes the possibility to add additional functions to the
software by implementing them. If the operators and functions supplied with the
broker are insufficient, it should be possible to implement functions and operators
oneself and integrate them into the broker.

• If it is not possible to extend the function library, the scope of functions in the
broker transformations can only be extended by external auxiliary applications.

5 Ability of Commercial Broker Products to Meet the Enterprise
Critical Criteria

Our examinations showed, that the commercial broker's available to us
• performed well on most user interface, system interface and extension related

points like rule definition, monitoring and function library access and extension,
the available adapters and adapter programming;

• were less well designed with respect to architecture aspects like rule execution,
dynamic configuration, prioritization and parallel processing;

• were consequently lacking under aspects of performance, availability, reliability
and fault tolerance, scalability and distribution;

• were proprietary in their format of rule definition, adapters, function interface
formats and choice of platforms.

The brokers were either new designs like lightweight Java-based implementations and
COM servers, or extensions of existing EDI solutions.
We subjected brokers to tests…
• …where a “bottom function”, that went into recursion, was called as a side effect

from transformation. As a result rule processing ceased and often the host com-
puter of the broker instance was stalled.

• …where two rules were connected in the form of a pipe, but the output parame-
ters of the preceding rule did not match the input parameters of the following
rule.
As a result, transformation generally caused an error at runtime, which was not
detected at design time.
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• …where a function was deliberately programmed to raise an exception or cause
an error code, when called as a side effect from transformation. We found that the
exceptions were handled very differently and could not be used to control the
processing of the broker (e.g. rolling back the transformation as a transaction, or
continuing).

Because of these experiences we assume that most broker products today do not meet
Enterprise Critical Criteria, because they are not architected to deliver scalability,
availability, reliability, platform independence and open interfaces. We see these
points as crucial for the enterprise application of the message broker.

6 Reference Architecture Addresses the Enterprise Critical
Criteria

We will now describe the reference architecture for a simple message broker as seen
in figure 3, which aims to fulfill the enterprise critical criteria defined above. We will
describe the broker scenario and thereby give a design description, which shows how
the features fulfill the criteria explained above. Finally, we will describe which fea-
tures often found in or demanded from broker products we have deliberately left out
of the design and why we have decided to do so.
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C
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Fig. 3. Reference architecture for a message broker

To describe the features of the architecture we will track the message from generation
to consumption.

Message Creation by Adapter The message is created as a side effect of a function
call in a connected system, described here as node one. The conversion of a function
call or an event into a message is achieved by the use of adapters. The resulting
message is always an XML document of a type, which has to be registered with the
broker. The notion of adapters is based on research of the DaimlerChrysler
technology center described in [5]. They are dynamically compiled from a description
language (documented in [10]) using two XML documents for each system: platform
and instance description. Data types are based on CORBA. The adapters themselves
are Java programs. The concept of automatic generation of adapters allows quick
connection of systems to the broker, as the system owners only have to identify well-
documented and relevant function calls or events.

criteria: dynamic configuration, parallel processing, platform independence, adapter
programming.
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Enlisting the Message into the Queue After receiving the equivalent of the message
from the connected system, the adapter attempts to enlist the message into the queue.
If the adapter does not succeed to finish this transaction…

• In the case of a nontransactional system it raises an exception in the local system
monitor and logs the error to a local file. If local file space is sufficient, messages
will be queue locally on disk.

• In the case of a transactional system and in the context of a transactional call it
votes to abort the transaction as the queue is transparently enlisted as a resource.

criteria: monitoring, reliability, and platform independence.

Delivering the Message to the Publish-Subscribe Middleware and DTD-
Repository When the message arrives at the center, it is submitted to a publish-
subscribe-middleware. A document type repository enhances this system. The
repository is used to identify the document type and optionally validates the
document. It then delivers the document to all registered subscribers of the type.
There are two types of subscribers:

• Subscribing systems are sinks and consume messages.
• Subscribing transformations are rules, which convert the messages and enlist

them again in the queue to the PSM.

Since there is the potential for recursive transformations and cycles heuristic algo-
rithms must be used to traverse the graph of the document type repository. The detec-
tion of cycles is a NP-complete problem.

criteria: dynamic configuration, prioritization, monitoring, scalability and distribution,
platform independence.

Transformation Engine The transformation engine is the core of the broker. It is
architected like the Java Server Page engine. To enlist a new transformation in the
repository, it is described by an XSL style sheet. Each newly enlisted style sheet is
compiled into a runnable class of Java code, which can either be started as a stand-
alone process or enlisted in a thread group in a host process. Each style sheet can be
characterized by a property as system load, provider load, demand load. Each style
sheet is assigned a timeout after which the transformation must be finished.

Defining Rules via XSL The main function of the broker is to add different markup
to documents being processed, and to rearrange the elements contained in the
document into a new semantic form. The extensible style sheet language is perfectly
suited for this purpose. These transformation descriptions can be translated into
executable binary objects, which efficiently translate one document type into the
other. This translation occurs whenever a new style sheet is enlisted. Below is a short
excerpt from the XSLT V1.0 specification, which defines the XSL notion of
templates. Then we have an example snippet from an XML source document, an XSL
translation document, its description and the resulting XML-snippet to explain the
principle:
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<!-- Category: top-level-element -->
<xsl:template
match = pattern
name = qname
priority = number
mode = qname>
<!-- Content: (xsl:param*, template) -->
</xsl:template>

A template rule is specified with the xsl:template element. The match attribute
is a Pattern that identifies the source node or nodes to which the rule applies. … The
content of the xsl:template element is the template that is instantiated when the
template rule is applied
Now the short example on how transformation is defined and used in the context of
the broker:

If we confirm an order to a customer, it might playfully look like this:

<confirm>
Dear wealthy credit card customer,
You successfully ordered <quantity>42</quantity>
<stockitem>wombat widgets</stockitem> for <grandto-
tal>19.99</grandtotal> which will arrive at your door-
step within 24 hours.
Regards, digitally
The WidgedCorp. Message Broker
</confirm>

The broker would convert that into a mail to our packaging personal using this frag-
ment:

<xsl:template match="confirm">
<package>
<xsl:text> Hi, would you kindly package </xsl:text>
<xsl:value-of select="quantity"/>
<xsl:text> of our </xsl:text>
<xsl:value-of select="stockitem"/>
<xsl:text> for pickup in the afternoon? </xsl:text>
<xsl:text> Regards, Messy, the Broker </xsl:text>
</package>
</xsl:template>

The actually generated mail to the packager would then contain this:

<package>Hi, would you kindly package 42 of our wombat
widgets for pickup in the afternoon? Regards, Messy,
the Broker<package>

criteria: rule definition, dynamic configuration, prioritization, and platform independ-
ence
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Starting Rules According to Their Importance Depending on whether the style
sheet is characterized as system load, provider load or demand load its associates its
executable is loaded at different times:

• System load executables are loaded when an instance of the broker starts on a
node. These rules cannot be removed unless the whole instance is stopped. These
rules are always available and provide fastest processing.

• Provider load executables are loaded when a queue associated with a certain
message type connects to the broker. The repository has to derive all dependent
provider load executables by graph traversal and activate them. These rules can
be removed and configured, if all providers of all associated types disconnect
from the instance. These rules are good balance between configurability and
availability.

• Demand load executables will be loaded, when a document of the respective
input type is available. After the transformation, the process is terminated. These
rules can be configured dynamically but have a high overhead at runtime, as pro-
cesses are loaded to and removed from memory.

criteria: Rule Execution, dynamic configuration, prioritization, parallel processing,
monitoring, performance, availability, reliability, scalability, platform independence

Connecting to Middleware via XSLT-Extension Functions While in its simplest
form XSL describes a mapping from one document format (DTD) to the other, XSLT
also allows the introduction of procedural elements expressed externally via a
namespace. This allows connecting to arbitrary middleware which thus can be tied
into the transformation. As a description for the middleware, the same language that is
used for the adapters can be applied.

This change makes transformations nondeterministic and opens up the possibility for
locking, as function calls to middleware do not return. Because of these grave impli-
cations, function extensions should be applied with extreme care and only reliable,
context-free components chosen as targets for integration. Since there is no means to
determine if a function will ever return, the transformation engine as the controlling
instance will abort transformations exceeding the timeout defined in their stylesheet
and report the failure in the log.

criteria: platform independence, available adapters, function programming.

6.1 Delivering the Resulting Message

The resulting message is delivered either through an adapter to the subscribing sys-
tems or to a file system, which a native XML client can access. If the results cannot
be put into the queue or the queue cannot deliver the result, an exception is raised at
the PSM console of the broker.

criteria: monitoring, availability, and reliability
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6.2 Features Deliberately Left Out

Many brokers offer additional features, which are left out in this design to accommo-
date the enterprise critical criteria, which we perceive as primarily important.

No Matching Many brokers offer to combine several messages into one message or
to match questions to answers by means of a session. This results in the design of
transactional stores in the broker and violates the criteria of dynamic configuration,
parallel processing, monitoring, performance, reliability, scalability. We see
combination of messages as an explicit service of external applications (like data
warehouses). Applications are best suited to handle transactions. The complexity N:1
matching and session handling creates in the broker is prohibitive, because processes
must remain simple and transparent at all time.

No Proprietary Programming Model Many brokers store rules in proprietary
formats. This leads to difficulties in porting and debugging broker applications and
violates the criteria of monitoring, performance, reliability, scalability and platform
independence. The internal operations of the broker thus cannot be analyzed using
standard tools.

7 Conclusion and Outlook

Message brokers and message broker methods are a convenient vehicle to provide
integration inside and across enterprise boundaries. They do not compete with, but
complement existing function-based, object-oriented, or componentized middleware.
Internally they enable the choice of the most fitting platform for every project.
The application of a method broker is a process based on a tool. Like the OO-
paradigm at its onset required new tools and methods to be discovered, so does the
messaging paradigm now. We anticipate that the architecture described in this paper
will be close to the outline of forthcoming basic messaging tools. For this reason it is
sensible to build our exploration of methods on this model. We believe it is sensible
to look into methods for the application of message brokers, because messaging by its
simplicity in large granular transaction represents well the processes of business
across division and enterprise boundaries. Consequently, we see the possibility to
grow the standards of communication evolutionarily and to preserve the freedom of
choice over the form of contract as unprecedented strong points. We expect that elec-
tronic document interchange will become public domain within the next two years.
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Distributed object systems have several clear advantages. They can be used
to provide reliability, accessibility, durability, and scalability. They can also take
advantage of computational parallelism. Distributed object programming has
been popularized by the Web, and made feasible across heterogeneous systems
by middleware technology. While these technologies make distributed object
programming viable, they providing meager assistance for designing, deploying,
and maintaining distributed object systems.

The following papers present two approaches addressing the design, deploy-
ment, and maintenance of distributed objects. These approaches use information
about a system’s resources as a primary concern in a distributed objects deploy-
ment. Felix provides a practical way of capturing a system’s resources and the
objects’ characteristics as annotations. Using these annotations, he demonstrates
a deployment plan can be constructed, denoted, and visualized. Hector’s work
takes a more formal approach developing a model for model for a distributed
system’s resources and the objects to be distributed. He demonstrates how the
model can be used to reason about the deployment of those objects.

Several questions are still unanswered. What constitutes a system resource?
What resources are worth considering when? There may be other aspects besides
a system’s resources that are worth considering in distributed object design and
implementation.
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Abstract: Middleware technologies such as CORBA and DCOM have been
developed as a means of tackling heterogeneity and complexity problems
inherent in distributed systems. However, more work still need to be done to
develop methodologies for the construction of distributed objects. In addition,
little attention has been paid to the development of methodologies for the
configuration of computational resources among distributed objects. This paper
introduces a resource configuration description language (RCDL) for the
specification of the resource management of distributed systems. This language
is based on both a resource model and a task model. The former offers various
levels of abstraction for resources, resource factories and resource mangers. The
latter then provides a fine- and a coarse-grained approach to allocate resources
to both application services and middleware services by breaking such services
into task hierarchies. Finally, we use reflection as a principled means to obtain a
clear separation of concerns between the functional and non-functional
behaviour (e.g. resource management) of distributed systems.

1  Introduction

Object-oriented middleware technologies, such as CORBA and DCOM, have recently
been developed as a means to solve complexity and heterogeneity problems inherent
in distributed systems. These technologies have succeeded in providing standards for
a common programming model that addresses the problems mentioned above.
However, there is still a lack of modelling and analysis methodologies for the
construction of distributed objects. Although there is some work in this area, there are
some important aspects that have often been ignored such as that of resource
management. Object-oriented real-time distributed applications require timeliness
guarantees to work properly. Therefore, resource management plays an important role
in the process of engineering such kind of applications. There has been some work on
this area [OMG99a, Pal00, Schmidt97], however, most of these approaches end up
producing complex code which is difficult to maintain, evolve and reuse. Such a
complexity is the result of tangling the functional behaviour of real-time distributed
applications with non-functional aspects. In addition, some of these solutions usually
model resource management for single client-object interactions which does not
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represent any problem for small applications. However, for large applications the
code complexity increases considerably.

This paper introduces a resource configuration description language (RCDL) for
the specification of the resource management of distributed systems. Such a language
is based on both a hierarchical resource model and a task model. The former provides
various levels of abstraction for resources, resource factories and resource managers.
Therefore, both fine- and coarse-grained resource management are feasible within this
model. The latter then models both application and middleware services in terms of
task hierarchies. That is, such services are broken into tasks which can in turn be
recursively split into sub-tasks. Tasks are then associated with top-level resource
abstractions. Such an association determines how both resources and resource
management policies are allocated to these services. In addition, we make use of
reflection as a means of achieving a separation of concerns of the functional and non-
functional behaviour (e.g. resource management). Reflection is a means by which a
system is able to inspect and change its internals in a principled way [Maes87].
Basically, a reflective system is able to perform both self-inspection and self-
adaptation. To accomplish this, a reflective system has a representation of itself. This
representation is causally connected to its domain, i.e. any change in the domain must
have an effect in the system, and vice versa. A reflective system is mainly divided
into two parts: the base-level and the meta-level. The former deals with the normal
aspects of the system whereas the latter regards the system’s representation.

Importantly, both the task and the resource model offer a high-level of resource
management which eases the programming of adaptation strategies in charge of
attaining the contracted level of quality of service (QoS). The resource model offers
various levels of resource abstraction whereas the task model provides resource
management of coarser-grained interactions. Moreover, the use of reflection
diminishes code complexity by providing a clear separation of concerns. That is,
functional aspects are defined in a base-level program whereas non-functional aspects
are defined in a meta-level program. Hence, real-time systems may be configured
according to both the application requirements, i.e. quality of service specifications of
the application, and the platform of deployment, i.e. the capacity of the computational
resources. For instance, consider the specification of a distributed audio application
related to different levels of QoS guarantees (e.g. hard, soft and best-effort
guarantees). These specifications are then processed to build the code of the
application, thus, alleviating the application developer of the burden of dealing with
the details of the hard-wiring the desired level of QoS. The work presented here is
focused on distributed multimedia systems. In concrete, we are mainly addressing
distributed multimedia communication services. However, our approach is not
constrained to this area and can be extended to cover other domains.

The paper is structured as follows. Section 2 introduces the overall approach of our
middleware platform. Section 3 then focuses on the description of both the resource
model and the task model. The RCDL is introduced in section 4. Following this,
section 5 describes the implementation of a pre-processor of the RCDL specifications
and section 6 comments on some related work. Finally, some concluding remarks are
presented in section 7.
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2  Middleware Architecture

The base-level of the middleware platform concerns the programming structures of
the services provided by such a platform. These services are accessed through the
base-level interface. In contrast, the meta-level provides the reification of the non-
functional properties of this platform, e.g. the resource management of the objects
involved in a particular service. The meta-level provides a means to inspect and
modify the implementation of the middleware by accessing a well established meta-
interface. For instance, the computational resources involved in a service may be
reconfigured by manipulating the operations defined at the meta-level.

We adopt the RM-ODP computational model [ISO95] for both the base- and the
meta-level. Objects within this model have several interfaces. Not only operational
interfaces but also stream and signal interfaces are supported. Moreover, explicit
bindings are supported which offer more control over the communication path
between object interfaces.

In addition, the meta-space is structured, but not restricted, as a set of four
orthogonal meta-models (compositional, environmental, encapsulation and resources.)
This approach was first introduced by AL-1/D [Okamura92] in order to simplify the
meta-interface by maintaining a clear separation of concerns among different system
aspects. Each meta-model is introduced in turn below.

The compositional meta-model deals with the way a composite object is composed,
i.e. how its components are inter-connected, and how these connections are
manipulated. There is a compositional meta-model per object. The environmental
meta-model is in charge of the environmental computation of an object interface, i.e.
how the computation is done. It deals with message arrivals, message selection,
dispatching, marshalling, concurrency control, etc. The encapsulation meta-model
relates to the set of methods and associated attributes of a particular object interface.
Methods scripts can be inspected and changed by accessing this meta-model.

Finally, the resource meta-model is concerned with both the resource awareness
and resource management of objects in the platform. A more comprehensive
description of the resource meta-model is presented below. Further details of the
overall architecture can be found in the literature. For example, detailed descriptions
of the four meta-models can be found in [Costa00a].

3  Modeling Resources for Middleware

3.1 Resource Model

The most important elements of the resource model are abstract resources, resource
factories and resource managers [ReTINA99, Blair99b, Duran00a, Duran00b].
Abstract resources explicitly represent system resources. In addition, there may be
various levels of abstractions in which higher level resources are constructed on top of
lower level resources. Resource managers are responsible for managing resources,
that is, such managers either map or multiplex higher level resources on top of lower
level resources. Furthermore, resource schedulers are a specialisation of managers
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and are in charge of managing processing resources such as threads or virtual
processors (or kernel threads). Lastly, the main duty of resource factories is to create
abstract resources. For this purpose, higher level factories make use of lower level
factories to construct higher level resources. The resource model then consists of three
complementary hierarchies corresponding to the main elements of the resource model.
Importantly, virtual task machines (VTMs) are top-level resource abstractions and
they may encompass several kinds of resources (e.g. CPU, memory and network
resources) allocated to a particular task.

(a) A hierarchy of abstract resources      (b) A factory hierarchy                    (c) A manager hierarchy

Fig. 1. A Particular Instantiation of the Resource Meta-model

As an example, a particular instantiation of the framework is shown in figure 1 (note,
however, that the framework does not prescribe any restriction in the number of
abstraction levels nor the type of resources modelled). At the top-level of the resource
hierarchy is placed a VTM, as shown in figure 1 (a), which encompasses both
memory buffer and a team abstraction. The team abstraction in turn includes two or
more user level threads. Moreover, a user level thread is supported by one or more
virtual processors (VPs), i.e. kernel level threads. At the bottom of the hierarchy are
located physical resources. In addition, a VTM factory is at the top of the factory
hierarchy and uses both a memory and a team factory. The team factory then is
supported by both the thread and the virtual processor factory as depicted in figure 1
(b). Finally, the manager hierarchy is shown in figure 1 (c). The team scheduler and
the memory manager support the VTM scheduler to suspend a VTM by temporally
freeing CPU and memory resources respectively. The thread scheduler in turn allows
the team scheduler to suspend its threads. Finally, the VP scheduler supports the
preemption of virtual processors (although, this should be used with caution as a VP
may support the processing of more than one VTM). Conversely, this hierarchy also
provides support for resuming suspended VTMs.

3.2 The Class Hierarchy of the Resource Framework

The class hierarchy of the resource framework is shown in figure 2. Such a class
hierarchy may be used to build on top of it a particular instantiation of the resource
framework. The Common class is a mixin class for the three class hierarchies (i.e.
resources, factories and managers). The interface of this class provides operations to
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traverse any of the hierarchies by recursively accessing either the lower- or the
higher-levels. For instance, the resource hierarchy may be traversed by applying the
getLL() operation at the top-level, i.e. the VTM. This operation would be later
applied to the lower-level resources, and so on. Access to both the manager and
factory of an abstract resource can be obtained through the interface defined by the
class AbstractResource. In addition, machines are capable of performing some
activity [ReTINA99, Blair99b], that is, they receive messages and process them.
Thus, machines may be either abstract processing resources (e.g. threads) or physical
processing resources (e.g. CPUs). In contrast, Jobs [Blair99b] only refer to abstract
processing resources since they inherit from the abstract resource class. Both abstract
resources and jobs are created by factories as shown in figure 2. In addition, abstract
resources are managed by managers. However, since jobs are processing resources,
they are managed by schedulers instead.

Fig. 2. Resource Framework Classes

The class hierarchy of factories is rather simple. The AbstResrcFactory class
interface basically exposes an operation for the creation of abstract resources and
associates a management policy with it. In case of creating processing resources, a job
factory is used and the scheduling parameters are also indicated.

Finally, in respect to the manager hierarchy class, the manager class interface
basically exposes two operations, admit() and expel(). The former determines
if an abstract resource not managed by this manager can be accepted for being
managed. The latter excludes an abstract resource for continuing being managed by
this manager. Moreover, the scheduler allows us to suspend and resume an abstract
processing resource as shown by its interface.
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The main feature of the task model is that it offers a high-level of resource
management by modeling coarse-grained interactions. That is, a task may spawn the
boundaries of an object and even those of an address space.

The task model allows us to define both how system resources are allocated in a
distributed system and the resource management policies that are used. This model
prescribes the level of quality of service for services provided by such a system. For
instance, for different services of the same type, such as audio transmission, more
than one service offering different level of QoS may be defined.

We define tasks from two points of view. From the application point of view a task
is an activity performed by the system, e.g. transmitting audio over the network or
compressing a video image. In contrast, from the programmatic point of view a task is
a method invocation sequence which has an amount of resources assigned for its
execution. The task model is concerned with both application services and
middleware services. Thus, we take a task-oriented approach for managing resources
in which services are broken into tasks and are accommodated in a task hierarchy.
Top-level tasks are directly associated with the services provided by a distributed
system. Lower levels of this hierarchy include the partition of such services into
smaller activities, i.e. sub-tasks. This approach offers a fine-grained modeling of
resource management. Tasks are not necessarily disjoint and may be interconnected.
For instance, an object running one task may invoke another object concerned with a
different task. Such a method invocation represents a task switching point. A
distributed task then spawns the boundaries of an address space and is associated with
a distributed VTM. Hence, distributed tasks are split into local tasks to facilitate their
management.

In addition, there is a one-to-one mapping between tasks and VTMs within an
address space. Hence, a VTM represents a virtual machine in charge of supporting the
execution of its associated task. VTMs also represent a higher-level of resource
management. They are an encapsulation of the pool of resources allocated for the
execution of their associated tasks. Thus, a task switching point corresponds to a
change in the underlying resource pool to support the execution of the task that has
come into play. VTMs isolate the resources that a service uses to have a better control
of the desired level of QoS provided by it. That is, the resources a task uses for
execution are localised. Hence, it is straightforward to access the resources of a task
when its is under-performing to reconfigure its resources.

4. Specification of Resource Management for Middleware

4.1 A Description Language for the Specification of Resource Management

As mentioned earlier, a resource configuration description language (RCDL) is used
to specify the resource management of the services provided by a distributed system.
The language is basically characterised by three sections. Firstly, application and
middleware services are defined in a service template as shown in figure 3. Within a
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service type, several services may be configured whereby each one of them is
associated with a QoS region, the task that supplies the required computational
resources to provide the given level of QoS and the (composite) object that
implements the service. The QoS region refers to the range of QoS values delineated
by the minimum and maximum QoS levels offered by a service.

Service Template:
Def service type service_a:

Def service service_a_V_d:
qos_region: qos region of this service
task: the task associated with this service
object: the object class that implements the service

Def service service_a_V_e:
. . .

Def service type service_b:
. . .

. . .

Fig. 3. Service Template

Secondly, a task template is the specification of the tasks a service is broken into.
Each of these tasks is related to a VTM in the task template. Furthermore, as shown in
figure 4, a task template specifies the associated tasks, the abstract resources with
their related management policies and the importance of each VTM. A high
importance value is assigned to critical tasks whereas lower importance values are
assigned to tasks where contention does not have a drastic impact in the system. In
addition, sub-tasks inherit importance values from their super-tasks. There is also a
default VTM that includes all those activities that are not represented in the resource
model. That is, such activities would use the resources defined by the default VTM.
The mapping of QoS values on to resource parameter values may be achieved by both
mathematical translation and trial-and-error estimations as described in [Nahrstedt98].
For instance, the description of CPU resources would include the definition of a team
abstraction in terms of maximum CPU usage, number of threads, the management
policy and their scheduling parameters.

Any type of resource may be shared between two or more VTMs as long as they
live in the same address space. This approach is useful in cases where, for
performance reasons, it is needed that tasks share resources but still have certain
resources only allocated to them. An example of such a case is a protocol stack in
which each layer corresponds to a single task. Thus, each layer has a memory buffer
allocated for its own use. However, it uses the same thread along the stack to avoid
thread switches in order to achieve a good performance of the system. Allocation of
shared resources is defined within the task template as shown in figure 4. Thus, the
shared resources clause specifies both a list of the shared abstract resources and a list
of the VTMs sharing these resources.

Finally, an object template maps object operations on to tasks as shown in figure 5.
An object interface may have both exported methods and imported methods
[Andersen00]. The former concerns operations that are implemented by the
interface’s object whereas the latter refers to operations implemented by the object to
be bound. A method exported by an object may be imported by another object, thus
allowing the latter to access this method locally through its interface. Imported
methods can then be considered as delegate operations since they delegate the
execution of an operation to its corresponding exported method. Hence, when two
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object interfaces are bound, imported methods must match the name and parameters
of their related exported methods. Only exported operations may have associated
tasks.

Task Template:
VTM h:

Task: task l
Abstract resources: description of abst. resources of this vtm
Importance: m

VTM i:
                . . .
             . . .

Default VTM:
Abstract resources: description of abst. resources of this vtm
Importance: n

Shared Resources j:
               Abstract resources: description of the shared abst. resources

Vtms: list of vtms sharing these resources

Shared Resources k:
. . .

Fig. 4. Task Template

In addition, exported methods may determine multiple task switching points which
define the transition from one task to another. To achieve this, an exported method is
associated with a list of tasks. A task is selected from this list according to the current
running task. For that purpose, “if” statements are introduced within the definition of
an exported method in an object template as shown in figure 5. For instance, task f is
selected if task g is the current running task that invokes the imported method z.

ObjectTemplate o:
      Interface p:

operation y: task t
   operation z: task f if task g

       task u if task v
. . .

    Interface q:
. . .

        . . .

Fig. 5. Object Template

It is worth mentioning that an object may be associated with several tasks and that
there are two cases whereby this may happen. The first case is when an object is
shared in different object configurations. As an example consider a task graph of a
video stream connection va which includes a filter object bound to a compressor
object and these objects are part of task ty and tz respectively.  Similarly, there is
another video stream connection vb that uses the same instances for both the filter and
the compressor, although they are associated with ti and tk respectively. Thus, the
compressor will switch to task tz if the filter was executed as part of task ty, otherwise
it will switch to task tk. Task switching may be achieved by defining “if” statements.
In the second case, each of the methods of an object may be associated with a
different task. For instance, consider a stub object with the marshal and unmarshal
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methods. These methods may be associated with different tasks since they are
concerned with different activities, namely sending messages and receiving messages.

Fig. 6. An Instance of an Audio Stream Binding

4.2 An Example

As an example consider a middleware platform in charge of providing the service of
an audio stream binding as depicted in figure 6. Task 1 regards the activity of
transmitting audio over the network. In addition, task 2 and task 3 are sub-tasks of
task 1 and are concerned with sending and receiving audio streams respectively.
Resources of this service are then configured by the RCDL as shown in figure 7 (for
the sake of brevity we only show the object templates of the object audioBinding
and the object compressor).

The service AudioCommService_V1 has associated a QoS region which is
supported by the task transmitAudio_V1. The specification also defines that the
object class AudioBinding implements the service. The task template specification
defines the task transmitAudio_V1, which encompasses both roles transmission
and reception of data streams. In addition, it breaks this task into finer-grained tasks
whereby task 1 is mapped on to vtm_1 whereas task 2 and task 3 are mapped on to
vtm_2 and vtm_3 respectively. The importance metric of vtm_2 and vtm_3 are
inherited from vtm_1. As a result, vtm_1 is a distributed VTM whose abstract
resources include vtm_2 and vtm_3. In contrast, both vtm_2 and vtm_3 have
associated each a bundle of resources including their management policies. Finally,
the object templates map object operations on to tasks which in turn are associated
with VTMs. For instance, the operation send() of the interface IN that belongs to
the compressor object is mapped on to the task transmitAudio_V1.send. As a
consequence, the execution of this operation is supported by vtm_2 as specified by
the task template. The resource configuration description of the audio communication
service and the application code are then compiled to obtain the initial resource
configuration of the system.

Task1: transmitAudio_V1
Task2: transmitAudio_V1.send
Task3: transmitAudio_V1.receive

audioSrc

compressor

audioSink

decompressor

udpBinding

audioBinding

IN OUT I OUT IN OUT OUT

task 1

task 2 task 3
QoS Monitor

OUT
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After being instantiated, the application is able to provide services as they were
configured. Hence, the binding  service is then requested as follows:

binding = AudioCommService(audioSrc.OUT, audioSink.IN, qos_spec)

The parameters passed to the request of the service are the interfaces to be bound and
the desired level of QoS for that binding. The QoS manager then selects the most
adequate service within the requested service type. In this case we assume that the
selected service is AudioCommService_V1. As a consequence the QoS manager
identifies if there are enough resources to provide the required level of QoS by
inspecting the spare resources in the VTM associated with the task
transmitAudio_V1. In an affirmative case, a new audio binding is created.

Service Template:
Def service type AudioCommService:

Def service AudioCommService_V1:
qos_region: qos_region_x
task: transmitAudio_V1
object: AudioBinding

Task Template:
 VTM 1:

Task: transmitAudio_V1
Abstract resources: vtm_2, vtm_3
Importance: 5

 VTM 2:
Task: transmitAudio_V1.send
Abstract resources: description of resources of task 2

 VTM 3:
Task: transmitAudio_V1.receive
Abstract resources: description of resources of task 3

Object Template AudioBinding:
Interface IN:

send: transmitAudio_V1.send
Interface OUT:

receive: transmitAudio_V1.receive
Object Template Compressor:

Interface IN:
send: transmitAudio_V1.send

Fig. 7. An Example of RCDL Definitions.

As an example of dynamic resource reconfiguration consider that the QoS monitor
has detected that packet loss has increased over its limit due to traffic congestion. To
tackle this situation the compressor and decompressor objects might be replaced with
a more aggressive scheme to reduce the use of network bandwidth. However, the QoS
manager soon realises that the VTM supporting the execution of the sender side does
not have enough processing resources to deal with the new scheme since the thread
that operates on the compressor belongs to a scheduling class that has already reached
its maximum capacity. Hence, the QoS manager moves this thread into another
scheduling class with spare resources. For this purpose, the QoS manager, which
happens to be located in the receiver side, performs the following operations:

taskDict = encapsulation(binding.OUT).getAttribute(‘taskDict’)
vtm_3 = vtmFact.getVTM(taskDict.getTask(‘receive’))
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vtm_1 = vtm_3.getHL()
vtm_2 = vtm_1.getLL()[‘VTMs’][0]
proxy = vtm_2.getProxy()
team_id = proxy.getLL(vtm_2.get_id())[‘TEAM’]
thread_id = proxy.getLL(team_id)[0]
proxy.setManager(thread_id, scheduler_id, schedParam)

The first line reifies the encapsulation meta-object concerning the interface OUT of
the binding object and consequently the task dictionary of such interface is
obtained. This dictionary maps the interface methods on to tasks. The VTM that
supports the execution of the operation receive() (i.e. vtm_3) is then retrieved
from the VTM factory which keeps the mapping of tasks on to VTMs. The higher-
level resources of this VTM are later inspected through the getHL() operation. As a
result, the distributed VTM supporting the execution of the binding is obtained, i.e.
vtm_1. The remote VTM, i.e. vtm_2, is then accessed and its proxy is obtained.
The lower-level resources of the vtm_2 are later inspected  through the getLL()
operation of the proxy. As a result, a team of threads is obtained. Similarly, the team
resource is inspected and a particular thread is obtained. Finally, the scheduling policy
of this processing resource is changed with another scheduling class calling the
setManager() operation of the proxy. This operation encompasses for the thread
the process of both being expelled by the old scheduler and later admitted by the new
one. The sequence of all the described operations and their implementation are
defined in a meta-level program. As a consequence, the resource management aspect
is clearly separated from functional aspects of the middleware code.

5. Implementation

5.1 Processing of Resource Management Specifications

Resource configuration is performed according to the resource specifications defined
by the RCDL.  A pre-processor of the description language is then in charge of setting
up the initial configuration of the underlying resources of the system. Therefore, the
pre-processor takes the description of the resource configuration and the application
code as its input and produces the instantiation of the three hierarchies of the resource
model, i.e. the abstract resource hierarchy, the factory hierarchy and the manager
hierarchy. The instantiation of such hierarchies involve two important issues. Firstly,
the pools of resources (i.e. VTMs) for the specified services are allocated. Secondly,
the mechanism for the wiring of method call interception “hooks” is placed to redirect
object invocation calls to the appropriate pool of resources when a service is accessed.
These “hooks” are installed, on a per-object basis, at run-time when object classes are
instantiated.

The mechanism for the wiring of these “hooks” involves the methodVStask and
taskVSvtm records, maintained by the VTM Factory. These records contain
information about the mapping between methods and tasks (defined by object
templates) and the mapping between tasks and VTMs (defined by task templates)
respectively. In addition, such a factory also maintains the services record that
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contains information about each defined service. Such information regards the level
of QoS, the task and the object class that are associated with a service. Such a record
is inspected by the QoS manager to select the service that best matches the required
level of QoS when a service type is requested. As a result, an instance of the class that
implements the service is created if its associated VTM has enough resources to
support this level of QoS. The “hook” wiring mechanism then maps tasks on to object
instances at object creation time. For this purpose, objects within the system inherit
from the Object class. Every time an object is created, the constructor of the
Object class asks the VTM factory, by invoking the mapTasks() method of the
factory, to map tasks on to the object that is being created. Such a mapping is
accomplished on a per method basis, that is, one or more tasks (in case the method
participates in more than one task) are assigned to each method. Such assignments are
placed in a record named taskDict located in the encapsulation meta-model of the
object interface the method belongs to. The purpose of this record is to provide a
means for accessing the resources (i.e.VTMs) a method is related to.

Since the implementation of the “hooks” for method call interceptions are out of
the scope of this paper, we will only briefly mention how the interception process is
done. Dynamic allocation of resources is performed on a per method invocation call
basis when a task switch occurs. That is, the environmental meta-model of the callee
intercepts a method invocation call if such a method is a task switching point. In such
a case, it inspects its encapsulation meta-model to obtain the task associated with the
invoked method. If the current task is the same as the method’s task, the execution of
the method continues using the same resources as the caller’s. Otherwise, the VTM
associated with the method’s task is used to process the invocation call.

5.2 Integrating the Resource Framework into an ORB

We have integrated the particular instantiation of the framework, described in section
3.1, into an implementation of OpenORB [Andersen00] as shown in figure 8. VTMs
are top-level processing resources that include both abstract resources (i.e. buffer and
network resources) and abstract processing resources (i.e. user- and kernel-level
threads). A distributed VTM encompasses one local VTM and two or more remote
VTMs. Remote VTMs are abstractions that keep information of the VTM residing in a
remote site in terms of both the id of such a VTM and a proxy (instance of the
ResourceServerProxy class) of the resource server that resides in the remote
capsule. The interface of the resource server exposes operations that delegate the
actions of inspection and reconfiguration of resources to the appropriate entities (e.g.
VTMs, managers, etc). Therefore, any of the three hierarchies of the resource meta-
space may be remotely accessed by the proxy (see section 4.2 for an example). In
addition, objects within this ORB may have several interfaces which can be bound to
other matching interfaces whereby the exported methods correspond to the imported
methods of the adjacent interface. Remote bindings permit connecting interfaces
residing in different capsules. Three styles of binding are provided. Operational
bindings are adequate for remote method invocation whereas signal bindings are
suitable for one-way notification. Lastly, stream bindings provide support for stream
communication. In addition, capsules represent an address space and allows objects to
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invoke other objects residing in a different capsule as if they were in the same
capsule. The name server allows the user to register both interfaces and capsules and,
as a consequence, to access them remotely. Finally, the node manager allows several
capsules to coexist within the same node. We are aiming for next generation
middleware and interoperability with current standards is not a primery concern for
this research. However, interoperability with CORBA, for instance, may be obtained
by translating (with appropriate tool support) RCDL definitions into Real-time
CORBA IDL descriptions. In addition, CORBA interceptors could be used as hooks
to implement task switching points. That is, object methods representing such points
would have CORBA interceptors in charge of switching to the adequate pool of
resources to process the method invocation.

The RCDL pre-processor, the resource framework and the ORB are implemented
in Python. We selected Python as the prototype programming language because this
language offers some reflective facilities, thus making it easier to implement
reflective systems. Python is also an ideal language for rapid prototyping. Similar to
Java, Python modules are translated into byte-codes, either manually or the first time
they are imported, to speed up the interpretation process. Moreover, since Python can
easily be extended with C programs, Python’s applications can dramatically improve
their performance by programming the most critical modules in C.

Fig. 8. Implementation of the Resource Framework

Additionally, the Python interpreter was layered on top of GOPI [Coulson98] which is
a micro-ORB, implemented in C, that offers support for distributed multimedia
applications. In particular, we make use of the thread and memory management
features offered by GOPI. User-level threads run on top of kernel threads in the two-
level thread model provided by this micro-ORB. Priority propagation of user-level
threads is achieved by the integration of common schedulers defined at the
middleware level. However, further work has still to be done to deal with priority
propagation of kernel-level threads. In addition, user-level threads may be suspended
and resumed. Furthermore in GOPI, the scheduler of a thread may be dynamically
changed with another. A fixed-priority and an EDF scheduler have been implemented
so far. Finally, memory buffer pools may be accessed. Therefore, GOPI provides low-
level support for CPU and memory management.

     Sun SPARC/Solaris 2.7

GOPI

Python Interpreter

Resource
Framework

OpenORB
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6. Related Work

There has been some interest in the development of resource models for distributed
object systems. The QuO project [Pal00] provides a framework for the specification
of QoS of CORBA object interactions. QoS aspects are specified in QDL which
specify QoS aspects in various description languages. A code generator is used to
produce the code of contract objects, delegate objects and system objects. The former
represent operating regions and application service requirements. Delegate objects
support adaptive behaviour upon method call and return. System condition objects
interface to resources, mechanisms and ORBs in the system. However this work
focuses on client-object interactions whereas our work additionally covers resource
management of coarser-grained interactions. The ERDoS project [Chatterjee99] offers
a generic and comprehensive resource framework. It provides an extended CORBA
IDL that partially captures the resource framework. Similar to our work, resource
management is performed at the middleware level. A distributed system is described
within three base-level models whereas our approach is based on a multi-model
reflection framework. ObjectTime [Lyons98] is a tool that implements UML for real-
time constructs [Selic98]. Specifically, the modelling structure of this tool comprises
three elements, namely, capsules, ports and connectors. The former are actors (i.e.
active objects) that communicate with each other through ports. Such ports are objects
that implement a particular interface. Finally, connectors represent signal-based
communication channels. However, no means is provided to model resources.
Recently, a generic framework for modelling resources with UML [Selic00] has been
developed and a proposal [OMG00] has been submitted for the OMG adoption. Both,
physical and logical resources at various levels of abstractions may be represented
within this model. QoS management is modelled in terms of QoS contracts, resource
managers and resource brokers.

Other efforts in this area include that performed by the OMG which has recently
adopted a real-time specification for CORBA [OMG99a]. This specification presents
a platform independent priority scheme and defines a propagated priority model in
which CORBA priorities are propagated across address spaces. In contrast with our
work, this adopted standard does not support dynamic scheduling. Similar to our
work, real-time CORBA introduces an activity as a design concept rather than as part
of the implementation. However, our framework additionally provides explicit entities
(i.e. VTMs) for the support of the execution of such activities In addition, real-time
CORBA tangles the application code with the scheduling of activities whereas in our
work such scheduling remains hidden from the base-level application code.

 Finally, the approach followed by the XMI and the MOF [OMG99b] focus on the
interchange and management of the meta-information of a system respectively.
Complementary to the work presented here, the latter standard has been used in
[Costa00b] to define a type system for a repository of middleware configurations.
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7. Concluding Remarks

There is a need of software engineering methodologies for the construction of object-
oriented real-time distributed applications. We have presented a description language
for the specification of resource management of distributed systems. Computational
resources are modelled within a hierarchical resource model with various levels of
abstraction. In addition, both application and middleware services are partitioned into
tasks and associated with a bundle of resources. A finer-grained control of the
resource management of services is achieved as a result of the task partitioning. The
resource model also allows us the run-time reconfiguration of resources through a
well-defined meta-level interface. In addition, reflection permits us to separate
functional aspects from non-functional ones, thus, leading to clearer and more
reusable code.

The work has mainly been focused on distributed multimedia systems. However,
our approach is not constrained to this area and can be extended for other application
domains. For instance, storage resources may be modeled for both database systems
and persistence services. In contrast, other higher-level middleware services, such as
the transaction service, represent a more complex issue and would require further
study.

We are currently developing an ADL for specifying distributed real-time systems
[Duran00c]. In contrast with the description language presented here, the ADL will
provide a more comprehensive specification of middleware services by embracing
other aspects such as component configurations and QoS management structures.

To evaluate the platform, ongoing work is being carried out on the implementation
of an audio application on top of the RM-ODP ORB. In addition, we are also
addressing the issue of broadening the number of computational resources managed
by the system. Future work will also address the integration of the resource model
with the QoS management framework defined in [Blair99a].
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Abstract. Designing and maintaining a distributed system requires con-
sideration of dependencies and invariants in the system’s model. This pa-
per suggests expressing distribution decisions in the system model based
on the system’s context. Hence, UML is enriched by two new specifi-
cation techniques for planning distribution: On the one hand, ‘Context
properties’ describe dependencies on the design level between otherwise
possibly unrelated model elements, which share the same context. On
the other hand, ‘context-based distribution instructions’ specify distri-
bution decisions based on context properties. The distribution language
‘ConDIL’ combines both techniques. It consists of four layers introduced
informally via examples taken from a case study.
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1 Introduction

1.1 Distribution Needs ‘Design for Change’

The context for which a software system was designed continuously changes
throughout its lifetime. Continuous software engineering is a paradigm discussed
in [11,17] and in KONTENG1 to keep track of ongoing changes and to adapt
legacy systems to altered requirements. The system’s design level must support
these changes - it must be prepared for changes. It must be possible to safely
transform the system model in consistent modification steps from one state of
evolution to the next without unwanted violation of existing dependencies and
invariants.
This paper suggests taking basic distribution decisions into account right

from start of the software development process and expressing these decisions in
a distribution language on the design level.
1 This work was supported by the German Federal Ministry of Education and Re-
search as part of the research project KONTENG (Kontinuierliches Engineering für
evolutionäre IuK-Infrastrukturen) under grant 01 IS 901 C

W. Emmerich and S. Tai (Eds.): EDO 2000, LNCS 1999, pp. 61–80, 2001.
c© Springer-Verlag Berlin Heidelberg 2001
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1.2 Distribution Needs ‘Design for Implementation’

An increasing number of services and data have to be spread across several dis-
tributed sites due to modern business requirements. Arranging the distribution
of services and data is a crucial task that can ultimately affect the performance,
integrity and reliability of the entire system. In most cases, this task is still car-
ried out only in the implementation phase. According to [7], this approach is
inefficient and results in expensive re-engineering of the model after discovering
the technological limitations. This frequently leads to adaptations directly on
the implementation level alone. Thus, verification of system properties is made
more complicated or even impossible due to outdated models. Section 2 discusses
typical design errors, which can be avoided, if essential distribution aspects are
already considered in analysis and design.

1.3 Case Study: Government Assisted Housing

The results presented here are based on a case study in cooperation of the
Senate of Berlin, debis and the Technical University of Berlin. In this case study,
distribution across offices in 23 districts of a complex software system for housing
allowance administration was designed.

2 Problem: Distribution Needs to be Considered from
the Start

The main problem addressed here is how to reach overall performance and avail-
ability while distributing a complex software system in a way that eases later
modification. Typical design problem are discussed here. First section 2.1 ex-
amines the need to consider distribution during the analysis phase. Afterwards
distribution in the design phase is observed in section 2.2. Then evolution in
distributed systems is addressed in section 2.3, before the goals of this paper are
summarized in section 2.4.

2.1 Preparing Distribution in the Analysis Phase

Already throughout the analysis phase key aspects, which determine the distri-
bution of a software system, should be addressed. The process of developing a
software system starts with a requirements engineering stage where functional
and non-functional requirements of the system are identified. Functional require-
ments determine a system’s functionality. Non-functional requirements describe
the quality that is expected from the system. Two typically aspects ignored so far
will be now analysed. On the one hand, existing infrastructures and resources –
hardware, software or organisational – might determine distribution and, there-
fore, must be reflected in analysis phase. On the other hand, a rough prediction
of the most frequently used services and data and their usage should be given:
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1. Which workflows are most commonly used and how often is each of them
executed?

2. Which objects are heavily used and what quantity of each of them will have
to be managed by the system?

3. Along which basic contexts shall the system be cut? What are the key factors
that determine the allocation of services or data onto a node?

Application area experts can often answer these questions easily. They can
estimate these numbers or name the most frequently occurring workflows al-
ready in the analysis phase. In most cases, this important information is not
investigated sufficiently. Without considering a given infrastructure and the cru-
cial system load it cannot be determined whether a software system is well
balanced, scalable or reliable later on. The abovementioned analysis results need
to be reflected in the subsequent design phase.

2.2 Planning Distribution in the Design Phase

Up to now, a distribution decision has typically been taken in the implementation
phase. But the rationale for distribution decisions may be ignored later on if
they are already not expressed in the model. For instance, by writing down the
distribution requirements ‘all data needed by the field service must be stored on
the field worker’s laptops’ at the design level, the developers will not be allowed
to remove certain data from the laptops in future modifications. One distribution
requirement may contradict others. The field service example may contradict a
requirement stating that ‘personal data must not be stored on laptops’. In order
to reveal conflicting distribution requirements and to detect problems early they
should be written down in the beginning of the development process, not during
implementation. Fixing them during implementation is much more expensive.
While defining the structure of a system in the design phase the assignment

of an attribute to a class2 can complicate or even inhibit distribution.
Each class is used in several contexts. For instance, a system’s context is

a company with both headquarters and field service. The notion of ‘context’ is
explained in section 3.1. Up to now the context of a class has not been considered
in the design phase. Thus, it cannot be determined during design whether one
class contains attributes from different contexts or not. If, e.g., a class belonging
to the context ‘headquarters’ also contains attributes of the context ‘field service’
the instances of this class have to be available in both contexts and therefore be
replicated or remotely invoked. Unnecessary network load can be avoided during
design if this class is split into classes that only contain attributes of one context.
Multimedia data or other large binary data may obstruct replication. For

instance, the class ‘Movie’ has a large attribute ‘Moviefile’ that stores a large
MPEG movie. And it contains additional normal attributes like ‘Movietitle’,
‘Producer’ and ‘Last time when this movie was accessed’. If this class is repli-
cated, high network traffic occurs each time when the ‘Last time when this movie

2 In the case of designing a non object-oriented system please substitute ‘class’ with
‘entity-type’ throughout this paper
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was accessed’ attribute changes. This attribute is modified each time the movie
is watched, and each time the whole changed instance of this class including
the many megabytes large ‘Moviefile’ must be copied over the network. This
error could be recognised already on the design level, if replication would be
considered during the design phase.
The dynamic behaviour of a system must also be reflected in distribution

decisions. But dynamic models can become highly complex. This paper suggests
taking only the names of the most often used workflows into account for plan-
ning distribution. These names can be investigated in the analysis phase and
play an important role here. Up to now a system model doesn’t show, which
classes are needed by which workflow or database transaction. Designers should
attempt to allocate all the classes needed by one workflow onto the same node to
avoid network or system overload. There is no technique yet available to assist
distribution decisions according to essential workflows or database transactions.
One distribution requirement can apply to several model elements, which can

be part of different views. It should take dependencies between model elements
into account. Current specification techniques for dependencies do not allow for
model elements which are not directly connected or related, or are not even part
of the same specification or view.
Considering distribution on the design level allows for the early prediction

of problems and facilitates modifying the system model as discussed in the next
section.

2.3 Modifying a Distributed System

Today many people develop many parts in many languages of many views
of one distributed software system. This leads to system models that contain
huge numbers of different model elements, like classes in class diagrams or tran-
sitions in petri nets. It gets increasingly difficult to understand such complex
‘wallpaper’. Besides other problems, two important tasks become hard to fulfil:

Distribution Decisions: In deciding upon the allocation or replication of one
model element, other distribution decisions and dependencies between re-
lated model elements must be considered.

System Evolution: The modification of one model element should take exist-
ing dependencies and distribution instructions into account in order not to
violate them, and it should be propagated to all other concerned model ele-
ments. As analysed in [14], existing design techniques typically concentrate
only on forward systems management.

New techniques for denoting dependencies and distribution instructions are
needed to reduce the high costs of rearranging a distributed system model.

2.4 Goal: To Plan Distribution on the Design Level

This paper suggests enriching a UML model by two new specification techniques
that facilitate decisions about a system’s distribution and support consistent
modification steps:
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‘Context properties’ describe dependencies on the design level between oth-
erwise possibly unrelated model elements.

‘Context-based distribution instructions’ are invariants on the design
level. They specify distribution requirements for sets of model elements that
share a context. Thus, they facilitate the preservation of distribution con-
straints at runtime or during model modifications.

The distribution language ‘ConDIL’ combines both techniques to express es-
sential distribution requirements. It consists of four layers introduced informally
via examples taken from a case study. Before introducing ConDIL in section 4,
the following section presents the new techniques in general.

3 Context-Based Instructions

The essence of ‘ConDIL’ is writing down key distribution constraints. Before
explaining why the Object Constraint Language OCL is not used, the two other
techniques applied instead are sketched here. Context properties are initially
discussed in section 3.1. They establish a basis for the context-based instructions
introduced in section 3.2.

3.1 Describing Indirect Dependencies via Context Properties

System models contain elements, like classes in class diagrams or transitions in
petri net diagrams. Model elements can depend on one another. Modification
of a system model must not violate dependencies between model elements, and
distribution decisions should take these dependencies into account. In order to
consider dependencies, they must be specified in the model. Model elements can
relate to each other even if an association does not directly link them. A new
technique for describing such correspondences was introduced in [3]: Context
properties allow the specification of dependencies between otherwise unrelated
model elements that share the same context – even across different views or
specifications.

Workflow: Merging Two Contracts
Operational Area: Headquarters

Amount: 70.000
UML CommentContract

Fig. 1. Enhancing UML via Context Properties

A graphical representation and informal definition is indicated in figure 1.
The context property symbol resembles the UML symbol for comments, because
both describe the model element they are attached to. The context property
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symbol is assigned to one model element and contains the names and values of
all the context properties specified for this model element: the context property
named ‘Workflow’ in figure 1 has the value ‘merging two contracts’ for the class
‘Contract’. Thus, it connects a static class to dynamic workflow that may be
specified elsewhere - e.g. in a petri net.
A context property has a name and a set of possible values. Both are investi-

gated in the analysis phase. Due to the limited length of this paper, methodical
guidance is not discussed. The examples in the following sections distinguish
between functional and non-functional context properties and give hints on how
to use them. The ‘context properties’ used in this paper on design level differ
from the ‘context properties’ used in Microsoft’s COM/.NET on implementation
level. A future paper will deal with context properties on the implementation
level, but this paper focuses on the design level only.
Context properties are a technique that allows handling the results of analysis

phase in the subsequent design phase. This general purpose grouping mechanism
leads to better-documented system models and improves their overall compre-
hensibility. Knowing background information about elements enhances under-
standing of the model. It allows to focus on distributing or modifying within
subject-specific, problem-oriented views. For example, only those model elements
belonging to the workflow ‘merging two contracts’ are of interest in a distribu-
tion or modification decision. Knowing about a shared context is necessary in
order not to violate existing correspondences while distributing or modifying a
model.
The primary benefit of enriching model elements with context properties

is revealed in the next section, where they are used to specify a new type of
invariants.

3.2 Introducing Context-Based Instructions

In the previous section context properties were introduced as technique for de-
scribing dependencies between otherwise unrelated model elements. This section
suggests expressing decisions based on these correspondences as ‘instructions’
which are invariants on the design level and specify requirements. There are
many different kinds of implementation requirements during different phases of
developing a software system. This paper focuses on distribution decisions. Be-
fore describing a language for distribution instructions in section 4, two examples
are discussed here to promote their general benefits.
In first example, the system’s context is a company with both headquarters

and field service. Then, according to this context, there is a distribution instruc-
tion saying, that certain components have to run on the travelling salesman’s
laptop without being in connecting to the server. This distribution instruction is
valid for all model elements, whose context property ‘operational area’ has the
value ‘field service’ – it is a context-based instruction. This example is one an-
swer to the question ‘along which basic contexts shall the system be cut?’ raised
in section 2.1 by cutting the system into operational areas. In the case of a con-
text change, like an alteration in the company’s privacy or security policy the
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system must be adapted to the new requirements without violating the already
existing distribution instruction. In this case, either no component necessary for
working offline should be removed from the field worker’s laptop for security
or privacy reasons, or the distribution instruction must be adapted. Therefore,
modifying the model must take already existing distribution instructions into
account in order not to violate them.
Another example demonstrates how ensure distribution requirements via

context-based distribution instructions. In order to develop a smoothly oper-
ating distributed system every workflow3 should be able to run locally on a
single node without generating network traffic. A frequently executed workflow
should be described in a context property ‘workflow’ with the value ‘merging
two contracts’ to all model elements needed by this workflow, and than state a
distribution instruction allocating everything needed by this workflow onto the
same node.
Classical load balance calculations need non-functional context properties

instead of functional ones like ‘workflow’. Some of the examples in section 4
illustrate how to use context-based instructions in predicting and establishing
an evenly load balance in distributed systems.
Fundamental choices about how to distribute a model should reflect the sys-

tem’s context and should be preserved and considered in a modification step.
Therefore they must be expressed on the design level. Up to now, there has not
been a method or technique for describing reasons for distribution decisions. A
language for specifying distribution requirements is proposed in the next section.

4 The Distribution Language ‘ConDIL’

The context-based Distribution Instructions Language ‘ConDIL’ consists of
four layers or views enhancing UML:

The enhanced UML class diagram identifies the classes to be distributed.
The net topology layer indicates the hardware resources available in the dis-

tributed system.
The distribution instructions layer states distribution decisions for sets of

classes of the enhanced class diagram.
The enhanced, generated UML deployment diagram displays the re-

sults of the other layers’ specifications.

The layers are introduced informally via simplified examples taken from the
case study. Before describing each layer the following section addresses limita-
tions of ConDIL.
3 In the case of designing a distributed database system please substitute ‘workflow’
with ‘transaction’ throughout this paper
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4.1 Designing Distributed Components or Databases with ConDIL?

The short descriptions of the four layers given above speak about distributing
‘elements’ of the enhanced class diagram. It depends on the type of distributed
system to choose a more concrete term: In the case of a component-based system
‘components’ ‘classes’ or ‘objects’ are distributed, while in designing a database,
it is intended to distribute ‘entity-types’ or ‘entities’. The general version of
ConDIL proposed here neither fits all the needs of component-based systems
nor of distributed databases.
Neither case is discussed in this paper due to space limitations. Forthcoming

papers will study each case separately. This paper restricts itself to allocating
‘classes’ on ‘nodes’ without going into detail about whether this means allo-
cating a class in a component’s interface or in a local schema of a distributed
database system. Among the other unexplored topics of interest also are, e.g.,
heterogeneity, the choice of distribution technologies or the allocation of model
element other than classes.
The general version of the distribution language ConDIL allows the specifi-

cation of any kind of distributed system because it only expresses the most basic
distribution requirements necessary.

4.2 ConDIL’s Enhanced UML Class Diagram

The previous section explained why ConDIL has been restricted to allocating
classes to nodes. Classes are specified in an enhanced UML class diagram. The
example illustrated in figure 2 describes a system where poor people can apply
for a state grant that helps them to pay their rent. The housing allowance is
an n:m association between the applicant and the apartment and lasts only
for a certain time. The following concepts have been added to the UML Class
Diagram:

Association Qualifiers & Classes are standard UML techniques which are
used here to specify foreign keys for each association. Up to now foreign
keys were not specified in the conceptual design. This well-known relational
database concept is necessary to enable cutting an association when the
classes at its ends are allocated onto different nodes. The concept of foreign
key attributes for 1:n or n:m associations is explained in standard database
literature. As illustrated between ‘Apartment’ and ‘Owner’, the arrow at
1:n-associations is required to give their qualifiers a clear semantic. An n:m
association like between the classes ‘Applicant’ and ‘Apartment’ needs an
association class – ‘Housing Allowance’ – to hold two foreign key attributes:
in the qualifier of the association class for both foreign keys the name of the
class referred to is followed by the name of the foreign key attribute.

Context Properties were introduced in section 3.1. Each context property has
a name, e.g., ‘Operational Area’ and values, e.g., ‘Headquarters’. A legend
shows all the valid values for each context property. The default value of each
context property is underlined. In the case the context property has only the
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AppartmentID
District
Street
Streetnumber
Floor

Appartment

Begin
End

Housing
allowance

Appartment: Flat
Applicant: Person

*Owner
is  owned by1 **

Amount: 12.000.000
Daily Updates: 5000

Operational Area:  Districts
Personal Data: Yes

ApplicantID
Name
Income_per_year

Applicant

OwnerID
Name
Faxnumber

Owner

Possible Values ( default  )

Daily Updates : n ³  0, default = 0

Operational Area:  HQ, Districts

Workflow: DVWohn, DVWO3

Personal Data:  No, Yes

Amount: n ³  0, default = 0

Amount: 1.000.000
Daily Updates: 500

Operational Area:  Districts
Personal Data: Yes

Amount: 50.000
Daily Updates: 50

Personal Data: Yes
Workflow: DVWO3

Amount: 1.000.000
Daily Updates: 50

Operational Area:  HQ, Districts
Workflow: DVWohn, DVWO3

Fig. 2. Extract of an Enhanced UML Class Diagram Showing the Case Study

default value for a class, it can be left out in the context property symbol of
this class. In this example, the context property ‘Workflow’ has the default
value ‘DVWohn’. As all classes in figure 2 belong to this workflow, none of
them needs to specify it in its context property symbol. In the next section,
figure 3 shows an alternative approach, where – for improved comprehensi-
bility – the designer spelled out the values of all context properties for each
class even if it is the default value.

The context properties suggested here may be useful for planning a dis-
tributed system in general. When designing a particular system some of these
proposed context properties may be ignored and some unmentioned ones may
be added by the developer, as needed. Figure 2 exemplifies both functional and
non-functional properties:

‘Workflow’ describes the functionality – it is a context property of functional
type. It reflects the most frequent workflows or use cases and enables the
designer to write down distribution requirements for these workflows. For
instance, in a distributed system all of the model elements needed by a cer-
tain workflow should be allocated to the same computer in order to be able to
execute this workflow without connecting to the network. This requirement
can be verified by marking all of the concerned model elements accordingly.
Thus, static aspects of system behaviour can be expressed.

‘Operational Area’ is another example for managing distribution via a func-
tional context property. It enables the writing down of the distribution de-
cisions for certain departments or domains. Functional context properties
provide an organisational perspective and thereby facilitate software design
as indicated by [12].
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‘Personal Data’ signals when a class contains data that must not be dis-
tributed due to its intimate content. It is of functional type and exemplifies
how to model roles or authorization via context properties.

‘Amount’ is of non-functional (qualitative) type. Its value holds the estimated
number of instances of each class.

‘Daily Updates’ allows to distinguish between frequently changing and rather
static data. This non-functional information is needed to estimate the net-
work load later on.

Hiding avoidable dynamics by only considering static aspects of behaviour
is the primary benefit of using functional context properties. They allow con-
sideration of methods, services, sequence or operations and others details to be
left out in distribution decisions. Otherwise the model complexity would increase
rapidly. The goal of this paper is to keep distribution decisions as straightforward
as possible.
Section 4.5 give a demonstration how to use qualitative (non-functional)

context properties for calculating metrics in order to facilitate system assessment.
After having only slightly extended the standard UML diagram up to now,

two totally new visual languages are proposed in the next two sections.

4.3 ConDIL’s Net Topology Layer

Taking distribution decisions demands awareness of hardware resources. The net
topology layer depicts the hardware resources. It identifies nodes and connections
as demonstrated in figure 3:

A node is denoted by a symbol resembling a computer. By working with sym-
bolic names like ‘RAID-Server’ the same net topology diagram can be de-
ployed for different customers and cases, and it does not have to be changed
if the hardware is replaced. Symbolic names can describe hardware require-
ments or services like ‘database’, ‘sensor’, ‘router’ or ‘printer’. A constraint
stated for one symbolic node, e.g. ‘Laptop’, applies to all nodes of this kind.
By using symbolic names, the network topology diagram must not be mod-
ified if the number of laptops changes.

A Connection links nodes and is drawn with the standard UML deployment
diagram symbol for connections.

Both nodes and connections are more closely described via context proper-
ties. In the net topology diagram mostly ‘non-functional’ context properties are
used. They are needed later on for establishing reasonable load balance. For in-
stance, the non-functional context property ‘Speed’ can be helpful in taking a
distribution decision. Improving a system’s load balance via ConDIL is discussed
in section 4.5.
The net topology diagram will feature additional symbols like ‘table space’

for databases or ‘container’for Enterprise Java Beans. These specific symbols
will be published in articles concentrating on certain platforms.
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Justus Peter Bob

District: Wedding District: Mitte District: Kreuzberg

Availability: On Demand
Price per Hour (Euro): 2

Speed: 64 K ISDN

Availability: Always
Price per Hour (Euro): 0

Speed: 10 Mbit LWL

Availability: Always
Price per Hour (Euro): 5

Speed: 10 Mbit LWL

Availability: Always
Price per Hour (Euro): 5

Speed: 10 Mbit LWL
<<Connection>>
"Berlin-MAN"

<<Connection>>
"SenatBW-LAN"

<<Connection>>
"District-LAN"

<<Connection>>
 "LIT-LAN"

Possible Values ( default  )

ComputerConnection
District: Kreuzberg,

Wedding, Mitte
Availability: Always, On Demand

Price per Hour (Euro):  0, 2, 5

Speed: 10 Mbit LWL, 64 K ISDN

Fig. 3. The ConDIL Net Topology Layer

It would be possible to include distribution instructions in the net topol-
ogy diagram, but there are already several symbols associated with one node,
and there will be even more in future enhancements of this layer. Distribution
instructions are better depicted in their own layer, which is introduced now.

4.4 ConDIL’s Distribution Instructions Layer

In this central ConDIL layer two different types of distribution instructions con-
trol either allocation or replication decisions. As shown in the next figures, a
distribution instruction is drawn as follows: an arrow points from the symbol
specifying the elements involved that shall be distributed to the symbol speci-
fying the target where the elements involved shall be allocated. The allocation
instructions are introduced first.

Context-Based Allocation Instructions specify allocation constraints for
more than one target. The basic assumption for discriminating between allo-
cation and replication instructions is that there is exactly one master copy of
each instance of a class. In the case of assigning one class to several nodes, only
one node holds an original instance. All other copies of this instance on other
nodes are replicated from this master copy. This notion enables the underlying
middleware or database to ensure consistency.
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BobHousing
Allowance

Justus
Quantity  < 20,000

Single Allocation Instruction Group Allocation Instruction

Peter?
Standard Allocation Instruction

Fig. 4. Allocation Instructions of the ConDIL Distribution Instructions Layer

You shouldn’t confuse classes with instances in this section. The general
version of ConDIL introduced in this paper describes distribution on the class
level only. It enforces all original instances of one class to be allocated on the
same node. The upcoming version of ConDIL for databases will stick to the
class level as well. In contrast, the future version of ConDIL for components will
deal with allocation on instance level and will allow original instances of the
same class on several computers.
In order to assure the allocation of a class on only one node different priorities

are given to each kind of allocation instructions. They are exemplified in figure 4
from left to right:

Single allocation instructions are demonstrated on the left side of figure 4.
They have the highest priority – no opposing set allocation instruction ap-
plies for a class, if a single allocation instruction for it exists. It is not allowed
to spell out contradicting single allocation instructions for the same class.

Set allocation instructions are illustrated in the middle part of figure 4.
They apply for every class that fits to the context condition and is not
allocated via a single allocation instruction. In the example given, all classes
having the context property ‘Quantity’ with values of less than 20,000 are
allocated onto the node ‘Justus’. Being able to give set instructions is the
main benefit of ConDIL. Grouping classes, which share the same context,
allows taking distribution decisions based on essential requirements. If a class
is assigned to different nodes via contradicting set allocation instruction, one
assignment becomes the master copy, and all others become synchronous
replicates of this master copy.

One default allocation instruction as shown on the right in figure 4 must
be specified in a system model. It has the lowest priority and applies only
to classes where no other allocation instructions apply.
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Context-Based Replication Instructions are exemplified in figure 5. The
symbols are explained now from left to right:

When: every 12 h
Conflicts: only official in charge
may delete replicates

Quantity  < 20,000 WHERE Begin = Today
Bob

Workflow = DVWohn
Justus

Synchronous Replication Instruction

Asynchronous Replication Instruction with Filter

Fig. 5. Replication Instructions of the ConDIL Distribution Instructions Layer

A camera represents asynchronous replication. It needs additional at-
tributes that are placed directly under the camera symbol. The attribute
‘When’ must be indicated in any case because asynchronous replication can-
not be implemented without knowing when to replicate. The attribute ‘Con-
flicts’ must be stated only in the case of writeable or deleteable replication
and describes what to do in the case of update or deletion conflicts. This
information may be omitted if default rules are given for all asynchronous
replication instructions when to replicate or what to do in the case of con-
flicts.

The dotted arrow of a replication instruction indicates write only replication.
A lightning bolt represents synchronous replication as demonstrated

on the top of figure 5.
Set instructions , again, are the most powerful application of ConDIL. Avail-

able database products possess fast group replication mechanisms as Oracle’s
‘refresh groups’ for the implementation of set replication instructions. Con-
trary to allocation instructions, there are no different priorities for replication
instructions, and there is no default replication instruction.

The Filter symbol is needed to express views, where only some of the instances
of the source class(es) shall be replicated. Normally filters only make sense
for single replication instructions, because they use an SQL WHERE clause
that names attribute of the selected class(es). In a filtered set instruction, like
in figure 5, all classes selected by the context condition ‘Quantity less then
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20,000’ must have the attribute ‘Begin’. This could happen in historical data
warehouses, but in general not all classes selected by the context condition
have the attribute(s) needed by the filter condition.

Overall, this section introduces the key concepts in an informal way. Both
the details of the context-based distribution language ConDIL and adequate
methodical guidance are topics of future research. The next section suggests
automatically generating an enhanced UML deployment diagram showing the
results of the requirement specifications.

4.5 ConDIL’s Enhanced, Generated UML Deployment Diagram

Without illustrating the results of a specification stated in the other three lay-
ers, a designer cannot verify if the goals of designing a distributed system have
been reached: reliability, scalability and load balance need to be confirmed in
an overview diagram showing all the details. ConDIL uses an enhanced UML
deployment diagram for validation of the distribution goals and for architectural
reasoning as discussed in [15]. The enhanced deployment diagram can automat-
ically be generated based on the specifications in the other three layers.
Figure 6 shows one possible result of ConDIL distribution design. In this

example, not all of the goals have been accomplished yet. The classes have been
successfully allocated and replicated in a way that the workflows or database
transaction on ‘Justus’ and ‘Bob’ can be executed locally. Thus, both computers
can continue working even if the network fails. But in ensuring reliability, the
other aims (scalability and load balance) are not achieved. In the example, both
the connection ‘District-LAN’ and the computer ‘Bob’ show overload.
The numbers representing the system load in figure 6 are derived from the

non-functional context properties given in the other layers. They can either be
automatically calculated via given formulas, or they can be intellectually esti-
mated via common sense. Some standard context properties have been suggested,
but standard formulas for load balance calculation are a topic of future research.
At the EDO symposium three precision levels for optimising load balance were
discussed:

1. Estimation based on common sense and experience is the quickest and most
vague way to figure out load balance.

2. Simulating an UML model as proposed by [9] turns out better load numbers,
but needs an arbitrary detailed modelling of the system behaviour.

3. The best but most expensive load prediction results from prototypical bench-
marking.

The enhanced deployment diagram assists in detecting problems before im-
plementation phase. Figure 6 demonstrates the need to change the other ConDIL
layers until a satisfactory trade off between the contradicting goals of distribution
design is reached.
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Bob

Memory Need: 5 GByte of 4 GByte
CPU Load: 70 %

Owner_ID
Name
Faxnumber

Owner

Applicant_ID
Name
Income

   Applicant (Justus)

Appartment: Flat
Applicant: Person

Begin
End

WohngeldbewilligungHousing Allowance

Justus

Memory Need: 2 GByte of 4 GByte
CPU Load: 30 %

Appartment_ID
District
Street
Streetnumber
Floor

Appartment
Owner

 LIT-LAN

Demand: Mo-Fr 24 h
Traffic Load: 25 %

Costs: 100 Euro / Day

District-LAN

Demand: sometimes
Traffic Load: 130 %
Costs: 50 Euro / Day

Berlin-MAN

Demand: Mo-Su 24 h
Traffic Load: 10 %
Costs: 0 Euro / Day

Applicant_ID
Name
Income

Applicant

Owner_ID
Name
Faxnumber

   Owner (Bob)

Fig. 6. Displaying a System Overview with ConDIL’s Generated Enhanced UML
Deployment Diagram

5 Related Research

5.1 Planning Distribution

After distributed applications became popular and sophisticated in the 80is, de-
velopers needed techniques to support their development. According to [1] over
100 new programming languages specifically for implementing distributed appli-
cations were invented. But hardly anyone took distribution into consideration
already on the design level, whereas ConDIL does. Research concentrated on
dealing with parallelism, communication, and partial failures on implementa-
tion level. On the contrary, ConDIL describes distribution on the design level.
For instance, the Orthogonal Distribution Language (ODL) proposed in [5]

supplements the programming language C++ for distributed processing and,
thus, does not support distribution decisions during the design phase. Roughly
the same applies to aspect oriented languages, which, in principle, resemble the
idea of context properties.D2AL as one of these aspect oriented languages, how-
ever, differs in that it is based on the system model, not on its implementation.
Though the closest to ConDIL, the differences will now be discussed.
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According to [2], D2AL enables the programmer to specify the distribution
configuration based on UML. Whereas ConDIL states a distribution instruction
for a group of classes which share the same context, D2AL groups collaborating
objects that are directly linked via associations. Objects that heavily interact
must be located together. D2AL describes in textual language in which manner
those objects interact which are connected via associations. This does not work
for objects that are not directly linked like ‘all objects needed by the field service’.
In contrast, ConDIL is a visual approach based on a shared context instead of
object collaboration.
For companies, staying competitive means meeting continuously changing

business requirements. As presented in [18], especially business process dom-
inated systems demand flexible models. This paper proposes enriching system
models via distribution decisions, which can be based on important business pro-
cesses. In this paper the context property ‘Workflow’ was used to increase the
adaptability of a model by enriching it via invariants according to its business
processes.
One way in which we cope with large and complex systems is to abstract

away some of the detail, considering them at an architectural level as composi-
tion of interacting components. To this end, the variously termed Coordination,
Configuration and Architectural Description Languages facilitate description,
comprehension and reasoning at that level, providing a clean separations of con-
cerns and facilitating reuse. According to [8], in the search to provide sufficient
detail for reasoning, analysis or construction, many approaches are in danger
of obscuring the essential structural aspect of the architecture, thereby losing
the benefit of abstraction. ConDIL is a concise and simple language explicitly
designed for describing architectural distribution structures.
Darwin (or ‘δarwin’ ) is a ‘configuration language’ for distributed systems

described in [13] that makes architecture explicit by specifying the connections
between software agents. Instead of describing explicitly connections between
distributed objects, ConDIL expresses vague dependencies via contexts proper-
ties and writes down instructions for model elements that share a context.
In [12] policy driven management for distributed systems integrates organi-

sational engineering and distributed databases. Replication models are described
within the organisation model. This way, consistency of replication policies can
be inferred from the organisational model. In ConDIL, distribution instructions
write down replication requirements. ConDIL can assist policy driven manage-
ment for distributed systems.
There used to be a lot of interest in machine-processed records of design

rationale. According to the many authors of [10] the idea was that designers
would not only record the results of their design thinking using computer-based
tools, but also the process that they followed while designing. Thus, the software
designer would also record a justification for why it was as it was and what other
alternatives were considered and rejected. Context-based instructions are one
way to record design decisions. The problem is that designers simply don’t like
to do this. The challenge is to make the effort of recording rationale worthwhile
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and not too onerous for the designer. In return for writing down design decisions
via context-based instructions they harvest several benefits sketched below.

5.2 ConDIL and UML

In the long term ConDIL proposes becoming part of UML. This section inspects
each new ConDIL concept, whether it can be realised via standard UML exten-
sion mechanisms or not:

Context properties can either be based on UML tagged values or on UML
comments. Using tagged values is the concept closest representing context
properties, because both are key-value pairs. Typically one class is character-
ized by several context properties. Each tagged value floats around its class
separated from the other tagged values belonging to the class. This can be
confusing when numerous tagged values belong to the same model element.
Therefore, a specialisation of the UML comment symbol is proposed in this
paper to place all of the context properties and their values of one class into
one single symbol.

No stereotypes or packages: In order to write down distribution instructions
for sets of classes it is necessary to group classes that share a context. ConDIL
describes the context of classes via the new technique ‘context properties’
rather than grouping classes of the same context via existing UML mech-
anisms. Usually several context properties exists with each of them having
multiple values. In [3] mechanisms, like UML stereotypes or UML packages,
are rejected, because they cannot handle several overlapping contexts. Usu-
ally quite a few context properties exist where each has multiple values. For
instance, if your system has n different values for ‘Workflow’, you would
need 2n − 1 different stereotypes to classify your classes. Considering an ad-
ditional context property, e.g. ‘Operational Area’ would result in an even
more confusing number of stereotypes.

The enhanced class layer of ConDIL can be implemented via standard UML
extension mechanisms.

The net topology layer is not part of the UML at present and calls for en-
hancements of the UML metamodel.

The context-based distribution instruction layer cannot be derived from
contemporary UML as well. Context-based instructions are constraints as-
sociated with context properties (tagged values). The Object Constraint
Language OCL summarized in [16] is the UML standard for specifying
constraints like invariants, pre- or post-conditions and other constraints
in object-oriented models. OCL was not chosen for stating context-based
distribution instructions for several reasons. The model should serve as a
document understood by designers, programmers and customers and, there-
fore, should use such simplified specification techniques. ConDIL is an easily
comprehendible, straightforward visual language separated into layers and
reduced to the bare minimum of what’s needed for designing distribution. A
major distinction is that one OCL constraints refers to one model element,
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while one context-based instructions refers to many model elements. Even
the OCL 1.4 draft does not permit one constraint for several model elements.

The enhanced deployment diagram can be realized via standard UML ex-
tension mechanisms. UML deployment diagrams are not widely considered to
be attractive – e.g. [6] describes them as ‘informal comic’. ConDIL improves
their expressiveness and demonstrates their reasonable usage in developing
distributed systems.

6 Conclusion

6.1 Limitations of ConDIL

Up to now ConDIL is only used on design level. An upcoming paper will exam-
ine the influence of ConDIL on the handling of distributed objects at runtime.
ConDIL is restricted to static aspects of system behaviour. Reducing behaviour
to the names of frequent workflows ignores a lot of the information that may
have an impact on distribution decisions. For instance, the ConDIL layers do not
show if and how workflows depend on each other. But such detailed modelling of
dynamics would hardly improve the load balance calculation or the verification
of the other design goals. The quality of the load balance prediction wouldn’t
fairly increase by accurate consideration of behaviour, because all non-functional
numbers are estimated anyway and won’t turn out a precise prediction. On the
contrary, ignoring dynamical aspects provides some of the benefits that are sum-
marized in the next section.

6.2 Benefits of ConDIL

ConDIL supports the design of distributed systems from the start of the develop-
ment process. Key distribution requirements can now be expressed at the design
level. It detects problems already during design. And it eases the identification
of essential dependencies and invariants and thus improves the readability of the
model, facilitates distribution decisions and helps to prevent their violation in
later modification steps.
ConDIL’s enhanced deployment diagram assists in establishing a trade off

between load balance, reliability and scalability because it provides for the con-
sideration of relevant aspects, such as names of frequent workflows or existing
hardware resources. Detailed modelling of dynamical system behaviour is not
needed for assessment of distribution decisions. Fewer iterations in the develop-
ment process are necessary when distribution requirements were already taken
into account during design.
When one model element changes, other related elements might also have

to be adapted. Maintenance is a key issue in continuous software engineering.
ConDIL helps ensure consistency in system evolution. A ConDIL instruction
serves as an invariant and thus prevents violation of distribution requirements
in a modification step. It helps detect when design or context modifications com-
promise intended functionality. The dependencies and invariants expressed via



Towards Designing Distributed Systems with ConDIL 79

ConDIL can prevent unanticipated side-effects during redesign, and they support
collaborative distributed design. It is changing contexts which drive evolution.
ConDIL’s instructions are context-based and are therefore easily adapted to
context modifications.

6.3 ConDIL Roadmap

Currently a CASE tool capable of ConDIL concepts is implemented at the Tech-
nical University of Berlin by extending the tool ‘Rational Rose’. A first prototype
is available for download at http://cis.cs.tu-berlin.de/∼fbuebl/ConDIL.
The following subjects will be addressed in future research:

Enhancing ConDIL: Two versions of ConDIL will be published for designing
either distributed component-based systems or distributed databases.

Method: Proposing a new technique is pointless without developing an ade-
quate method for its appropriate use. For instance, both context properties
and context-based instructions could be acquired during the reengineering
process. Recovering basic dependencies and invariants can outline the distri-
bution architecture of a legacy system. Furthermore, guidelines will be de-
veloped how to combine ConDIL and ConCOIL ([4]). – the Context-based
Component Outline Instruction Language introduced in [4]. It describes the
logical architecture of a component-based system.

Algorithm & tool for consistent modification: An algorithm for main-
taining consistency in a modification step by considering existing context-
based instructions will be developed. In a first step, this algorithm will serve
to generate the enhanced deployment diagram. As ‘proof of concept’ a tool
for evolution support will be implemented. This tool won’t be based on the
already existing Rational Rose extension, because ConDIL turned out to
overstrain Rose’s extensibility.

ConDIL at runtime: An upcoming paper will examine whether a scheduler
can exploit ConDIL constraints for the sake of an optimal load balance.
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4. F. Bübl. Towards the early outlining of component-based systems with ConCOIL.
In ICSSEA 2000, Paris, December 2000. 79
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When we summarized the session on architectural reasoning, we developed
the mindmap shown in Figure 1. It identifies the key issues that are involved with
reasoning about the architectures of distributed object systems and provides the
outline for the summary of this introduction.

When to do it?

Architectural
  Reasoning

What do we
reason about?

How do 
we reason?

What is it?

What is it?

Fig. 1. Architectural Reasoning Mindmap

Architectural reasoning was defined by Bass, Clements and Kazman as the
reasoning about structural and behavioral properties of the solution space. The
workshop participants largely agreed with this definition.

The papers that were allocated to this session identify several approaches for
how to reason about architectures. The paper “Automatic Generation of Simu-
lation Models for the Evaluation of performance and reliability of Architectures
specified in UML” by de Miguel et al. uses simulation as the basic method of
reasoning. Nima Kaveh’s paper proposes the use of model checking to identify
potential deadlocks in distributed object systems. Other approaches that were
discussed include scheduling analysis and slicing. The methods for architectural
reasoning often assume some basic mechanisms of distributed object systems,
such as reflection as outlined in Tisato et al’s paper on “architectural reflection”
and meta data as discussed in Orso et al. paper on “component meta data”.

Reasoning about the distributed object-based architectures can be used to
attain several goals. We discussed approaches to reason about the flexibility of
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a design. De Miguel’s paper identifies architectural reasoning as a mechanism
to identify the potential for reuse of a component. Most importantly, however,
architectural reasoning was seen as a method for early prediction of potential
behvioural problems, such as liveness or safety property violations as outlined by
Nima Kaveh. Finally, architectural reasoning can be used to better understand
the models of architectural abstraction that we produce at early stages of a
distributed object system development effort.

Architectural reasoning can be performed at different stages in the develop-
ment process of a distributed object system. It can be used at the time when
components are designed to identify the properties that components contribute
to architectures. Architectural reasoning may also be used at the time when dis-
tributed objects or components are assembled into an architecture in order to
reason about the emergent properties of that architecture. Finally, we can also
reason about architectures at the time when objects or components are executed.
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Abstract. Non-functional requirements are especially critical in real-time and
distributed systems. UML is progressively becoming a standard of object-
oriented analysis and design of systems, it pays attention to software architec-
tures specification, but it does not take into account their evaluation, and the
specification of resource restrictions and non-functional requirements. In this
paper we introduce an approach for the evaluation of non-functional require-
ments in UML models, using simulation techniques. Simulation models are
generated automatically, and their execution provides results to evaluate the
UML architectures. The simulation statistics generated allow the evaluation of
some non-functional requirements like resources usage, objects and classes ac-
tivity and availability, restoration times of errors and throughputs. We associate
these results to objects, classes, states, operations, actors, system resources and
other UML elements. UML semiformal semantics have associated problems
that we reduce with UML extension techniques.

1   Introduction

The Unified Modeling Language (UML) is progressively becoming a standard for
object-oriented analysis and design modeling of software systems [1]. The UML is
being used to specify a variety of enterprise applications including telecom and real-
time systems. At the same time, the UML standard defined by the OMG keeps evolv-
ing in order to fix diverse remaining issues and to include new features based on in-
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dustrial and academic contributions. The UML metamodel specification and its exten-
sion facilities [9] allow the adaptation of the modeling elements for specific purposes.
Unfortunately, the semantics of the metamodel is not formally defined, and because of
that the user has no means to define precise and unambiguous extensions and consis-
tent models.

We can use UML for different modeling purposes: analysis specification, architec-
tural modeling, capturing e-business and technology requirements, etc. The objective
of our work is the evaluation of UML architectures and detailed designs of distributed
and real-time systems. UML architectures include the set of significant decisions
about the organization of software system, the selection of structural elements and
their behavior specification, the identification of their usage, and the specification of
functionality, performance and other non-functional characteristics [1]. In the project
OURAL we have studied the evaluation of UML architectures based on analysis [3]
and simulation techniques. In this document we are going to introduce the evaluation
based on simulation models.

The execution of simulation models serves for different purposes: the evaluation of
system outputs results, the animation of model execution, the evaluation of properties,
etc. We use OPNET [10] as a simulation kernel for the evaluation of performance,
resource capacities, and reliability in software architectures. OPNET is a simulator
based on discrete events, oriented to network simulations, which includes facilities for
the construction of general-purpose simulations. The simulation results are useful for
the evaluation of software architectures, comparison of alternative solutions, and
identification of architectural risks. This is especially complex in distributed software
architectures, where we need to identify and select physical elements such as hardware
nodes, networks, links and hardware topologies in general.

We simulate distributed architectural models and provide statistic results of nodes,
networks and UML elements. The simulation models update the statistics depending
on the model behavior and system architecture. Examples of these types of statistics
are: i) occupation of system resources (CPU, memory, network) and UML elements
(busy states of classes, instances, states, etc.), ii) temporal parameters of some UML
elements and system resources (response time of classes and instances, response time
of operations, execution time of operations, frequency of memory allocation, response
time of actors’ invocations, deliberation time of messages), iii) modification or access
to class and instance attributes, iv) frequency of error occurrences in UML elements
and networks, v) temporal distribution of network error restoration, and object in-
stances restoration, vi) temporal distribution of availability of objects, vii) and length
of some waiting queues (CPUs, networks and state machines). The values of statistics
include the discrete occurrence of their events, percentiles, deviation, media and num-
ber of values. These values can be evaluated using different types of filters. All these
values are the basic criteria for the evaluation of non-functional requirements in soft-
ware architectures, and allow for the evaluation of Quality of Service (QoS) con-
straints such as resource usage, response time bounds, delay jitters, availability of
services, and failures distributions.

Simulation techniques and automatic code generation have been employed largely
for the evaluation of UML models. Raphsody [13] and Rose Real-Time [14] are
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commercial tools that provide facilities for the execution and animation of UML mod-
els. These tools support automatic code generation for executing models, but do not
use simulation techniques. This does not facilitate the evaluation of UML deployment
elements like nodes and networks, and they do not take into account distributed as-
pects of architectures in general. They provide services for the animation of models
and for the evaluation of functional results, but they do not evaluate non-functional
parameters. The Permabase project [11] uses simulation techniques based on SES
Workbench [15], paying special attention to distributed executions. However, the
project does not take into account modeling elements like state machines, and the
simulation techniques do not provides the detailed simulations of network elements.

The rest of this paper introduces the different phases of evaluating architectural
models, and discusses problems related to UML specifications (Section 2). Section 3
describes the automatic generation of simulation models. Section 4 describes the types
of evaluation results, and section 5 presents some conclusions.
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2  Evaluating UML Architectures with Simulation Models

The techniques that we are going to present provide results useful in the selection and
evaluation of architectural software solutions. Their results allow the identification of
problems not taken into account during the model construction; we can use them as
rollback during the architecture construction. We can compare architecture solutions,
evaluate scenarios of execution, or analyze UML behaviors (we can select alternatives
of state machines or other behavior descriptions associated to UML elements). If we
want to evaluate our model architecture to select the best alternative, we can investi-
gate different evaluation configurations, and compare their responses. These evalua-
tions facilitate the configuration of hardware, middleware, and structural architectures;
this is especially interesting in the evaluation of distributed software architectures.

Figure 1 represents the five basic phases of the evaluation sequence. These phases
are:
1. Architecture Modeling. We start the process by building the architectural model.

We do this using a CASE tool. Once the model is completed, we export the model
information using XMI generator, or using proprietary CASE tool exporting facili-
ties. This information will be used in the simulation scenario construction and in
the simulation execution.

2. Simulation Configuration. The second step is the configuration of a simulation
model. In general, a simulation evaluation only considers certain elements of UML
models and selects specific model alternatives. A configuration includes basically
two concepts: initial instances to be included in the simulation model, and behav-
iors that will be used in the execution of application elements.
• Initial Instances. The model that represents our architecture can include differ-

ent types of object instances that identify types of execution scenarios. For ex-
ample, we can have a model that represents two different execution scenarios
using two sequence diagrams. The two sequence diagrams will include different
object instances, but in general we will not execute the system with all instances
of those scenarios: we can do the execution with the first scenario, with the sec-
ond, or with both at same time. The identification of initial instances allows the
construction of an initial simulation scenario, which includes the distribution of
the objects. [4] introduces a script language for the description of the initial con-
figuration. In our solution, we can do this configuration with the explicit identifi-
cation of instances (actor instances, objects, and node instances), and with the
identification of scenarios based on sequence, collaboration and deployment dia-
grams. The diagrams selected include the instances that the simulation models
will represent. The instances identified explicitly or with diagrams can make the
indirect inclusion of other instances, the instances that they reference. The simu-
lation will include those instances, and any UML element needed for their exe-
cution, that means, any model element that they reference directly (for example
the instance classifier) or indirectly (for example the classifier operations). The
initial value of attributes or associations depends on the attribute occurrences and
association occurrences defined for the instance. Those initial values are defined
explicitly in the UML instance, and represent the initial state of the instance.
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• Behavior Configuration. The state machine selection identifies the behavior of
modeling elements when we have different alternatives. An UML modeling ele-
ment (e.g. operation, classifier, use case) can have several state machines associ-
ated. These state machines can represent alternative behavior, or model the man-
agement of different sets of events.

3. Simulation Generation. The configuration finishes with the simulation model
generation. Section 3 includes a detailed description of the generation phase.

4. Evaluation Configuration. During this configuration we select the statistics that
we want to evaluate, we chose the filter that we want to use in the evaluation, and
we configure other simulation parameters like the amount of simulation time.

5. Results Evaluation. After the model execution, we can analyze the statistics.
During the analysis we can compare different values, represent them graphically,
do their comparison based on displacements, evaluate statistics values, etc. These
analysis results can be used in the reconfiguration of UML architecture, or can be
used as criteria for the architecture selection. We use OPNET facilities to visualize
results.

The simulation model represents the distribution of UML elements (objects, opera-
tions, signals, states machines, and other UML elements) to node instances of the
configuration.

2.1 UML Semiformal Specification

The mapping between UML elements and simulation models is the most critical as-
pect of the evaluation method. The UML semantics are semiformal. They are based on
the UML metamodel [7], which includes structure diagrams that formalize the UML
elements associations, and the constraints of these elements and associations. But this
is a structural specification that does not pay special attention to the behavior of most
UML elements (except behavior modeling elements). The behavioral specification is
the most critical specification, if we want to do a simulated interpretation of UML
models. The pUML group [12] has been created to study the problems of semiformal
specification of UML.

UML modeling does not pay attention to some modeling aspects, which are critical
in the non-functional evaluation of software architecture. Examples of these aspects
are the system resources and their specification (amount of memory, CPU, system
buffers, execution times, networks, etc.) and other non-functional constraints [3].

In the following, we introduce examples of incomplete or ambiguous UML specifi-
cations, and present the solutions that we have adopted. We found these to be espe-
cially important for the generation of simulation models.
• Behavior Specification Based on State Machines. The state machine is the most

common behavior description method of UML. It is used in the specification of
classifiers and other modeling elements, but there are some problems in their in-
terpretation, because of their different semantics for different modeling elements.
[4,2] describe some interpretations of associations of state machine to UML ele-
ments, especially classifiers and operations. In this first approach, we only con-
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sider the association of state machines to operations and classifiers. Other possible
associations are packages and use cases. Problems with the state machines de-
scription are:
1.1. If we use the state machines to model behavior of classifiers, the UML se-

mantics interprets this association as the specification of classifier instances be-
havior. We interpret the state machines associated to operations as the behavior
specification of operation invocations. When a classifier is associated with more
than one-state machines, or its operations are associated to state machines, which
state machine defines the behavior? (More than one state machine can recognize
the same event).  Figure 2 is a collaboration diagram that represents a metadata
model (model of instances of UML metamodel), it includes instances of meta-
class class, operation and state machine, and links representing association in-
stances. BankOffice is a class, transfer is an operation, and office-
Behavior, officeBehavior2 and transferParallel are state
machines. The class has associated two state machines, and the operation one.
The operation is a feature of BankOffice class. Which one is the state ma-
chine that handles the Call events of operation transfer?

Fig. 2. Example of UML 1.3 Meta Data with Class and Operation, and Multiple State
Machines

Solution: In our interpretation, when we select more than one state machine in
the configuration of a classifier, or we include the state machine of a classifier
and state machines associated to the classifier operations, all these state ma-
chines will handle all events occurred in the instance. For the operation state ma-
chines, UML specifications associate the operation Call event to the transitions
from the initial state (UML 1.3 specifications introduces the last association).

1.2. Another example of indetermination with UML specification is the following:
What is the behavior of an operation, when neither the operation nor its classifier
are associated with a state machine? UML methods for behavior description are
message sequences of collaboration and sequence diagrams, state machines and
activity diagrams. Other methods are notes that include pseudo-code or source
code.
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BankOffice::transfer:Operation transferParallel:StateMachine
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Solution: We will consider four types of behavior description of application ele-
ments: state machines, resource consumption1, an UML 1.3 extension of action
sequences, and sequences of messages of collaboration and sequence diagrams.
If an operation has not associated any of them, in our interpretation, its behavior
will be the consumption of 0 instant of CPU (the operation execution can have
associated a non 0 response time, the response time will depend on the CPU
load, the CPU scheduling, and the scheduling parameters).

1.3. Whenever we create a new instance of a classifier that has associated state
machines, we create a new instance of the state machine. Multiple instances of
the same classifier can handle events in parallel, but one instance of state ma-
chine can only handle one event at the same instant (to introduce the problem,
we do not consider parallel states or fork pseudo states). In case of state ma-
chines associated to operations, this will be different. In this case we create a
new instance, whenever there is an operation invocation. This means that we can
execute the same operation in parallel, in the same or different instances, and in
the same operation state machine. The different interpretation of state machines
in operations and classifiers implies a different interpretation of final state. When
we enter in a final state of a top state, the entire state machine terminates, im-
plying the termination of the entity associated with the state machine. When the
entity is a classifier instance, this represents the instance termination (in our so-
lution we destroy the object instance and the state machine instance too). When
the entity is an operation this semantic is not specified.
Solution: When we enter a final state of an operation state machine, we terminate
the operation flow execution. One type of UML action, executable in transitions
and states, is the Return action. If we execute the Return action of the operation
in a transition other than the transitions to the final states, the synchronous Call
action that has started the operation will be unlocked, and the sequence of the
call action will continue. If we do not execute the return action before entering in
a final state, the Call action will continue blocked until the execution of a Return
action for the Call event. We can execute the Return action, when we are han-
dling another event (in the same or in different machines).

1.4. UML signals are associated with significant events in state machines; the sig-
nals are classifiers; the Send action is associated with a signal. UML semantics
do not include details about the instantiation of signal classifiers; it does not in-
troduce any detail about the instant of signal instance creation. The specification
of the Send action describes aspects of sending and receiving, but not classifier
instantiation and handling. The Signal event of UML specification describes the
signal reception event, but does not introduce the classifier or instance handling.
Solution: We consider the signals and their events but we have not defined any
specific behavior associated to the signals as classifiers. When we execute a
Send action, the signal classifier instance must be provided as action parameter,
and the signal destruction must be described in the application model.

1.5. UML specifications [7] and other references [4,18] introduce policies in state
machine refinements associated to classifier inheritances. These rules are appli-

                                                          
1 Resource consumption is described with UML extensions techniques
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cable when we use classifier state machines, but their application when we com-
bine operation and classifier state machines is not evident. Figure 3 includes in-
stances of the UML 1.3 metamodel; it represents a superclass, a subclass, a
polymorphic operation, and four state machines that describe the behavior of
classes and operations. In this figure, which are the state machines that must
handle the Call event of operation oneFeature for instances of subClass
and superClass classes?

Fig. 3. Example of UML 1.3 Meta Data with Inheritance and Multiple State Machines

Solution: In our interpretation, there is no automatic generation associated to
state machine behavior inheritance. Only the classifier of an instance can identify
the classifier instances behavior, but different classifiers can refer to the same
state machine. If an operation has associated a state machine, and another classi-
fier inherits this operation and the subclassifier has associated a state machine,
then both state machines will handle the invocation event. If the operation is re-
defined and a new state machine describes the behavior in the subclass, the op-
eration behavior of superclass will not handle the event for subclass instances. In
the previous example, state machines SM3 and SM1 will handle events of sub-
Class instances and SM2 and SM4 will handle events of superClass in-
stances. We do not consider consistence rules of superclass and subclass state
machines during the generation.

• Semantics of Actions. The UML actions are described in the UML metamodel.
They are a hierarchy of metaclasses that describe the different types of actions.
The transition and states of state machines are described with these actions. Prob-
lems of action semantics are:
2.1. We have considered all actions but the Uninterpreted action (which has no

interpretation and we can consider it as an empty action) and the Terminate ac-
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tions (which has semantics similar to the transition to final states). The Return
action can only be executed as a response to a Call action of a synchronous op-
eration. In this first approach we do not consider the recurrence and the asyn-
chronous execution of actions. UML actions do not include actions to represent
resource usage, or attribute access.
Solution: We have defined new actions to represent the CPU and memory con-
sumption too. The action New and the final states modify the memory occupation
too. We have actions to access and modify local and remote attributes, and ac-
tions to access and modify state machine local variables.

2.2. Our action language can include arithmetic, Boolean and string comparison
expressions, provides access to parameters, and includes some specific variables.
UML specification does not include details about time expressions, or how we
can execute a Return action when we are handling a second event. [8] includes
extensions for timing expression representation.
Solution: We have included three predefined variables in the action language: i)
actual simulation time, ii) the event that is processed, and iii) the actual instance.
The first is used in time expressions with a set of operators; the second is used
when to return Call events handling another event. And the last variable provides
the same functionality as this and self-variables of object-oriented programming
languages.

2.3. The specification of UML states includes three execution phases: entry, do,
and exit activities. The exit activity must be executed when the state is exited,
and the execution time of this action is unpredictable (e.g., Call actions of syn-
chronous operations of remote instances). One type of transition events is time
events. These transitions define the maximum amount of time that we can stay in
the state or the absolute instant when we must exit. When we arrive to that in-
stant, we will execute the transition, if another transition has not been enabled
yet. If we must execute the exist action of a state, the timed transition can be exe-
cuted after the expiration time, and other transitions can be enabled between the
deadline and the end of exit action. Figure 4 includes a state with empty do and
entry actions; exit action needs x instants of simulation time to be executed (it is
a synchronous Call action to a remote object). We enter in the state at instant t;
the timed transition will be enabled at instant t+4, and at instant t+y the event
operation1 arrives. When should we schedule the events? If x < y, only the timed
transition can be enabled when exit action is finished, but if x � � � then any tran-
sitions can be enabled.

Fig. 4. Example of UML 1.3 State with Exit Action and Temporal Transition

� � 	 � � �
� � � � � � � � � � � � � � � � � �  � � " #
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Solution: We use a priority based scheduling before to start the exit activity.
When there are more than one enabled transition with the same priority, we do a
non-deterministic selection. Another solution would be to do the selection at the
end of the exit action, but we must take into account the guards before and after
the exit action and this can create inconsistencies. In the previous example, if the
condition Cond1 is true at instant t+4, our solution will start the exit at instant
t+4, and at instant t+x+4 the timed transition. In the alternative solution the
other transition could be scheduled. We use an UML tagged value to specify pri-
orities in instances, operations, classes, states, transitions and other UML ele-
ments. In the previous example, the transitions do not modify the priorities and
will have the same priority as the transition that entered in the state.

• Behavior Specification and Class Features. In UML 1.3 the Feature metaclass
specifies when the scope of a feature is a classifier or an instance. The state ma-
chines of classifiers represent the instance behavior. When we define classifier
features (operations or attributes), they cannot be associated to state machine
events. This creates some problems:
3.1. The events of classifier state machines must be associated to instance fea-

tures. How can we describe the behavior of class operations?
Solution: In this case we use operation state machines, but this limits the com-
munication between class operations and instance state machines. This commu-
nication is limited to class attributes. A class operation can only access to class
attributes.

3.2. How can we access to classifier attributes, or execute Call and Send actions
to classifier operations and signals?
Solution: In our implementation, each classifier has associated a pseudo-
instance. This is an instance with semantics similar to Java or Smalltalk class
objects. These pseudo-instances are identified with the class name, and are used
in the invocation of class operations, and to access to class attributes. There is
not state machines instance for these pseudo-instances.

• Deployments Elements Behavior. The description of some UML elements, espe-
cially the deployment diagrams, is incomplete for the generation of simulation
models. We use extension mechanisms (tagged values and stereotypes) to do a
detailed specification of these deployment diagrams. The detailed specification
allows the identification of parameters like bandwidth, protocols, speed, error
probabilities and sizes. Those parameters specify hardware elements like CPU,
networks and memories. We include details of these extensions in Section 3.1.
UML simplicity creates other problems:
4.1. If we connect two node instances with more than one node link sequence, we

will need to select a link to arrive to the other node, when we simulate a remote
message deliberation.
Solution: We reuse routing facilities of OPNET when it is possible, but in some
cases we need to define a routing table to determine the link that we use in a
node instance to arrive another node. We use these tables in the simulation
model execution. We are working on these extensions looking for better solu-
tions adapted to dynamic routing protocols.
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4.2. Queue policies are not considered in UML specifications. Simulations asso-
ciate queues to different UML elements, for example communication links, state
machines and some resources like CPUs.
Solution: We use the UML tagged value Priority and policy constraints to make
deterministic queue policies. The policy constraint is limited to the policies that
we implement in the simulations.

• Other Problems are:
5.1. When an initial instance is considered in the configuration of the simulation,

the instance can have associated initial values of attributes (attribute occur-
rences) and it can have associations to other instances (association link occur-
rences). Often, the association link occurrences are related to classifier associa-
tions. The class association can have an unlimited multiplicity in the association
end. During the simulation we need specific notation to identify these links and
the instances that they reference.
Solution: In general, we do not know all association link occurrences of an asso-
ciation classifier for a specific instance; they can be created dynamically. We use
the notation associationEndRoleName(index) to identify these links during
simulation and in the collaboration diagrams. The index is optional, when the
multiplicity is 1 or 0.1. The value index can be unlimited, but we will have an er-
ror if we access to non-initialized links or if the index is out of range. Figure 2
and 3 include examples of this notation for the UML 1.3 metamodel associa-
tions. If we include links with a different notation in collaboration diagrams, they
will not represent the instances of the association. In our interpretation, the link
between two objects allows to send messages between objects. All link and at-
tribute values initialized in the model will be initialized when the simulation
starts.

5.2. Another general problem is the behavior when exceptions occur. For exam-
ple, the instance of an action Call does not exist (or has been destroyed). What
can we do with these exceptions? Should we define predefined signals? Should
we stop the execution? Should we return error codes?
Solution: In the actual solution we return error codes.

3   Automatic Generation of Simulation Models

Figure 5 includes the general components of the system architecture. In general, we
use Objecteering 4.3 as the UML editor [17], but we have studied the adaptation of the
generator architecture to other UML/XMI tools [6].

The communication between the UML Editor and Simulations Shaper and Gen-
erator (SSG) is the MetaData component that includes the description of application
elements based on a metamodel notation. The generator reuses a library of simulation
models. They are generic simulation models that represent most of the UML meta-
classes. The generator customizes them depending on the UML application. The cus-
tomization is based on OPNET attributes and on the interconnection of these submod-
els.
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Fig. 5. Components of Simulation Shaper

SSG component includes four basic subcomponents:
1. MetaModel. This is a hierarchy of classes and packages that represents the UML

metamodel. It includes all UML metaclasses and the super metaclass MetaMeta-
Class, which is the supermetaclass of all metaclasses and includes a set of meta-
data operators of general purposes.

2. Simulation models management. This component allows the representation of
OPNET models and objects, and supports high level operations to handle them.
These operations construct new models reusing and combining existing models,
and update the simulation objects.

3. Configuration of simulation. This component is a GUI used to configure the
simulation generation. It is based on three UML element hierarchies. One hierar-
chy represents the metadata information. It is a browser of application elements. A
second hierarchy represents the diagrams of the selected element (each UML ele-
ment can have associated a set of diagrams) and the elements included in those
diagrams. We can select instance elements included in the first and second hierar-
chy and diagrams included in the second. This selection defines the instances that
will be used during the simulation generation, the state machines that represent the
element behavior, and the behavior of actor instances based on the sequence and
collaboration diagrams. The selections are included in the third hierarchy. This hi-
erarchy has associated a command for the invocation to the generator. Another hi-
erarchy includes the selected statistics that will be evaluated during the simulation.
Each UML element has associated a set of statistics that can be selected in the
evaluation configuration phase.

4. Generator. The generator implements the simulation generation. It extends the
metamodel implementing the specialization of the same operation for each meta-
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class, and other specific metaclass generation methods. The specializations use
the simulation library models that represent the simulation behavior of meta-
classes. Each specialization does the copy and paste of different simulation mod-
els, and modify its attributes (name, models used, speeds, sizes, etc.) to customize
the generic model to the specific metadata instances. Those operations depend on
the metaclass semantic, and the application properties.

3.1 Stereotypes Hierarchies for the Detailed Description of Deployment Diagrams

UML provides some extension solutions that allow the identification of domain spe-
cific modeling elements, and the definition of specific domain properties [16]. The
extensions are based on stereotypes, tagged values and constraints. Each stereotype is
associated to a metaclass; they define new metamodel constructors. The tagged values
identify new parameters or information associated to the modeling elements. These
parameters allow the representation of domain specific information. The constraints
represent specific restrictions of modeling elements, with linguistic notations.

If we want to do the detailed modeling of deployment diagrams and hardware ele-
ments (nodes, networks, connections, etc.), we have found the UML notation is insuf-
ficient and imprecise. We have created hierarchies of stereotypes (stereotypes with
inheritance relationships) to provide a more detailed description. The hierarchy de-
pends on the network and node entities that we can represent in the simulation models.
Each stereotype has associated certain tagged values that represent the stereotyped
element parameters. Tagged values are inherited between stereotypes. We apply these
stereotypes in deployment diagrams elements and we reuse that information in the
simulation models generation.

Fig. 6. Stereotypes Hierarchies of Deployment Elements

Figure 6 includes some examples of stereotypes of nodes and links of deployment
diagrams. They are the stereotypes applied in the deployment diagram of Figure 7 and
their superstereotypes. These stereotypes represent computation nodes, buses and
communication links, and they have associated tagged values that specify parameters
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like data rate, queue policy, and QoS policy. The stereotypes define different abstrac-
tion levels. For high levels we generate default configurations with default values, and
when we need a more precise specification we use specialized stereotypes. The hierar-
chy that we interpret in the generators allows the specification of node, buses and links
of ATM and Ethernet networks. Examples of node specialization are ATM and
Ethernet switches, routers and bridges. Other networks included in OPNET that we
have not implemented yet are BGP, Token Ring, and FDDI. Figure 7 includes com-
putation nodes and some network elements that interconnect them. Object instances
are located in the computation nodes, and the behavioral and structural elements spec-
ify their properties. The tagged value location specifies object locations. The network
elements of this diagram include an Ethernet bus, ATM links, and an ATM switch.
Tagged values of buses and links specify the data rate, background utilization, propa-
gation speed, and error model. The ATM switch has associated specific attributes as
switching speed and delays.

Fig. 7. Example of Stereotyped Deployment Diagram

4   Evaluation of Quality Parameters

After the selection of statistical results and the simulation execution, we will have a
set of statistical results and we can do the architecture evaluation. In the configuration
we have chosen diverse filters for the evaluation of statistical result. These filters
define the statistical methods for the evaluation of the different statistical parameters.

BankNode0:BankNode

<<eth_coax_int>>

{data_rate(5000000)}
ethernet1:Ethernet

cashierNode0:CashierNode

BankNode1:BankNode

<<eth_tap>>

<<eth_tap>>

CentralBankNode1:CentralBankNode

<<ATM_adv>>
{ data_rate(1544000) }

<<ATM_Switch>>
ATMSwitchNode1:ATMSwitch

<<ATM_adv>>
{ data_rate(1544000) }

<<ATM_adv>>

cashierNode2:CashierNode

<<ATM_adv>>

cashierNode1:CashierNode

cashierNode3:CashierNode

cashierNode4:CashierNode

<<eth_tap>><<eth_tap>>
<<ATM_adv>>

96 Miguel de Miguel  et al.



Examples of statistical results that we can get include: i) graphical representation of
statistical vectors, ii) number of values of statistical vectors, iii) minimum and maxi-
mum values, iv) expected value (this value is evaluated by time average filter and
provides information about the average statistic), v) variance, and vi) confidence in-
tervals (these results provide information about the distribution of different values).
The evaluation depends on the type of statistics provided; we have identified parame-
ters for the evaluation of performances, resources capacities and reliability. The types
of parameters that we have identified are:
• Resources capacities. These parameters include the identification of resources’

states (busy and idle), the distribution of resource requests, size of resource queues,
response time of resource request, and other specific resource parameters like pre-
emption times and network collisions. The resources evaluated are CPU, memory
and networks. Examples of application are the evaluation of frequencies of mem-
ory allocation, network access and CPU consumption. Some real-time systems in-
clude limitations of size and frequency of memory allocations, CPU consumption,
and network access; those limitations allow the identification of garbage collection
and memory management execution times, preemption, and network blockages. If
we want to evaluate two alternative architectural solutions, these statistics will
identify the distribution frequency of both solutions.

• Performance. Some UML elements like object instances, classes, instances of
state machines, and states have associated statistical parameters that identify their
idle and busy state. Other statistics identify the invocation of methods and signals
in those elements, the invocations of other objects and classes, and the access and
modification of their attributes. Elements like operations, signals and state ma-
chines include statistics of their invocation and their responses. Those statistics al-
low the evaluation of worst case response time of operations and state machines
invocations during the simulation execution, and their comparisons for different
models. Some specific performance parameters are the ATM QoS attributes and
other network dependent parameters.

• Reliability. Some events like operation invocation of deleted objects, and network
access can have associated error responses. We can model the error occurrence in
object behavior and in their disposition, and we can specify attributes of network
error occurrences. An object can be destroyed and created again with the same
identity, this can be used in combination with statistics like object availability, time
to repair object availability, and time to failure. Other statistics provide informa-
tion about error occurrences, erroneous responses and network availability. The
application behavior can detect the error occurrences and handle these errors; this
is useful in the representation of reliable behaviors.

[2] includes a practical example of behavior modeling in a banking system. We
have modeled and extended this example with static diagrams, deployment diagrams
(Figure 7 is the deployment diagram of this example), state machines for classes and
operations, collaboration diagrams for the initial configuration of the system (initial
objects and links that represent associations instances), sequence diagrams that de-
scribe the behavior of actors, and actions that represent the CPU consumption. [2]
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considers two alternative behaviors to handle transfer operation (it represents the
transfer between accounts of different banks).

(a) Response Times for Sequential Solution

(b) Response Times for Parallel Solution

Fig. 8. Response Times of Operations

Figure 2 models the alternative behavior and the state machines that represent the
behaviors that we will consider. We can represent the behavior of a bank with a state
machine that handles all operations sequentially (officeBehavior in Figure 2). Or
we can represent the behavior with two state machines, the first execute all operations
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sequentially, but transfer (officeBehavior2 in Figure 2), and an operation state
machine represents the behavior of transfer operation (transferParallel in
Figure 2). Transfer operation has the longest response time, and communicates four
nodes in Figure 7 (BankNode0, CentralBankNode1, ATMSwitchNode1, and
BankNode1). In the second alternative we can execute any number of transfer opera-
tions in parallel with the rest of operations. The second alternative provides better
response times in credit and debit operations, but can create inconsistencies if we
liquidate a bank when the transfer has not finished yet, and this can create availability
errors.

Figure 8 is an example of statistic results for both behavior configurations. The fig-
ure includes the response times of debit and transfer operations of class BankOffice in
node BankNode0. In this simulation, external actors call the operations periodically,
for different accounts, with different types of distributions (constant, exponential and
uniform) and parameters. In our model, the actors communicate with object instances
included in cashier nodes, and the cashier nodes communicate with the banks. In Fig-
ure 8 (b) we can see that maximum response time of debit operation in the parallel
configuration is less than in the sequential. In sequential solution (Figure 8 (a)), the
sample mean of transfer operation is 16.9249 s, the maximum value is 17.6996 s. The
sample mean of debit operation is 5.2612 s, and the maximum value is 16.7950 s. In
parallel solution (Figure 8 (b)) the sample mean of transfer operation is 19.0781 s, the
maximum value is 20.7834 s. The sample mean of debit operation is 4.4728 s, and the
maximum value is 10.6698 s. The configuration do not generate availability errors
after 6000 s of simulation.

5 Conclusions and Future Work

Simulation techniques give support for evaluating UML models. We can complement
simulated evaluations with other types of techniques, for example analysis and code
generation. UML provides a notation for the description of distributed object-oriented
systems, but the notations are imprecise and the semantics are semiformal. We must
use UML extension techniques to provide a detailed description, especially in deploy-
ment elements. If we use any interpretation technique for those models, we must iden-
tify certain imprecision of UML specification and determine our specific interpreta-
tion. The simulation methods provide flexible support for the evaluation of perform-
ance and reliability qualities of software architectures. Performance and reliability are
important QoS, but we must precise the specific parameters used in their evaluation;
these parameters depend on the type of systems. In general, the performance evalua-
tion of general distributed systems is based on throughput, but the evaluation of hard
real-time systems is latencies oriented. The types of parameters in both cases are dif-
ferent. In case of reliability, distributed systems evaluate the availability of elements,
and hard real-time systems evaluate the deadline fulfillment. We are considering the
extensions of statistics and simulation models, and their application in the specifica-
tion of fault-tolerant systems.
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Currently we are working on the extension of the deployment stereotypes hierarchy
to include other types of networks, routers and switches, and the representation of
middleware dependencies in simulation models. Those simulation models represent
CORBA elements and a proprietary middleware based on CORBA [5]. They extend
the basic system models that we use actually (CPU, its scheduling policy, memory,
network access and some basic network protocols). We will use those extensions in
the evaluation of CORBA systems modeled with UML. We are extending our gen-
erators to take into account some UML elements like components, and represent their
behavior in simulation models.
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Abstract. Architectural reflection is the computation performed by a
software system about its own software architecture. Building on previ-
ous research and on practical experience in industrial projects, in this pa-
per we expand the approach and show a practical (albeit very simple) ex-
ample of application of architectural reflection. The example shows how
one can express, thanks to reflection, both functional and non-functional
requirements in terms of object-oriented concepts, and how a clean sep-
aration of concerns between application domain level and architectural
level activities can be enforced.

1 Introduction

Software architecture is an infant prodigy. On the one hand, it is an extremely
promising field, and these days no sensible researcher could deny its prospective
importance. On the other hand, it is an extremely immature subject; as a matter
of the fact, there is little (if any) agreement even on its definition (see [26] for
an extensive, but probably incomplete, list of such attempts).

A major problem in this field is the semantic gap between architectural
concepts and concrete implementation. Many architectural issues, in particu-
lar those related to non-functional requirements, are realised by mechanisms
spread throughout the application code or, even worse, hidden in the depth of
middleware, operating systems, and languages’ run-time support. This is what
we call the implicit architecture problem, which is especially hard for distributed
objects systems, where clean objects representing application domain issues rely
on obscure system-dependent features related to architectural concepts (static
and dynamic configuration, communication strategies, Quality of Service, etc.).

The goal of this paper is to show how a systematic approach based on com-
putational reflection i.e., architectural reflection, may help filling this gap by
reifying architectural features as meta-objects which can be observed and ma-
nipulated at execution time. This lifts up to the application level the visibility of
the reflective computations the system performs on its own architecture and en-
sures a proper separation of concerns between domain-level and reflection-level
activities. The proposal derives from the authors’ experience both in related re-
search areas and in the development of real, industrial projects where the key
ideas presented in the paper have been developed and exploited.
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The paper outline is the following. Section 2 presents an example that will be
employed as a reference throughout the paper. Section 3 introduces the problem
of implicit architecture. Section 4 presents the fundamental concept of architec-
tural reflection. Section 5 sketches, in an ideal scenario, how the requirements of
the example can be fulfilled via architectural reflection, while Sect. 6 discusses
how the ideas can turn into the practice of real-life systems. Section 7 compares
the approach with other work. Finally, Sect. 8 presents the current state of the
work.

2 An Example

The following example, which is a simplified version of a real-life problem in the
area of on-line trading, will be the basis for the discussion.

In a virtual marketplace one or more feeders (the information providers)
provide on-line stock exchange information to a set of customers (the information
consumers i.e., basically the clients). Such a system has three basic requirements:

1. the marketplace must ensure that local views of information, held by the
clients, are kept aligned with a reference image of the information itself,
maintained by the feeders;

2. a stock broker may place buy or sell orders;
3. the marketplace evolves through several different phases. There is an opening

phase, during which privileged users (not discussed here) define the initial
prices. Then there is a normal phase, which is the only one during which
customers may buy or sell. Finally, there is a suspension phase, during which
customers can only observe the prices.

The system has three more requirements:

4. customers may dynamically join or leave the marketplace, and an overall su-
pervision of which customers are connected must be ensured. In addition, the
marketplace must be able to disconnect a client e.g., for security purposes,
should any doubt arise as to the client’s actual identity;

5. each customer must be capable of selecting the alignment strategy for their
local image: on request (a.k.a. pull), on significant changes (a.k.a. push), or
at fixed time intervals (a.k.a. timed);

6. the system must be flexible with respect to the number and physical de-
ployment of the feeders. Adding or removing a feeder should not imply any
change in the client code.

All this looks quite simple. However, as soon as we go through the analysis
and design process (for instance using UML [3]), we recognise that requirements
1, 2, and 3 (let us call them “functional requirements”) can be easily expressed
in terms of well-defined domain classes. 1 and 2 can be expressed via simple class
and interaction diagrams, and 3 via state diagrams.
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Things are not as simple for requirements 4, 5, and 6 (let us call them “non
functional requirements”). Regarding 4, any distributed platform provides mech-
anisms for dynamic connections to services. However, in most cases it is not
easy to monitor who is connected. Such information exists somewhere inside
the middleware, but it can hardly be observed and relies on platform-dependent
features. The result is that the application is not portable. We would like to
provide the end user (e.g., the manager of the marketplace) with a clean and
platform-independent visibility of the status of the connections.

A similar, but harder, problem holds for requirement 5, whose fulfilment
implies the definition of an application-level protocol whose behaviour can be
dynamically selected according to users’ taste. Even if at the analysis stage the
protocol is well specified (e.g., as a state machine), at the design and implemen-
tation stages it is split into a specification of individual components’ behaviour
and then implemented by components’ code. This code (implementing an ar-
chitectural choice) will be intermixed with architecture-independent, functional
code. In current practice, most architectural choices follow this fate and get
dispersed in the components’ code in implemented systems. Moreover, the im-
plementation relies on elementary transport mechanisms (RPC or asynchronous
messages or the like). Therefore, a clean and platform-independent visibility of
the communication strategies is not provided at the application level.

Finally, point 6 is just an example that raises the most important issue dealt
with in this paper i.e, the implicit architecture problem, whereby information
about the system architecture is embedded in application-level code. As a matter
of the fact, the number and actual deployment of the feeders is an architectural
issue, that should not be embedded in application-level code.

3 Implicit Architecture

The example highlights that, while object-oriented technology provides a sound
basis for dealing with domain-related issues, we still lack adequate notations,
methodologies, and tools for managing the software architecture of the sys-
tem [24]. The architecture of a software system based on distributed objects
is defined by stating:

– how the overall functionality is partitioned into components ;
– the topology of the system i.e., which connectors exist between components;
– the strategy exploited in order to co-ordinate the interactions and, in partic-
ular, how connectors behave.

Existing notations for composing software modules are usually limited to ex-
pressing some small subset of these issues e.g., topology alone or basic commu-
nication paradigms such as RPC or asynchronous messages. Many architectural
concepts, even if well specified at the design stage, are no more clearly visible
at the implementation stage and at execution time. Moreover, many architec-
tural issues (such as scheduling strategies, recovery actions, and so on) are tied
to the concrete structure and behaviour of the underlying platform. Therefore,
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such issues are spread throughout the (opaque and platform-dependent) imple-
mentation of OS and middleware layers. In other words, this means that these
concepts are confined at the programming-in-the-small level [8].

Ultimately, there is no separation of concerns among domain, implementa-
tion, and architectural issues, and the latter ones are not clearly visible and
controllable at the application level. This is what we termed the implicit archi-
tecture problem (IAP) in a previous paper [5].

Designing and building systems with implicit architectures has several draw-
backs: most notably, it hinders components’ reuse due to the architectural as-
sumptions components come to embed [10]; it makes it infeasible to reuse ar-
chitectural organisations independent of the components themselves; it makes
it overly complex to modify software systems’ architecture; and it is also cause
of the undesirable, yet empirically observed fact that architectural choices pro-
duced by skilled software architects are most often distorted and twisted by
implementers [15]. A more detailed discussion of the IAP and its consequences
can be found in [4].

The IAP is especially serious because in most real systems architectural issues
must be dealt with at execution time. The topology may dynamically change ei-
ther by adding new components or by modifying their connections, in order to
extend or modify system functionality, to add new users, to enhance availabil-
ity, to perform load sharing, etc. The strategy too may change in order to meet
changing user requirements and timing constraints, to ensure a given average
rate and reliability for data transfer, and so on. The need for dynamic man-
agement of architectural issues often arises from non-functional requirements
i.e., configurability, availability, performance, security and, in general, Quality
of Service.

OS

Middleware Language

Component Component

Fig. 1. The Implicit Architecture Problem

Figure 1 sketches a typical situation in terms of concrete run-time architec-
ture (i.e., in terms of well distinguished objects which exist at execution time).
Even if components exist at run-time as (distributed) objects, the connectors’
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implementation is heavily spread. Inside the components there are code frag-
ments which rely on application-level interfaces such as programming language
constructs, middleware APIs, or OS primitives. Such interfaces are implemented
inside the underlying platforms via hidden mechanisms which, in turn, interact
in mysterious ways. Unfortunately, such mechanisms implement architectural is-
sues (mainly those related to non-functional requirements) which can be hardly
observed or controlled.

Expressing functional requirements in terms of application domain concepts
modelled as classes and objects provides the basis for building well-structured
systems which exploit domain-level classes and objects to fulfil the functional
requirements. Accordingly, expressing non-functional requirements in terms of
architectural concepts modelled as classes and objects should be the basis for
building well-structured systems which exploit architectural classes and objects
aimed, in particular, at fulfilling non-functional requirements. As a matter of
the fact, the IAP mainly arises from the fact that architectural information is
spread throughout application and platform code, and is not properly modelled
in terms of well-distinguished classes and objects.

4 Architectural Reflection

All of the above issues imply that a running system performs computations
about itself. More practically, there exist somewhere data structures represent-
ing system topology and system behaviour, plus portions of code manipulating
this information. Architectural reflection (AR) basically means that there exists
a clean self-representation of the system architecture, which can be explicitly
observed and manipulated.

In its general terms, computational reflection is defined as the activity per-
formed by a software agent when doing computation on itself [14]. In [5,4] we
defined architectural reflection as the computation performed by a system about
its own software architecture. An architectural reflective system is structured into
two levels called architectural levels: an architectural base-level and an architec-
tural meta-level.

The base-level is the “ordinary” system, which is assumed to be designed in
such a way that it does not suffer from the IAP; in the sequel we shall discuss how
to achieve this goal. The architectural meta-level maintains causally connected
objects reifying the architecture of the base-level.

According to the concept of domain as introduced in [14], the domain of the
base-level is the system’s application domain, while the domain of the architec-
tural meta-level is the software architecture of the base-level.

Architectural reflection can be further refined into topological and strategic
reflection. Topological reflection is the computation performed by a system about
its own topology. With regard to the example, topologically reflective actions
include adding or removing customers to the marketplace.
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MetaConnector

<<Role>>

Source
<<Role>>

Strategist
<<Role>>

MarketPlace

<<StockBroker>> buy()

<<StockBroker>> sell()

MetaMarketPlace

<<MarketPlace>> reify(stockPrices)

<<Strategist>> setState()

1

1

1

1

Supervisor

ConnectorManager

<<Strategist>> setMode()

<<Connector>> reify(baseCommand)

Connector

t ransfer()

<<Source>> push()

<<Destination>> pull()

<<MetaConnector>> align()

1

1

1

1

<<playsRole>>

<<playsRole>>

<<playsRole>>

Base-level

Meta-level

Fig. 2. An example of an ideal system

Strategic reflection is the computation performed by the system about its own
strategy; for example, dynamically changing the strategies for the alignment of
customers’ local images of the stocks.

Architectural reflection has the desirable effect of lifting architectural issues
up to the programming-in-the-large level.

5 An Ideal Scenario

Architectural reflection is quite a general concept, and assumes only a IAP-free
base-layer. This section briefly describes the ideal approach in building both
the base- and the meta-level. The on-line trading example first encountered in
Sect. 2 will be used as a (simplistic) case study (see Fig. 2).

Note that in this example, roles are treated as first-class entities, and rep-
resented as classes with a Role stereotype. A class can play one or more roles
(via the playsRole stereotype). Operations can be restricted to one or more
roles only. This means that only instances of classes playing that role can call
those operations. This selective operation export is represented by tagging the
operation with the stereotype bearing the name of the role the operation is ex-
ported to (e.g., <<Source>>). In some cases, such as operation reify() in class
ConnectorManager, the operation is directly exported to class Connector for
the sake of simplicity; however as a general rule, operations are never exported
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directly to object classes in order to avoid hard-coding in a class the dependency
to a particular context (see [19] for further details).

5.1 Base-Level

Both components and connectors in the base-level should be realised as passive
entities. This means that they should not embed any activation strategy. In this
way, they can be reused under completely different strategies.

Connectors embed all communication issues, such as relationships with the
underlying middleware (if any), network protocols, and so on. They export to the
above levels a uniform interface, which is strictly independent on the underlying
implementation details. In this way, when composing a system one can reason
at a higher abstraction level than that allowed for by common middleware (such
as CORBA), in that one can actually ignore distribution issues. This is not the
case when interacting directly with middleware.

In other words, the goal of our approach is to separate distribution from
the other issues, definitely not to ignore distribution. This is a very contro-
versial point, about which a lot of discussion is taking place (see for exam-
ple [11]). One very popular approach (adopted for example by CORBA) is to
mask distribution; every method call is accomplished in the same way regardless
of the actual location of the target object (this is the largely touted “distribution
transparency”). This approach has the undisputed advantage of greatly fostering
reuse, as components are independent of distribution. However, many people ar-
gue that issues such as latency and partial failure, typical of distributed systems,
make it impossible in practice to systematically ignore distribution, especially
in real-time systems.

We believe that many of these problems stem from an excessive urge to
encapsulate. While encapsulation is undoubtedly a key achievement in software
engineering, it should not be abused. Issues that are of interest to the rest of the
system should definitely be visible through the encapsulating shield. In addition,
in some cases distribution is meaningful even at the analysis level (the so-called
“intrinsic” – or should we call it “analysis-level” – distribution, as opposed to
“artificial” – or should we call it “architecture-level” – distribution useful e.g.,
for fault tolerance purposes). All of this can be ascribed to the very in issue
of Quality of Service, that we do not mean to address here. Our approach to
distribution tries to separate distribution from other issues, not to ignore it. If
distribution is kept well separate from other issues (computation, strategy, etc.),
it can be properly dealt with in one place and ignored by the rest of the system.

In the example, the MarketPlace class exports only two operations, both to
the StockBroker role (in the base-level). The idea is that only application-
domain activities are represented at the base-level. So for example, in the
Marketplace class there is only information about the current value of stocks,
and there is no way at this level to influence the policies of the stock market
(such as opening or closing the negotiations).

Similarly, the Connector class only offers the means to push and pull informa-
tion; the corresponding operations are exported to the Source and Destination
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on push(): ^Meta.reify(push)
on pull(): ^Meta.reify(pull)
on align(): transfer()

Fig. 3. The state diagram for class Connector

roles respectively. Consequently, the corresponding state diagram is trivial1(see
Fig. 3).

The align() operation can only be called from the meta-level, and is im-
plemented by the protected transfer() method, which actually performs the
information transfer.

5.2 Meta-Level

In the meta-level reside meta-objects for both components and connectors. These
encapsulate the policies, both application-related and communication-related. So
for example, the MetaMarketPlace class encapsulates all the policies that are
usually enforced by the financial authorities (such as withdrawing stocks from
the market). Similarly, the MetaConnector class manages the communication
policies (push, pull, timed), as shown in Fig. 4.

idle

push

on reify( push ): ^Base.align()

pull

on reify( pull ): ^Base.align()

timed

on timeout: ^Base.align()

setMode( idle )

setMode( idle )

setMode( idle )

setMode( push )

setMode( pull )

setMode( timed )

Fig. 4. The state diagram for the MetaConnector class

In addition, in order to meet requirement 4 in Sect. 2, a topologist must
be introduced that manages, at execution time, the architecture of the soft-
ware system, by instantiating components and/or connectors. For further details,
see [7,6].
1 Due to space limitations, throughout the example we only detail communication-

related classes.
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6 Turning Ideas into Practice

The approach outlined in the previous chapter, albeit simplistic, sets the ideal
properties of an architectural reflective system. However, it is widely known that
a software system is almost never built from scratch; more often than not, the
prevalent activity in software construction lies in integrating existing pieces of
software into a new product. Therefore, no discussion of a practical software
construction paradigm would make any sense without turning to the real world
and discussing the practical applicability of the paradigm.

Architectural reflection is no exception; in this section we briefly set forth
some requirements that existing systems must meet in order to be good candi-
dates for being integrated into an architectural reflective system.

6.1 COTS

COTS should not embed architectural issues. Apart from architectural reflection,
this seems to be a general requirement (see also [10]). In other words, COTS
should simply provide functionality without falling into the IAP.

For them to be part of an architectural reflective system, they should provide:

– hooks for connectors. Such hooks should be visible in the component’s in-
terface;

– visibility of their internal state, so as to allow meta-level entities to operate
on them;

– most important, they should embed no activation strategy. In other words,
they should be passive entities.

6.2 Legacy Systems

It is often said that any running system can be thought of as a legacy system.
Due to this variety, integrating legacy systems into a new product is often close
to impossible. Such systems are more often than not poorly documented or not
documented at all, and are often built out of spaghetti code. In these systems it
is often extremely hard even to understand what the system does, let alone how
it does it.

The solution usually employed to integrate this class of systems is to wrap
them in a modern, most often object-oriented shield (this is for example the
approach used to integrate them into a CORBA environment). However, since
it’s hard to fully grasp their functionality, usually just a subset of this is actually
exposed by the shield.

Having said that, the most basic requirement for integrating legacy systems
is that systems should embed no activation strategy. Since this can be an overly
strong requirement, it can be weakened into the following: embedded strategies
are allowed as long as they do not affect domain requirements. This basically
means that embedded strategies should not prevent an external strategist to
examine the basic policies and modify them when needed. If the system is com-
pletely opaque and allows no insight into its strategy, then it just cannot fit into
an architectural reflective system.



Architectural Reflection 111

6.3 One Remark about Conceptual and Practical Approaches

Sometimes it may be impossible or impractical to build an actually layered
system such as the one outlined in Sect. 5. However, it should be noted that, even
when actually building such a system is impossible, one can always follow the
conceptual approach described in this paper, possibly implementing the system
using conventional means.

So for example it may be impractical to implement connectors with two
classes (Connector and ConnectorManager, see Fig. 2). In that case, one can
merge the two classes into one, obtaining a state diagram such as the one shown
in Fig. 5.

In this case, there is no explicit distinction between the two layers. However,
a nice separation of concerns between domain-related activities (information
transfer) and architectural activities (selection of policies) still holds; in fact
the on xxx: yyy() clauses represent the former, while actual state transitions
represent the latter.

In other words, a conceptual approach is useful even if it does not turn
into actual design and code. This is like implementing a well-designed, object-
oriented system in assembly language for optimisation purposes; the level of reuse
is certainly not the same as using an OO language, but most of the benefits of
a good design are preserved.

6.4 One Remark about Architectural Languages

A lot of discussion is going on in the software architecture community about what
is to be considered an architectural language and what isn’t. As a matter of the
fact, OOPSLA 99 hosted a Panel session entitled “Is UML also an Architectural
Description Language?”

Clearly, in the conventional, “flat” (i.e., non-reflective) approach neither de-
sign languages nor programming languages offer sufficient means to express ar-
chitectural issues. Thus, the need arises to extend the programming paradigms
with architectural/non-functional issues. Examples include introspection à-la
JavaBeans, communication primitives with timeout, priorities, etc.

idle

push

on push: transfer()

pull

on pull: transfer()

timed

on timeout: transfer()

setMode( idle )

setMode( idle )

setMode( idle )

setMode( push )

setMode( pull )

setMode( timed )

Fig. 5. The state diagram of a merged Connector class
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As far as the UML in particular is concerned, the answer to the above ques-
tion is certainly: “no, using the flat approach. Yes of course, provided a reflective
approach is employed instead.” As a matter of the fact, one of the key fea-
tures of reflection is that the same language can be used for both base-level and
meta-level, provided that the language includes a mechanism (reification and
reflection) for causal connection. In (architectural) reflective terms, switching
from domain level to architectural level simply means changing domain (again
in the sense used in [14]). This does not imply a change in language. In other
words, architectural objects can be treated as first class objects (architectural
objects) in the reflective level, thus achieving the fundamental goal of separation
of concerns.

7 Related Work

The idea of enforcing a separation of concerns between basic computational
blocks and the entities governing their overall behaviour and cooperation peri-
odically reappears in different branches of information technology under different
guises and formulations. The seminal paper by DeRemer and Kron [8] proposed
using a different notation for building modules and for gluing modules together,
yet this latter notation could only convey simple define/use relationships. A
whole family of coordination languages, termed control-driven [17], and espe-
cially the Manifold language [2], are also based on the idea of separating compu-
tation modules (workers) from “architectural” modules (managers) at run-time.
While this is quite close to the concept of explicit architecture on which this
proposal builds, it is not the intent of Manifold (and other coordination lan-
guages) to allow the encapsulation of architecture in the broadest sense of the
term. Nevertheless, it must pointed out that Manifold also provide constructs to
address dynamic architectural change via managers, which also has similarities
with AR. Other recent proposals focus on run-time connectors (explicit run-time
representation of cooperation patterns) and include Pintado’s gluons [18], Ak-
sit et al.’s composition-filters [1], Sullivan’s mediators [25], and Loques et al.’s
R-Rio architecture [13].

Several authors have confronted with the problem of modifying architecture
at run-time, for reconfiguration or evolution purposes. Kramer and Magee [12]
discuss an approach to runtime evolution that separates evolution at the ar-
chitectural and application level. Architectural reconfiguration is charged to a
configuration manager that resembles AR’s meta-entities. In their approach, nev-
ertheless, the meta-level has a limited visibility of the “base-level” state (i.e., it
only perceives whether base-level entities are in a “quiescent” state). Oreizy et
al. [16] propose a small set of architectural modification primitives to extend a
traditional (non-dynamic) ADL, and also exploit connectors to let architectural
information be explicit in running systems. With respect to AR, their approach
is more related to defining what operations are useful at the meta-level than to
devising how the meta-level and base-level should interact (which is the main
focus of this paper).
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Very few works insofar have pointed at the advantages of a reflective approach
for the design of systems with dynamic architecture. One of those few proposals
is that of Ducasse and Richner, who propose introducing connectors as run-time
entities in the context of an extended, reflective object model termed FLO [9].
FLO’s connector model is very rich and interesting, and has several similarities
to ours. Nevertheless, FLO is based on a simpler component model which does
not include a behavioural component specification.

8 State of the Work

The approach described above is far from a speculative vision. On the contrary,
it’s being employed under many forms in several practical situations.

A somewhat simplified version of the framework is the base for the Kalei-
doscope reference architecture [21,23,22], which is being employed in several
industrial projects in the areas of traffic control and environmental monitoring.
Kaleidoscope is also undergoing major improvements in the form of an object-
oriented framework and an associated methodology, all heavily influenced by the
reflective concepts described above.

The idea of separating functional from non-functional, and in particular man-
agement, issues has been successfully exploited in the design and implementation
of a platform which integrates heterogeneous devices and applications for traffic
control at the intersection level [20].

On a more theoretical, long-term perspective, we are working on a more for-
mal definition of reflective architecture. In particular we are evaluating UML
(possibly augmented with OCL [27]) as a meta-level architectural language,
which is giving sound and promising results. In particular, the concept of role as
described in Sect. 5 is proving very interesting and powerful (see [19] for further
details).
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Abstract. We demonstrate how the use of synchronization primitives
and threading policies in distributed object middleware can lead to dead-
locks. We identify that object middleware only has a few built-in syn-
chronization and threading primitives. We suggest to express them as
stereotypes in UML models to allow designers to model synchronization
and threading of distributed object systems at appropriate levels of ab-
straction. We define the semantics of these stereotypes by a mapping to
a process algebra. This allows us to use model checking techniques that
are available for process algebras to detect the presence or absence of
deadlocks. We also discuss how the results of these model checks can be
related back to the UML diagrams.

Keywords: Software Architecture, Object Middleware, Model Check-
ing

1 Introduction

An increasing number of applications now use a distributed system architec-
ture. If designed properly, these architectures can be more fault-tolerant due
to replicated components, can achieve better response times if user interface
components are executed on powerful desktop machines or workstations, and
they may achieve cost-effective scalability by using several relatively cheap hosts
to execute replicated components rather than one central server or mainframe,
which is usually more expensive. The construction of such distributed systems
by directly using network operating system primitives, such as TCP or UDP
sockets, is rather involved. To reduce this complexity, software engineers use
middleware [5], which resolves the heterogeneity between distributed hosts, the
possibly different programming languages that are being used in the architecture
and provides higher level interaction primitives for the communication between
distributed system components. There are many different forms of middleware,
including transaction monitors, message brokers and distributed object middle-
ware, which encompasses middleware specifications such as the Object Man-
agement Group’s Common Object Request Broker Architecture (CORBA), Mi-
crosoft’s Component Object Model (COM) or Java’s Remote Method Invocation
� This paper is an extended version of [6]
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(RMI). We note that distributed object middleware offers the richest support
to application designers and incorporates primitives for distributed transaction
management and asynchronous message passing. From the set of distributed
object middleware approaches, we concentrate on CORBA [5] in this paper
because it offers the richest set of synchronization and threading primitives.

An example scenario is used throughout this paper, which we will use to
demonstrate our ideas and methods. This example involves the remote monitor-
ing of patients which have been retired from the hospital to their homes. Sensor
devices are attached to patients and information is communicated between the
sensor devices and a central server in a health care centre. Additionally each
patient is equipped with an alert device used in case of an emergency. This
example is an inherently distributed system. The different approaches have in
common that they enable distributed objects to request operation executions
from each other across machine boundaries. We refer to this primitive as an
object request. For this example, we will use object requests to pass diagnostic
information about patients that are gathered by sensor devices to a centralized
database where the diagnostic data are evaluated, and if necessary alarms are
generated.

Distributed objects that reside on different hosts are executed in parallel
with each other. In our example, this means that several different patient mon-
itor hosts gather patient data at the same time. To handle the situation where
several of them send data concurrently to a server, distributed object middle-
ware supports different threading policies, which determine the way in which the
middleware deals with concurrent object requests. A single-threaded policy will
queue concurrent requests and execute them in a sequential manner, whereas a
multi-threaded policy can deal with multiple requests concurrently. A common
method of implementing multi-threaded policies is to define a thread pool, from
which free threads are picked to process incoming requests and requests are
queued if the pool is exhausted.

Object requests need to be synchronized, because client and server objects
may execute in parallel. Object middleware support different synchronization
primitives, which determine how client and server objects synchronize during
requests. Synchronous requests block the client object until the server object
processes the request and returns the results of the requested operation. This
is the default synchronization primitive not only in CORBA, but also in RMI
and COM. Deferred synchronous requests unblock the client as soon as it has
made the request. The client achieves completion of the invocation as well as
the collection of any return values by polling the server object. With a oneway
request there is no value returned by the server object. The client regains control
as soon as the middleware received the request and does not know whether the
server executed the requested operation or not. Asynchronous requests return
control to the client as soon an invocation is made. After the invocation the
client object is free to do other tasks or request further operations. The result
of the method invocation is returned in a call back from the server to the client.
We note that CORBA supports all these primitives directly. In [5], its shown
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how the CORBA primitives can be implemented using multiple client threads
in Java/RMI and Microsoft’s COM.

The main contributions of this paper are firstly an identification of an impor-
tant class of liveness problems in distributed object systems. We use the example
scenario to demonstrate how particular combinations of synchronization prim-
itives and threading policies in CORBA can lead to deadlocks. Secondly, we
exploit the fact that object middleware only has a few built-in synchroniza-
tion and threading primitives and express these as stereotypes in dynamic UML
models. Thirdly, we define the semantics of these stereotypes by mapping stereo-
typed UML models to a process algebra. Finally, we show how model checking
techniques available for these process algebra notations are able to detect the
possibility of deadlocks and how their results can be related back to the UML
models.

Application developers need to verify their design specifications for absence
of any deadlock situations. We aim to develop a CASE tool that takes in such de-
sign specifications, from which we generate a process algebra specification which
is then analysed for deadlock. This approach has the advantage of detecting
deadlocks in the design stage of development compared to the traditional way of
attempting it during the later testing phase. Early indications of potential dead-
lock situations will make the process of design and implementation modifications
more efficient.

In Section 2, we will define UML stereotypes to express both the threading
policies and the synchronization primitives of distributed object middleware. In
Section 3, we explain informally how a deadlock occurs in the running example.
We then define the semantics of our threading and synchronization stereotypes
using FSP, a process algebra representation [9] in Section 4. We explain in Sec-
tion 5 how we use this semantics definition to generate an FSP process model
from a UML Sequence Diagram. Section 6 discusses how compositional reach-
ability analysis can be used to check for presence or absence of deadlocks in
our Sequence diagrams. Section 7 concludes our paper by summarizing the main
results and indicating future directions of this research.

2 Modelling Distributed Object Interactions

Rather than proposing to use new or complex notations and tools we have chosen
the Unified Modelling Language to model object interactions and their class
structures. UML is widely accepted and used in industry and allows us to enrich
its notation to accomodate the extra semantics required for model checking. In
this section we will look at modelling the described example, with an aim of
using it for deadlock detection later in the paper.

Stereotypes provide designers with the means of augmenting basic UML mod-
els to include the semantic information required to model the synchronization
behaviour in an application design. We have separated the stereotypes into two
main groups. The first group deals with the synchronization primitives used by
a client to request the services of a server object. The second group involves
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HeartBeatSensor
<<singleThreaded>>

PressureSensor
<<singleThreaded>>

EncryptionUnit
<<singleThreaded>>

SensorDevice
<<singleThreaded>>

AlertorDevice
<<singleThreaded>>

ClientControlUnit
<<singleThreaded>>

1..1

1..1

1..1

1..1

1..1

1..*

1..1

1..*

1..11..1 1..11..1

Fig. 1. UML class diagram of the Client

threading policies used on the server-side. These policies determine how server
objects deal with multiple concurrent requests.

The 〈〈Synchronous〉〉 stereotype represents the synchronous request primi-
tive request, whilst the 〈〈DeferredSynchronous〉〉 stereotype is used to indicate a
deferred-synchronous request being made on a server object. 〈〈Asynchronous〉〉
is used to indicate an asynchronous client request and a 〈〈OneWay〉〉 stereo-
type represents a oneway request. Similarly on the server-side, we have defined
the 〈〈singleThreaded〉〉 stereotype to indicate that a particular server object
uses a single threaded policy to deal with incoming service requests and the
〈〈multiThreaded〉〉 stereotype shows that the server object handles multiple ser-
vice requests by using multi-threading techniques.

The class diagrams in Figures 1 and 2 show the main object types involved in
gathering patient data and communicating it to a health care centre database.
Note that the design diagrams mainly address distributed communication. Issues
such as the user interface need to be looked at separately and are of no concern
here.

SensorDevice is an abstract type for all types of medical sensor devices at-
tached to patients. HeartBeatSensor and PressureSensor are two concrete object
types inheriting from the SensorDevice class. The AlertorDevice represents the
device that a patient activates to get medical attention. The ClientControlUnit
is used by sensor devices to send updates and alert messages to the health care
centre server. EncryptionUnit ensures a secure communication channel as well as
providing a non-repudiation service, which will be used when charging patients
for services.
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<<singleThreaded>>
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Fig. 2. UML class diagram of the Server

All patient data are stored in a central database at the health care centre.
All incoming data from patients are logged and appropriate updates are made
to the central database. ServerControlUnit is the main co-ordinator class on the
server side. This type is responsible for communicating information between the
patients and the health care centre, and its capable of servicing several patients
simultaneously. In order to obtain this parallelism, it uses a multi-threading
technique. The DBThreadPool represents a fixed-size collection of DBDriverThread
objects, which it manages. For each time that the ServerControlUnit receives
a message from a patient it asks the DBThreadPool object to provide a free
DBDriverThread, to which it delegates the task of processing the message. The
delegated DBDriverThread object makes any required amendments to the cen-
tral database and sends back any messages through the ServerControlUnit.
Upon completion of a task the DBDriverThread object reports back to the
DBThreadPool objects and is deemed free once again. In the case of having no free
DBDriverThread objects the ServerControlUnit will store all new incoming mes-
sages in the AccessQueue object. As the DBDriverThread objects start becoming
free again, messages can be dequeued from the AccessQueue object and serviced,
in a first-in-first-out order. In the event of all DBDriverThread object being occu-
pied and the AccessQueue being at full capacity the ServerControlUnit will have
to reject any messages which it receives.

Class diagrams are used to describe the structure and hierarchy in a design,
thus containing static information. Whilst a sequence diagram represents a given
scenario of how instances of classes interact with each other, thus containing dy-
namic information. The sequence diagram in Figure 3 describes the interactions
of a HeartBeatSensor object to update information of a health care centre. Due to



Using Model Checking to Detect Deadlocks in Distributed Object Systems 121

:HeartBeat
Sensor

:Client
ControlUnit

A:Channel B:Channel :Server
ControlUnit

:DBThread
Pool

:DBDriver
Thread

sendUpdate()
sensorUpdate()

sensorUpdate() delegateJob()

dispatch()

softReset()
softReset()softReset()

Fig. 3. Sequence diagram of a routine sensor update

lack of space the EncryptionUnit has not been included in the sequence diagram,
but its exemption does not alter the behaviour.

3 Deadlock in Distributed Object Systems

The source of a deadlock is often a cyclic wait-for relation between commu-
nicating components. The complex communication patterns between software
components and a need to control the way their shared resources are accessed
via methods such as mutual exclusion, gives way to deadlock vulnerabilities. This
coupled with the inherent parallelism present in distributed systems, makes dead-
lock situations a likely and difficult problem to resolve. In fact, the default syn-
chronization primitive and threading policy used in middleware systems, namely
the synchronous request and the single threaded policy, are the most likely com-
bination to bring about deadlock.

The sequence diagram shown in Figure 3 actually results in a deadlock. First
the HeartBeatSensor device sends an update through the ClientControlUnit,
in the form of a synchronous request. Upon arrival on the server-side a
DBDriverThread instance is assigned to deal with this message. Control is not
returned back to the client until the DBDriverThread has finished processing the
request. The DBDriverThread concludes that a soft reset of the sensor device is
required and so it sends the reset command by invoking a synchronous request
to the HeartBeatSensor object. Thus we have a case where the Client is blocked
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waiting for a response from the DBDriverThread and vice versa, thus causing a
deadlock chain. This deadlock is not easily spotted, because as mentioned before
the threading behaviour is determined at a type-level of abstraction and the syn-
chronization behaviour is modelled at an instance level of abstraction. Only the
combined knowledge of the two allows designers to consider the liveness issues.
In order to demonstrate the idea we kept the interaction small. But the reader
should note that such a detection would have been a lot more difficult in a real
world industrial case, where the number of objects involved in an interaction
may be considerably larger.

Deadlocks are inherently difficult to detect due to the large number of factors
affecting the probability of their occurrence. Factors such as varying hardware
resources and a wide range of possible user inputs creates a large number of
scenarios to run an application. The conventional testing approach creates a
test case for each of the likely scenarios in which the application is thought to be
used under. The test cases are then executed and their results are compared with
predefined expected results. Moreover, distributed applications make the task of
testing more difficult by adding new dimensions of complexity. Prime examples
of such complexities are hardware heterogeneity, a lack of global memory and
physical clock and absence of bounds on transmission delays. We argue that
the exponential growth in likely scenarios makes the conventional methods of
testing much less effective and scalable. We argue that model checking provides
a suitable method of overcoming this complexity dilemma as well tackling it with
a rigour and thoroughness that cannot be expected from a human being.

4 Semantics of Stereotypes

A process algebra was chosen to define the semantics of the stereotypes ahead of
alternatives such as denotational and axiomatic models, since it provides a more
powerful mathematical model of concurrency. Process algebra operators offer
direct support for modelling the inherent parallelism in distributed systems.
The syntax allows for hierarchical description of processes, a valuable feature for
compositional reasoning, verification and analysis.

Figure 4 further demonstrates the reasoning behind choosing a process al-
gebra for modelling the semantics of stereotypes. We are specifically referring
to the FSP [9] process algebra. We would like to generate FSP specification
from stereotyped UML models. There are liveness properties which the designer
would like to have in these models such as deadlock safety, which are directly
supported by the liveness properties experessed in FSP.

The CORBA Notification Service [13] uses an architectural element called
an Event Channel which allows messages to be transferred between suppliers
and consumers of events. This service offers added capabilities such as being
able to choose a level of Quality of Service and event filtering at the server-end.
All client/server interactions in Figure 3 are taking place through such Channel
objects. The generated FSP must exactly follow the semantic behaviour of the
synchronization primitives and threading policies as outlined in Section 1.
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Fig. 4. Relation of FSP to design modelling

4.1 Synchronization Primitives

The process algebra model in Figure 5 defines the 〈〈Synchronous〉〉 stereotype
semantic of requests. The Client process engages in an action SendRequest and
does not return until it receives a reply using the ReceiveReply action. By us-
ing relabelling we have synchronized the Client SendRequest with the Channel
ReceiveRequest and the Client ReceiveReply with the Channel SendReply. So by
making the Channel process engage in a SendReply action only after receiving
a reply from the server, we define the 〈〈synchronous〉〉 stereotype.

Client=(SendRequest->ReceiveReply->Client).

Channel=(ReceiveRequest->RelayRequest->ReceiveReply->

SendReply->Channel).

||System=(c:Client || a:Channel)

/{c.SendRequest/a.ReceiveRequest,

c.ReceiveReply/a.SendReply}.

Fig. 5. Process Algebra Definition of Synchronous Stereotype

The process algebra model in Figure 6 defines the 〈〈DeferredSynchronous〉〉
stereotype request semantic. The Client process invokes a request by engaging
in action push sendRequest which is synchronized with the push ReceiveReply ac-
tion. The WaitTime constant defines the number of time units that the Client
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process continues executing before blocking to receive any results from the
server. The Client is unblocked when the Channel process engages in action
push sendReply, which is called only when the server returns a result to the
Channel.

const WaitTime=3

range T = 0..WaitTime

Client = (push_SendRequest->Client[0]),

Client[i:T]= if (i<WaitTime) then (execute->Client[i+1])

else (push_ReceiveReply -> Client).

Channel=(push_ReceiveRequest->push_SendRequest->push_ReceiveReply->

push_SendReply->Channel).

||System=(c:Client || a:Channel)

/{c.push_SendRequest/a.push_ReceiveRequest,

c.push_ReceiveReply/a.push_SendReply}.

Fig. 6. Process Algebra Definition of the Deferred Synchronous Stereotype

4.2 Threading Policies

The FSP representation in Figure 7 defines the semantics of a server that uses
a thread pool policy to handle multiple concurrent requests. The total number
of slave threads and queue slots are specified as constants at the beginning. The
server-side is composed of four processes, representing the slave thread, thread
pool, queue and the server. The processes have synchronization points where
they share the same action name. The Server process uses two variables to keep
track of the current size of the queue and the number of threads currently in
use. The server ReceiveRequest action indicates the arrival of a client request, if
there are any available threads the synchronised action getFreeThread is taken
which starts the ThreadPool process. This further causes the Thread process to
be initiated using the shared delegateTask action. Once the request has been
serviced the responsible Thread process engages in a ReceiveReply action which
is shared with the Channel process, causing the results to be sent back to the
client. If the number of used has reached the maximum the server attempts to
add the message to the queue. This addToQueue succeeds if there are free queue
slots left, otherwise the message is being rejected.

5 Generating FSP Models from UML Diagrams

We have identified a fixed number of synchronization primitives and threading
policies used in mainstream object-oriented middleware systems. From these we
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const PoolSize=16

const QueueSize = 10

range T=0..PoolSize

range Q=0..QueueSize

Channel=(

push_ReceiveRequest->push_SendRequest->push_ReceiveReply

->push_SendReply->Channel).

Thread=(delegateTask->taskExecuted->push_ReceiveReply->Thread).

ThreadPool = ThreadPool[0],

ThreadPool[i:T] = if (i<PoolSize) then

(getFreeThread->delegateTask->ThreadPool[i+1]

| taskExecuted -> ThreadPool[i-1])

else (noFreeThreads -> ThreadPool[i]).

Queue = Queue[0],

Queue[j:Q] = if (j<QueueSize) then (

inspectQueue-> if(j>0) then (dequeueMessage-> Queue[j-1]

| addToQueue[j] -> Queue[j+1])

else (addToQueue[j] -> Queue[j+1]))

else (rejectMessage -> Queue[j]).

Server = Server[0][0],

Server[i:T][j:Q]=(

push_ReceiveRequest->

if (i<PoolSize) then (

getFreeThread-> Server[i+1][j])

else

(noFreeThreads->

if (j<QueueSize) then (addToQueue[j]->Server[i][j+1])

else (rejectMessage-> Server[i][j]))).

||System=(a:Channel||s:Server||s:ThreadPool||s:Thread||s:Queue)

/{a.push_SendRequest/s.push_ReceiveRequest,

a.push_ReceiveReply/s.push_SendReply}.

Fig. 7. Semantics Definition of ThreadPool Stereotype

obtain a fixed number of combinations in which they can be formed. We have
defined the FSP specification for the semantics of each synchronization primitive
and threading policy as demonstrated in section 4. The CASE tool will take as
input, UML models enriched with stereotypes and translate them into a FSP
specification. In order to achieve this we have to absorb information from two
levels of abstraction, namely the type level and the instance level. The threading
behaviour are specified in class diagrams with the aid of stereotypes whereas the
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synchronization behaviour is modelled in the interaction diagrams. The interac-
tion between clients and server objects will involve a combination of synchroniza-
tion primitives and threading policies. Thus the corresponding FSP specification
will need to be formed from combining specification of a specific synchroniza-
tion primitive with that of a threading policy. For example the FSP specification
for the interaction between the Channel object A and the ServerControlUnit ob-
ject in Figure 3 is formed by combining the specification in Figures 5 and 7.
XMI [14] will be used as the intermediate form, for the transition of input UML
models into FSP specification. Research implementations for the UML to XMI
transition [12] are well under progress and will benefit us.

6 Detecting Deadlocks by Model Checking

Once we have derived the FSP specification, we can use a model checker to do
an exhaustive search for deadlocks. The Labelled Transition System Analysis
tool that is available for FSP performs a compositional reachability analysis [2]
in order to compute the complete state space of the model. This tool operates
by mapping the specification into a Labelled Transition System [11]. A deadlock
is detected by looking for states with ingoing but no outgoing transitions.

In the case of a deadlock detected, the LTSA will provide us with a trace of
actions leading to the deadlock. From this trace we can single out the starting and
ending link in the deadlock chain. In FSP terminology these links are processes
and within each process we can find the actual action statement leading to
deadlock. Figure 8 shows the output produced by the LTSA when processing the
FSP specification of the example we have been discussing through out this paper.
This FSP specification is formed by combining the specifications in Figures 5
and 7. As you can see the composition time is fairly quick, however the state
space of the output is very large and its rate of growth is well above a linear
relationship.

State Space:

4 * 4 * 4 * 385 * 33 * 9 * 21 * 3 = 461039040

Composing

potential DEADLOCK

States Composed: 10 Transitions: 9 in 10ms

Fig. 8. Output of the LTSA for the discussed example

7 Related Work

Process algebra representations, such as CSP [8], CCS [10], the π-calculus [11] or
FSP [9] can be used to model the concurrent behaviour of a distributed system.
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Tools, such as the Concurrency workbench [3] or the Labelled Transition System
Analyzer available for FSP can be used to check these models for violations of
liveness or safety properties. The problem with both these formalisms and tools
is, however, that they are difficult to use for the practitioner and that they are
general purpose tools that do not provide built-in support for the synchronization
and activation primitives that current object middleware supports.

Many architecture description languages support the explicit modelling of
the synchronization behaviour of connectors by means of which components
communicate [15]. Wright [1], for example uses CSP for this purpose. A main
contribution of [4] is the observation that connectors are most often implemented
using middleware primitives. In our work, we exploit the fact that every middle-
ware only supports a very limited set of connectors, which can be provided to
practitioners as stereotypes that are very easy to use.

In [7] CCS is used to define the semantics of CORBA’s asynchronous messag-
ing. The paper however, fails to realize that the synchronization behaviour alone
is insufficient for model checking as deadlocks can be introduced and resolved
by the different threading policies that the object adapters support.
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Abstract. This paper presents a framework that lets a component de-
veloper provide a component user with different kinds of information,
depending on the specific context and needs. The framework is based on
presenting this information in the form of metadata. Metadata describe
static and dynamic aspects of the component, can be accessed by the
user, and can be used for different tasks throughout the software engi-
neering lifecycle. The framework is defined in a general way, so that the
metadata can be easily extended if new types of data have to be pro-
vided. In our approach, we define a unique format and a unique tag for
each kind of metadata provided. The tag lets the user of the component
both treat the information provided as metadata in the correct way and
query for a specific piece of information. We motivate the untapped po-
tential of component metadata by showing the need for metadata in the
context of testing and analysis of distributed component-based systems,
and introduce our framework with the help of an example. We sketch
a possible scenario consisting of an application developer who wants to
perform two different software engineering tasks on her application: gen-
erating self-checking code and program slicing.

Keywords: Components, component-based systems, distributed com-
ponents, metadata.

1 Introduction

In recent years, component-based software technologies have been increasingly
considered as necessary for creating, testing, and maintaining the vastly more
complex software of the future. Components have the potential to lower the de-
velopment effort, speed up the development process, leverage other developers’
efforts, and decrease maintenance costs. Unfortunately, despite their compelling
potential, software components have yet to show their full promise as a software
engineering solution, and are in fact making some problems more difficult. The
presence of externally-developed components within a system introduces new
challenges for software-engineering activities. Researchers have reported many
problems with the use of software components, including difficulty in locating
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the code responsible for given program behaviors [4], hidden dependences among
components [4,5], hidden interfaces that raise security concerns[12,17], reduced
testability [18], and difficulties in program understanding [4]. The use of com-
ponents in a distributed environment makes all the above problems even more
difficult, due to the nature of distributed systems. In fact, distributed systems (1)
generally use a middleware, which complicates the interactions among compo-
nents, and (2) involve components that have a higher inherent complexity (e.g.,
components in e-commerce applications that embody complex business logic and
are not just simple GUI buttons).

Several of the above problems are due to the lack of information about com-
ponents that are not internally developed. Consider an application developer
who wishes to use a particular component by incorporating it into her applica-
tion, either by using it remotely over a network or by interacting with it through
middleware such as CORBA [6]. The application developer typically has only
primary interface information supporting the invocation of component functions.
In particular, she has no source code, no reliability or safety information, no in-
formation related to validation, no information about dependences that could
help her evaluate impacts of the change, and possibly not even full disclosure of
interfaces and aspects of component behavior. When the task to be performed
is the integration of the component, information about the component interface
and its customizable properties can be all that is needed. Other software en-
gineering tasks, however, require additional information to be performed on a
component-based system.

In this paper, we present a framework that lets the component developer pro-
vide the component user with different kinds of information, depending on the
specific context and needs. The framework is based on presenting this informa-
tion in the form of metadata. Metadata describe static and dynamic aspects of
the component, can be accessed by the user, and can be used for different tasks.
The idea of providing additional data together with a component is not new: It
is a common feature of many existing component models, albeit a feature that
provides relatively limited functionality. In fact, the solutions provided so far by
existing component models are tailored to a specific kind of information and lack
generality. To date, no one has explored metadata as a general mechanism for
aiding software engineering tasks, such as analysis and testing, in the presence
of components.

The framework that we propose is defined in a general way, so that the
metadata can be easily extended to support new types of data. In our approach,
we define a unique format and a unique tag for each kind of metadata provided.
The tag lets the user of the component both treat the information provided as
metadata in the correct way and query for a specific piece of information. Because
the size and complexity of common component-based software applications are
constantly growing, there is an actual need for automated tools to develop,
integrate, analyze, and test such applications. Several aspects of the framework
that we propose can be easily automated through tools. Due to the way the
metadata are defined, tools can be implemented that support both the developer
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who has to associate some metadata with his component and the user who wants
to retrieve the metadata for a component she is integrating into her system.

We show the need for metadata in the context of analysis and testing of
distributed component-based systems, and introduce our framework with the
help of an example. We sketch a possible scenario consisting of an application
developer who wants to perform two different software engineering tasks on her
application. The first task is in the context of self-checking code. In this case,
the metadata needed to accomplish the task consist of pre-conditions and post-
conditions for the different functions provided by the component, and invariants
for the component itself. This information is used to implement a checking mech-
anism for calls to the component. The second task is related to slicing. In this
case, the metadata that the developer needs to perform the analysis consist
of summary information for the component’s functions. Summary information
is used to improve the precision of the slices involving one or more calls to the
component, which would otherwise be computed making worst-case assumptions
about the behavior of the functions invoked.

The rest of the paper is organized as follows. Section 2 provides some back-
ground on components and component-based applications. Section 3 presents the
motivating example. Section 4 introduces the metadata framework and shows
two possible uses of metadata. Section 5 illustrates a possible implementation
of the framework for metadata. Finally, Section 6 draws some conclusions and
sketches future research directions.

2 Background

This section provides a definition of the terms “component” and “component-
based system,” introduces the main technologies supporting component-based
programming, and illustrates the different roles played by developers and users
of components.

2.1 Components

Although there is broad agreement on the meaning of the terms “component”
and “component-based” systems, different authors have used different interpre-
tations of these terms. Therefore, we still lack a unique and precise definition
of a component. Brown and Wallnau [2], define a component as “a replaceable
software unit with a set of contractually-specified interfaces and explicit context
dependences only.” Lewis [10] defines a component-based system as “a soft-
ware system composed primarily of components: modules that encapsulate both
data and functionality and are configurable through parameters at run-time.”
Szyperski [16] says, in a more general way, that “components are binary units
of independent production, acquisition, and deployment that interact to form a
functioning system.”

In this paper, we view a component as a system or a subsystem developed
by one organization and deployed by one or more other organizations, possibly
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in different application domains. A component is open (i.e., it can be either
extended or combined with other components) and closed (i.e., it can be con-
sidered and treated as a stand-alone entity) at the same time. According to this
definition, several examples of components can be provided: a class or a set of
cooperating classes with a clearly-defined interface; a library of functions in any
procedural language; and an application providing an API such that its features
can be accessed by external applications. In our view, a component-based system
consists of three parts: the user application, the components, and the infrastruc-
ture (often called middleware) that provides communication channels between
the user application and the components. The user application communicates
with components through their interfaces. The communication infrastructure
maps the interfaces of the user application to the interfaces of the components.

2.2 Component Technologies

Researchers have been investigating the use of components and component-based
systems for a number of years. McIlroy first introduced the idea of components
as a solution to the software crisis in 1968 [13]. Although the idea of compo-
nents has been around for some time, only in the last few years has component
technology become mature enough to be effectively used. Today, several compo-
nent models, component frameworks, middleware, design tools, and composition
tools are available, which allow for successful exploitation of the component
technology, and support true component-based development to build real-world
applications.

The most widespread standards available today for component models are
the CORBA Component Model [6], COM+ and ActiveX [3], and Enterprise
JavaBeans [7]. The CORBA Component Model, developed by the Object Man-
agement Group, is a server-side standard that lets developers build applications
out of components written in different languages, running on different platforms,
and in a distributed environment. COM+, OLE, and ActiveX, developed by Mi-
crosoft, provide a binary standard that can be used to define distributed com-
ponents in terms of the interface they provide. The Enterprise JavaBeans tech-
nology, created by Sun Microsystems, is a server-side component architecture
that enables rapid development of versatile, reusable, and portable applications,
whose business logic is implemented by JavaBeans components [1]. Although the
example used in this paper is written in Java and uses JavaBeans components,
the approach that we propose is not constrained by any specific component
model and can be applied to any of the above three standards.

2.3 Separation of Concerns

The issues that arise in the context of component-based systems can be viewed
from two perspectives: the component developer perspective and the component
user (application developer)1 perspective. These two actors have different knowl-
1 Throughout the remainder of the paper, we use “component user” and “application
developer” interchangeably.
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edge, understanding, and visibility of the component. The component developer
knows about the implementation details, and sees the component as a white box.
The component user, who integrates one or more components to build a com-
plete application, is typically unaware of the component internals and treats it
as a black box. Consequently, developers and users of a component have different
needs and expectations, and are concerned with different problems.

The component developer implements a component that could be used in
several, possibly unpredictable, contexts. Therefore, he has to provide enough
information to make the component usable as widely as possible. In particular,
the following information could be either needed or required by a generic user
of a component:

Information to evaluate the component: for example, information on
static and dynamic metrics computed on the components, such as cyclo-
matic complexity and coverage level achieved during testing.

Information to deploy the component: for example, additional informa-
tion on the interface of the component, such as pre-conditions, post-
conditions, and invariants.

Information to test and debug the component: for example, a finite
state machine representation of the component, regression test suites to-
gether with coverage data, and information about dependences between in-
puts and outputs.

Information to analyze the component: for example, summary data-flow
information, control-flow graph representations of part of the component,
and control-dependence information.

Information on how to customize or extend the component: for exam-
ple, a list of the properties of the component, a set of constraints on their
values, and the methods to be used to modify them.

Most of the above information could be computed if the component source
code were available. Unfortunately, this is seldom the case when a component is
provided by a third party. Typically, the component developer does not want to
disclose too many details about his component. The source code is an example
of a kind of information that the component developer does not want to provide.
Other possible examples are the number of defects found in the previous releases
of the component or the algorithmic details of the component functionality.
Metadata lets the component developer provide only the information he wants
to provide, so that the component user can accomplish the task(s) that she wants
to perform without having knowledges about the component that are supposed
to be private.

To exploit the presence of metadata, the component user needs a way of
knowing what kind of additional information is packaged with a given compo-
nent and a means of querying for a specific piece of information. The type of
information required may vary depending on the specific needs of the compo-
nent user. She may need to verify that a given component satisfies reliability or
safety requirements for the application, to know the impact of the substitution
of a component with a newer version of the same component, or to trace a given
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execution for security purposes. The need for different information in different
contexts calls for a generic way of providing and retrieving such information.

Whereas it is obvious that a component user may require the above infor-
mation, it is less obvious why a component developer would wish to put effort
into computing and providing it. From the component developer’s point of view,
however, the ability to provide this kind of information may make the difference
in determining whether the component is or can be selected by a component user
who is developing an application, and thus, whether the component is viable as
a product. Moreover, in some cases, provision of answers may even be required
by standards organizations — for instance, where safety critical software is con-
cerned. In such cases, the motivation for the component developer may be as
compelling as the motivation for the component user.

3 Motivating Example

In this section, we introduce the example that will be used in the rest of the
paper to motivate the need for metadata and to show a possible use of this kind
of information.

database
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n

...
BankingAccount

Component(s)

public class BankingAccount {
...
BankingAccount(String code) {...}
...
public void open()

throws CantOpenException,
InvalidPINException {...}

public float getBalance() {...}
public float withdraw(float amount) {...}
public float deposit(float amount) {...}
public float moveFunds(BankingAccount dest,

float amount) {...}
};

(a) (b)

Fig. 1. (a) High-level view of the application. (b) Interface of the Banking-
Account component

The example consists of part of a distributed application for remote banking.
The application uses one or more instances of an externally-developed compo-
nent to access a remote database containing the account-related information.
Figure 1(a) provides a high-level view of the application, to show the interaction
between the user code and the component(s). Figure 1(b) shows the subset of the
BankingAccount component interface used by the application. We assume the
common situation in which the component user is provided with the interface of
the component together with some kind of user documentation.

Figure 2 shows a fragment of the application code. The code is part of a
method whose semantics is to move a given amount of money from a checking
account to a savings account. The first two parameters of the method are two
strings containing the codes of the checking account and of the savings account,
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...

public boolean checkingToSavings(String cAccountCode,

String sAccountCode,

float amount) {

1. BankingAccount checking(cAccountCode);

2. BankingAccount saving(sAccountCode);

3. float balance, total;

...

4. checking.open();

5. saving.open();

...

6. balance = checking.moveFunds(saving, amount);

...

7. total = balance + additionalFunds;

...

}

...

Fig. 2. Fragment of the application code

respectively. The third parameter is a number representing the amount of the
funds to be moved. Note that, for the sake of the presentation, we have simplified
the example to make it smaller, self contained, and more understandable.

4 Metadata

When integrating an externally-developed component into a system, we may
need to perform a set of tasks including, among possible others, the gathering
of third-party certification information about the component, analyses and test-
ing of the system, and assessment of some quality of the resulting application.
These tasks require more than the mere binary code together with some high
level description of the component’s features. Unfortunately, the source code for
the component is generally unavailable, and so is a formal specification of the
component. Moreover, we are not simply interested in having a specific kind of
information about the component, as a specification would be, but rather we
need a way of providing different kinds of information depending on the context.
This is the idea behind the concept of metadata: to define an infrastructure
that lets the component developer (respectively, user) add to (respectively, re-
trieve from) the component the different types of data that are needed in a
given context or for a given task. Obviously, metadata can also be produced for
internally-developed components, so that all the components that are used to
build an application can be handled in an homogeneous way.

This notion of providing metadata with software components is highly re-
lated to what electrical engineers do with hardware components: just as a re-
sistor is not useful without its essential characteristic such as resistance value,
tolerance, and packaging, so a software component needs to provide some infor-
mation about itself to be usable in different context. The more metadata that
are available from or about a component, the fewer will be the restrictions on
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tasks that can be performed by the component user, such as applicable program
analysis techniques, model checking, or simulation. In this sense, the availabil-
ity of metadata for a component can be perceived as a “quality mark” by an
application developer who is selecting the components to deploy in her system.

Metadata range from finite-state-machine models of the component, to QoS2-
related information, to plain documentation. In fact, any software engineering
artifact can be a metadatum for a given component, as long as (1) the component
developer is involved in its production, (2) it is packaged with the component in
a standard way, and (3) it is processable by automated development tools and
environments (including possibly visual presentation to human users).

As stated in the Introduction, the idea of providing additional data — in the
form of either metadata or metamethods returning the metadata — together
with a component is not new. The properties associated with a JavaBean [1]
component are a form of metadata used to customize the component within
an application. The BeanInfo object associated with a JavaBean component
encapsulates additional kinds of metadata about the component, including the
component name, a textual description of its functionality, textual descriptions
of its properties, and so on. Analogously, the interface IUnknown for a DCOM [3]
component permits obtaining information (i.e., metadata) about the component
interfaces. Additional examples of metadata and metamethods can be found in
other component models and in the literature [14,20,8]. Although these solutions
to the problem of how to provide additional data about a component are good
for the specific issues they address, they lack generality. Metadata are typically
used, in existing component models, only to provide generic usage information
about a component (e.g., the name of its class, the names of its methods, the
types of its methods’ parameters) or appearance information about GUI com-
ponents (e.g., its background and foreground colors, its size, its font if it’s a text
component). To date, no one has explored metadata as a general mechanism for
aiding software engineering tasks, such as analysis and testing, in the presence
of components.

To show a possible situation where metadata are needed, let us assume that
the component user that we met in Section 3 had to perform two different soft-
ware engineering tasks on her application: implementation of a run-time checking
mechanism and program slicing. We refer to the system in Figures 1 and 2 to
illustrate the two tasks.

4.1 Self-checking Code

Suppose that the component user is concerned with the robustness of the ap-
plication she is building. One way to make the system robust is to implement a
run-time checking mechanism for the application [9,15]. A run-time check mech-
anism is responsible for (1) checking the inputs of each call prior to the actual
invocation of the corresponding method, (2) checking the outputs of each call
2 Quality of Service
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after the execution of the corresponding method, and (3) suitably reacting in
case of problems.

It is worth noting that these checks are needed even in the presence of an
assertion-based mechanism in the externally-developed component. For example,
the violation of an assertion could imply the termination of the program, which
is a situation that we want to avoid if we are concerned with the robustness
of our application. Moreover, according to the design-by-contract paradigm, a
client should be responsible for satisfying the method pre-condition prior to the
invocation of such method.

public class BankingAccount {
//@ invariant ( ((balance > 0) || (status == OVERDRAWN)) && \
//@ ((timeout < LIMIT) || (logged == false)) );

public void open() throws CantOpenException,
InvalidPINException {

//@ pre (true);
//@ post (logged == true)

}

public float getBalance() {
//@ pre (logged == true);
//@ post ( ((return == balance ) && (balance >= 0)) || \
//@ (return == -1.0) );

}

public float withdraw(float amount) {
//@ pre ( (logged == true) && \
//@ (amount < balance) );
//@ post ( (return == balance’ ) && \\
//@ (balance’ == balance - amount) );

}

public float deposit(float amount) {
//@ pre (logged == true);
//@ post ( (return == balance’ ) && \\
//@ (balance’ == balance + amount) );

}

public float moveFunds(BankingAccount destination, float amount) {
//@ pre ( (logged == true) && \
//@ ((amount < 1000.0) || (userType == ADMINISTRATOR)) && \
//@ (amount < balance) );
//@ post ( (return == balance’ ) && \
//@ (balance’ == balance - amount) );

}
};

Fig. 3. Fragment of the component code

The run-time checks on the inputs and outputs are performed by means
of checking code embedded in the application. This code can be automatically
generated by a tool starting from a set of pre-conditions, post-conditions, and
invariants compliant with a given syntax understood by the tool. As an alter-
native, the checking code can be written by the application developer starting
from the same conditions and invariants. A precise description of the way con-
ditions and invariants can be either automatically used by a tool or manually
used by a programmer is beyond the scope of this paper. Also, we do not dis-
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cuss the possible ways conditions and invariants can be available, either directly
provided by the programmer or automatically derived from some specification.
The interested reader can refer to References [9] and [15] for details.

The point here is that, if the application developer wants to implement such
a mechanism, she needs pre- and post-conditions for each method that has to
be checked, together with invariants. This is generally not a problem for the
internally-developed code, but is a major issue in the presence of externally-
developed components. The checking code for the calls to the external component
cannot be produced unless that external component provides the information
that is needed. Referring to the example in Figure 1, what we need is for the
BankingAccount component to provide metadata consisting of an invariant for
the component, together with pre- and post-conditions for each interface method.

Figure 3 provides, as an example, a possible set of metadata for the com-
ponent BankingAccount.3 The availability of these data to the the component
user would let her implement the run-time checks described above also for the
calls to the externally-developed component. The task would thus be accom-
plished without any need for either the source code of the component or any
other additional information about it.

4.2 Program Slicing

Program slicing is an analysis technique with many applications to software
engineering, such as debugging, program understanding, and testing. Given a
program P , a program slice for P with respect to a variable v and a program
point p is the set of statements of P that might affect the value of v at p. The
pair < p, v > is known as a slicing criterion. A slice with respect to < p, v > is
usually evaluated by analyzing the program, starting from v at p, and computing
a transitive closure of the data and control dependences.

To compute the transitive closure of the data and control dependences, we
use a slicing algorithm that performs a backward traversal of the program along
control-flow paths from the slicing criterion [11]. The algorithm first adds the
statement in the slicing criterion to the slice and adds the variable in the slicing
criterion to the, initially empty, set of relevant variables. As the algorithm visits
a statement s in the traversal, it adds s to the slice if s may modify (define) the
value of one of relevant variables v. The algorithm also adds those variables that
are used to compute the value of v at s to the set of relevant variables. If the
algorithm can determine that s definitely changes v, it can remove v from the
relevant variables because no other statement that defines v can affect the value
of v at this point in the program. The algorithm continues this traversal until
the set of relevant variables is empty.

Referring to Figure 2, suppose that the application developer wants to com-
pute a slice for her application with respect to the slicing criterion< total, 7 >. 4

3 For sake of brevity, when the value of a variable V does not change, we do not show
the condition “V’ = V” and simply use V as the final value instead.

4 Also assume that the omitted part of the code are irrelevant to the computation of
the slide.
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By inspecting statement 7, we can see that both balance and additionalFunds
affect the value of total at statement 7. Thus, our traversal searches for state-
ments that may modify balance or additionalFunds along paths containing no
intervening definition of those variables. Because statement 6 defines balance,
we add statement 6 to the slice. We have no information about whether checking
uses its state or its parameters to compute the return value of balance. Thus,
we must assume, for safety, that checking, saving, and amount can affect the
return value, and include them in the set of relevant variables. Because balance
is definitely modified at statement 6, we can remove it from the set of relevant
variables. At this point, the slice contains statements 6 and 7, and the relevant
variables set contains amount, checking, and saving.

When the traversal processes statement 5, it adds it to the slice but it
cannot remove saving from the set of relevant variables because it cannot
determine whether saving is definitely modified. Likewise, when the traver-
sal reaches statement 4, it adds it to the slice but does not remove checking.
Because the set of relevant variables contains both checking and saving, state-
ments 1 and 2 are added to the slice and cAccountCode and sAccountCode are
added to the set of relevant variables. When the traversal reaches the entry to
checkingToSavings, traversal must continue along calls to this method search-
ing for definitions of all parameters. The resulting slice contains all statements
in method checkingToSavings.

There are several sources of imprecision in the slicing results that could be
improved if some metadata had been available with the component. When the
traversal reached statement 6 — the first call to the component — it had to
assume that the state of checking and the parameters to checking were used
in the computation of the return value, balance. However, an inspection of
the code for checking.moveFunds shows that saving does not contribute to
the computation of balance. Suppose that we had metadata, provided by the
component developer, that summarized the dependences among the inputs and
outputs of the method.5 We could then use this information to refine the slicing
to remove some of the spurious statements.

Consider again the computation of the slice for slicing criterion < total, 7 >,
but with metadata for the component. When the traversal reaches statement 6, it
uses the metadata to determine that saving does not affect the value of balance,
and thus does not add saving to the set of relevant variables at that point.
Because saving is not in the set of relevant variables when the traversal reaches
statement 5, statement 5 is not added to the slice. Likewise, when the traversal
reaches statement 2, statement 2 is not added to the slice. Moreover, because
saving is not added to the slice, sAccountCode is not added to the set of relevant
variables. When the traversal is complete, the slice contains only statement 1,
3, 4, 6, and 7 instead of all statements in method checkingToSavings. More
importantly, when the traversal continues into callers of the method, it will not
5 We may be able to get this type of information from the interface specifications.
However, this kind of information is rarely provided with a component’s specifica-
tions.
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consider definitions of sAccountCode, which could result in many additional
statements being omitted from the slice. The result is a more precise slice that
could significantly improve the utility of the slice for the application developer’s
task.

5 Implementation of the Metadata Framework

In this section, we show a possible implementation of the metadata framework.
The proposed implementation provides a generic way of adding information to,
and retrieving information from, a component, and is not related to any specific
component model. To implement our framework we need to address two separate
issues: (1) what format to use for the metadata, and (2) how to attach metadata
to the component, so that the component user can query for the kind of metadata
available and retrieve them in a convenient way.

5.1 Format of the Metadata

Choosing a specific format suitable for all the possible kind of metadata is dif-
ficult. As we stated above, we do not want to constrain metadata in any way.
We want to be able to present every possible kind of data — ranging from a
textual specification of a functionality to a binary compressed file containing a
dependence graph for the component or some kind of type information — in the
form of metadata. Therefore, for each kind of metadata, we want to (1) be able
to use the most suitable format, and (2) be consistent, so that the user (or the
tool) using a specific kind of metadata knows how to handle it.

This is very similar to what happens in the Internet with electronic mail
attachment or file downloaded through a browser. This is why we have decided
to rely on the same idea behind MIME (Multi-purpose Internet Mail Extensions)
types. We define a metadata type as a tag composed of two parts: a type and
a subtype, separated by a slash. Just like the MIME type “application/zip”
tells, say, a browser the type of the file downloaded in an unambiguous way, so
the metadata type “analysis/data-dependence” could tell a component user (or
a tool) the kind of metadata retrieved (and how to handle them). The actual
information within the metadata can then be represented in any specific way, as
long as we are consistent (i.e., as long as there is a one-to-one relation between
the format of the information and the type of the metadatum).

By following this scheme, we can define an open set of types that allows for
adding new types and for uniquely identifying the kind of the available data.
A metadatum is thus composed of a header, which contains the tag identifying
its type and subtype, and of a body containing the actual information. We are
currently investigating the use of XML [19] to represent the actual information
within a metadatum. By associating a unique DTD (Document Type Definition)
to each metadata type, we would be able to provide information about the
format of the metadatum body in a standard and general way. We are also
investigating a minimum set of types that can be used to perform traditional
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software engineering tasks, such as testing, analysis, computation of static and
dynamic metrics, and debugging.

5.2 Producing and Consuming Metadata

As for the choice of the metadata format, here also we want to provide a generic
solution that does not constrain the kinds of metadata that we can handle. In
particular, we want to be as flexible as possible with respect to the way a com-
ponent developer can add metadata to his component and a component user
can retrieve this information. This can be accomplished by providing each com-
ponent with two additional methods: one to query about the kinds of metadata
available, and the other to retrieve a specific kind of metadata. The compo-
nent developer would thus be in charge of implementing (manually or through a
tool) these two additional methods in a suitable way. When the component user
wants to perform some task involving one or more externally-developed compo-
nents, she can then determine what kind of additional data she needs, query the
components, and retrieve the appropriate metadata if they are available.

Flexibility can benefit from the fact that metadata do not have to be pro-
vided in a specific way, but can be generated on-demand, stored locally, stored re-
motely, depending on their characteristics (e.g., on their amount, on the complex-
ity involved in their evaluation, on possible dependences from the context that
prevent summarizing them). As an example, consider the case of a dynamically-
downloaded component, provided together with a huge amount of metadata. In
such a situation, it is advisable not to distribute the component and the meta-
data at the same time. The metadata could be either be stored remotely, for
the component to retrieve them when requested to, or be evaluated on demand.
With the proposed solution, the component developer can choose the way of
providing metadata that is most suitable for the kind of metadata that he is
adding to the component. The only constraint is the signature of the methods
invoked to query metadata information and to retrieve a specific metadatum,
which can be easily standardized.

5.3 Metadata for the Example

Referring to the example of Section 3, here we provide some examples of how
the above implementation could be developed in the case of an application built
using JavaBeans components.

We assume that the BankingAccount component contains a set of meta-
data, among which are pre-conditions, post-conditions, and invariants, and data-
dependence information. We also assume that the methods to query the com-
ponent about the available metadata and to retrieve a given metadatum follows
the following syntax:
String[] component-name.getMetadataTags()

Metadata component-name.getMetadata(String tag,String[] params)

When the application developer acquires the component, she queries the com-
ponent about the kind of metadata it can provide by invoking the method
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BankingAccount. getMetadataTags(). Because this query is just an invocation
of a method that returns a list of the tags of the available metadata, this part of
the process can be easily automated and performed by a tool (e.g., an extension
of the JavaBeans BeanBox). If the tags of the metadata needed for the tasks
to be performed (e.g., analysis/data-dependency and selfcheck/contract)
are in the list, then the component user can retrieve them. She can retrieve the
invariant for the component by executing
BankingAccount.getMetadata("selfcheck/contract", params),

where params is an array of strings containing only the string “invariant,” and
obtain the post-condition for getBalance by executing
BankingAccount.getMetadata("selfcheck/contract", params),

where params is an array of strings containing the two strings “post” and “get-
Balance.” Similar examples could be provided for the retrieving of the other
information to be used for the tasks.

Our intention here is not to provide all the details of a possible implementa-
tion of the framework for a given component model, but rather to give an idea
of how the framework could be implemented in different environments, and how
most of its use can be automated through suitable tools.

6 Conclusion

In this paper, we have motivated the need for various kinds of metadata about
a component that can be exploited by application developers when they use
the component in their applications. These metadata can provide information
to assist with many software engineering tasks in the context of component-
based systems. We focused on testing and analysis of components, and with the
help of an example discussed the use of metadata for two tasks that a component
user might want to perform on her application: generating self-checking code and
program slicing. In the first case, the availability of metadata enabled the task to
be performed, whereas in the second case, it improved the accuracy and therefore
the usefulness of the task being performed. These are just two examples of the
kinds of applications of metadata that we envision for distributed component-
based systems.

We have presented a framework that is defined in a general way, so to allow
for handling different kinds of metadata in different application domains. The
framework is based on (1) the specification of a systematic way of producing and
consuming metadata, and (2) the precise definition of format and contents of the
different kinds of metadata. This approach will ease the automated generation
and use of metadata through tools and enable the use of metadata in different
contexts.

Our future work includes the identification and definition of a standard set
of metadata for the most common software engineering activities, and an actual
implementation of the framework for the JavaBean component model.



Component Metadata for Software Engineering Tasks 143

Acknowledgments

Gregg Rothermel provided suggestions that helped the writing of the paper.
The anonymous reviewers and the workshop discussion supplied helpful com-
ments that improved the presentation. This work was supported in part by NSF
under NYI Award CCR-0096321 and ESS Award CCR-9707792 to Ohio State
University, by funds from the State of Georgia to Georgia Tech through the Ya-
macrawMission, by a grant from Boeing Aerospace Corporation, by the ESPRIT
Project TWO (Test & Warning Office - EP n.28940), by the Italian Ministero
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Abstract. Reproducible testing is one of the effective ways to perform
or repeat a desired test scenario in concurrent systems. This technique
can be naturally applied to distributed environments as well. However,
when it is applied to distributed systems where remote calls are used
as communication facilities, new deadlocks may be introduced when we
incorporate the test control mechanism to the execution of the program
under test. In this paper, we present our work on using static analysis
technique to solve this problem.

Keywords: Distributed Systems, Nondeterminism, Specification-based
Testing, Automata, CORBA

1 Introduction

With the advances of modern computers and computer networks, distributed
concurrent software systems are becoming more and more popular. We are con-
cerned about the quality of these systems just as we are for sequential ones.
Testing is still our primary device to determine the correctness of a software sys-
tem nowadays. However, testing a distributed concurrent system is very often
much harder than testing a sequential one, mainly due to the nondeterminism
involved. Unlike traditional sequential systems, a given input sequence to the
system may have several different execution paths depending on the interactions
among different threads and/or different processes possibly running on different
machines across the network.

Some research work has been done in the past to deal with the nondeter-
minism in testing concurrent systems [9,4,3,1,11,10,8,6,7]. Generally, there are
two basic approaches. One is to execute the program many times with the same
input and then examine the result. For example, Itoh et al. [7] have developed
a method, together with some related monitoring tools, to measure the cover-
age with regard to k-tuples of concurrency statements in source code written
by C. In another approach, for a given input, some additional information such
as partial or total order of some statements in the program will be provided
and the program is forced somehow to take certain execution path based on the
additional information. Then the external observations are compared with the
desired ones. However, forcing a concurrent system to take a particular execution
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path manually during the testing may be fairly difficult and tedious. Some kind
of automated control mechanism is needed to help testers to accomplish that.
For example, people have developed various techniques for replay control [9,3]
and reproducible testing [11,10,2].

In replay control techniques, we record during the first run, the internal
choices among the nondeterministic behavior and then re-run it with the same
inputs together with some control mechanism to force the program to run with
the same choices. Replay control techniques are especially important for regres-
sion testing. Reproducible testing differs from replay control mainly in that the
controlled execution sequence can either come from the record of the previous
run or from other sources, e.g. requirement documents, design documents or even
the program code. A possible combination of these two approaches is proposed
in [4], as a specification-based methodology for testing concurrent programs.

In general, forcing a concurrent system to take a particular execution path
is very useful, especially for debugging. To achieve that effectively, two closely
related components are needed.

– Firstly, some kind of test control mechanism needs to be integrated into
the system during the test. The test control mechanism will interact with
the Program Under Test (PUT) and force the system to take the desired
execution path based on the given input and some additional information.
The control is done by artificially blocking some threads/processes at cer-
tain points and letting other threads/processes proceed. The execution of
the PUT is augmented by additional communications between the control
mechanism and all the threads in the PUT. Each thread communicates with
such control mechanism whenever it has to coordinate with other threads in
its own process (via monitors etc.) or in other processes (via remote method
calls, etc). This communication can be introduced in several ways, either
via automatic code insertion or by altering the execution of the underlying
execution environment (such as Java Virtual Machine for java programs).
Here we consider the former approach, as discussed in [10,2,3,4]. With the
added communication, a controller is able to decide whether a thread should
proceed, wait for other threads, or resume from waiting state, based on the
overall concurrency constraint for the system and the current status infor-
mation of other threads.

– Secondly, for a given input, there should be some way to get the additional in-
formation to identify the desired execution path, such as when and where to
block which threads/processes during the system execution. Usually, the non-
determinism for concurrent systems are caused by synchronization among
different threads and processes, hence, as discussed in [9,4,3,1,11,10,7], the
additional information is about the order of the threads and processes at
the synchronization points. The test control mechanisms very often just
block certain threads/processes at these points. In the following, we consider
the additional information (called test constraint) as happen-before relation
among synchronization events [3], i.e. accesses to shared objects.
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For most of the network applications, a distributed system can be considered
as a set of processes executed simultaneously, possibly on different machines.
As we know, communications among processes can be realized via Common
Object Request Broker Architecture (CORBA), Distributed Component Object
Model (DCOM), Remote Method Invocation (RMI), stream sockets, (virtual)
distributed shared memory, etc. When middleware layers like CORBA, DCOM,
Java RMI etc. are used, we can actually consider remote procedural/method
calls virtually as local calls. As a consequence, we can uniquely determine the
external behavior of the system with given input by the orders of the accesses to
shared objects. Thus, lots of discussions on testing concurrent systems in certain
sense can be applied to distributed systems.

However, there are some new issues unique to testing distributed systems. One
of the prominent problems is that the soundness of a test control mechanism
may depend on the underlying implementation of process communications in
the distributed architecture. As we know, when a process makes a remote call1,
an implicit separate thread on the server site may be used to handle it. How
these implicit threads are managed depends on various thread models that may
be used in the underlying implementations of process communications in the
middleware layer. The concurrent threads on the server site for the remote calls
usually are limited. With only limited threads available, remote calls will become
the contention resources and thus, new deadlocks may be introduced when we
execute a system under the control mechanism.

To avoid introducing new deadlocks, the order of remote calls needs to be
coordinated together with the order of synchronization events. In this paper, we
present our work on using a static analysis technique to provide a test control
strategy that controls the order of both synchronization events and remote calls.
In doing so, an abstract model of the possible behavior of the system, called
test model, is constructed in terms of finite automata, according to the given
test constraint and the thread model used in the underlying implementation of
process communications. This test model is then used in the test control proce-
dure to help the test controller to avoid deadlock. In this way, we can guarantee
that the execution will never get into a deadlock state, provided that the given
system itself does not contain any deadlock under the given test constraint.

In our experiment on specification-based distributed system testing, a pro-
totype of an automated test control toolkit is developed to help users to realize
some particular execution paths desired. A system under testing that we consider
consists of a set of processes communicating through CORBA. Each process con-
tains one or more Java threads. The solution introduced in this paper is used in
our prototype implementation.

The rest of the paper is organized as follows. In Section 2, we give some
detailed explanation on the possible deadlock problem due to the thread models
used in the distributed architecture for process communications. This is ex-
emplified by some possible implementations of the process communications in
1 Here we use remote calls for both remote procedure calls and remote method calls
(as in CORBA, RMI, etc.).
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CORBA middleware. In Section 3, we present our technique on how to statically
construct a test model, according to given test constraint and thread model. In
Section 4, we will explain how to use the constructed test model to control a
test procedure in order to avoid introducing new deadlocks. The last section is
dedicated to conclusions and some final remarks.

2 Thread Models and Testing

In this section, we use CORBA middleware as an example to show the deadlock
problem introduced by incorporating test control mechanism into the PUT.

As we mentioned above, a remote call may be handled by an implicit separate
thread on the server side. Using CORBA middleware, there are a few underlying
thread models to realize this. Typically, we have

– thread-per-request: Each time a remote call request arrives, a separate thread
is created to handle it.

– pool of threads: A pool of threads is created to handle incoming remote call
requests. The size of the pool is fixed.

– thread-per-object: One thread is created per remote object. Each of these
threads accepts remote calls on one object only.

Although default thread model is used in the Object Request Broker (ORB),
CORBA users are allowed to choose their own preferred model and modify the
related part of the implementation.

Now we show a scenario when the test control introduces new deadlocks into
the execution of the PUT.

Assume that we have defined a remote object o with which clients can call
remote method m on it. The execution of m involves the access to a shared
object r. Now, two clients c1 and c2 may call o.m in arbitrary order. As we
mentioned in the Introduction, a test constraint is expressed as a happen-before
relation on synchronization events. In the test constraint, we require that we
want to see an execution path in which client c1 accesses shared object r before
client c2 does. In the real execution, client c2 may call o.m and reach the point to
access r before c1 does. The traditional way to handle this is to let o communicate
with the test controller for permission to access r. In the case that c2’s request
to access r arrives first, the test controller will delay its response until it knows
that c1’s access to r is completed. Assume that thread-per-object model is used.
In the above case, while c2’s execution to access r is suspended, waiting for
the completion of c1’s access to r, c1’s access to r will never starts because
remote object o is currently used for c2 so c1’s remote call for m is suspended
waiting for the completion of c2’s execution of m. So far the system gets into a
deadlock state. Such a deadlock state is obviously introduced by our test control
mechanism.

The solution used in our work is to control the order of remote calls together
with the order of synchronization events given in the test constraint. In other
words, the extended PUT should communicate with its controller not only for
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synchronization events, but also for any remote calls. In the above example, the
test controller should block c2’s remote method call, so that c1’s execution of m
can be started first.

With this treatment, upon receipt of a request from a process to make a
remote call, the test controller will decide whether the permission should be
granted, taking into account both the current execution status and the underly-
ing thread model adopted, in order to avoid leading the execution into a deadlock
state. Having difficulty in finding a suitable algorithm for the test control in this
regard, we propose a static analysis technique to be incorporated into the dy-
namic testing. We obtain an abstract test model from the given test constraint
and the thread model used in the underlying implementation of process commu-
nications. The test model is given in terms of finite automata. It is constructed
in such a way that it contains only those states from where there always ex-
ists at least one path to complete the test procedure. The test controller uses
this statically obtained model to make its decision on whether or not to grant
permission to a request for remote call or for accessing shared objects.

source
program constraint 

test

code insertion

test controllers

test data

test model
construction

test model

control

extended
source

program

testing PUT

test report

thread model

Fig. 1. Test control structure

Figure 1 illustrates part of the structure of our test control method for re-
producible testing in distributed systems. A test constraint expresses the order
of some synchronization events that we want to observe in a test scenario. Ac-
cording to given test constraint and the underlying thread model of process
communications, we construct a test model. The constructed test model is used
by test controller to control the execution of the PUT. In order to coordinate
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with the test controller, the PUT should be slightly extended, augmenting the
communications with the test controller during the execution.

In the following, we give detailed explanation on the constructions of test
models. Without loss of generality, we present the rest part of the work only for
those PUTs that follow the object oriented programming paradigm.

3 Test Model

We have mentioned before, that the underlying CORBA implementation of pro-
cess communications can be user defined. Apparently, if for each request it is
guaranteed that a separate thread on the server site for remote calls will be
available to handle the request, then the implicit threads used on the server
site will not be part of the contention resource. As a direct consequence, we do
not have the above-mentioned problem if thread-per-request model is used. In
the following, we consider pool of threads model and thread-per-object model. If
pool of threads model is adopted, where the limit of the number of threads in a
pool for process p is n, the controller will dynamically decide which (maximum
n) remote calls should be allowed at each moment to be executed within p. If
thread-per-object model is adopted, the controller will decide for each remote
object, which remote call should be allowed at each moment to be executed.

3.1 Events and Test Constraints

As we have explained above, apart from synchronization events, a test controller
should also control the order of assigning implicit threads for remote calls. When
a process makes a remote call, it needs to send to the controller (i) a remote
request event to get permission from its controller before the call; and (ii) a
remote completion event to inform its controller once it has finished the execution
of the body of the method. We call these two kinds of events remote call events.

Note that a synchronization event is in fact a request sent to the test con-
troller to access a shared object. We also call it synchronization request event.
Similarly as for remote call events, for each synchronization request event, the
(extended) PUT has a corresponding synchronization completion event to inform
the controller of the completion of obtaining the shared object.

In test models, we consider synchronization events (including synchronization
request events and synchronization completion events) and remote call events
(including remote request events and remote completion events). In general, an
event is represented by a 7-tuple (p, t, tp, o, na, no, ty) where

- p is the name of the process this event is from.
- t is the name of the thread this event is from.
- tp is the target process if the event is a remote call.
- o is the name of the object with which we call a method.
- na is the event name, e.g. the name of the remote method being called.
- no is the number of appearances of this e in thread t and process p.
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- ty is the type of the event. We classify the events into four types:
• synReq for a request to access a shared object;
• synCom for a message of completion of obtaining a shared object;
• remReq for a request to call a remote method;
• remCom for a message of completion of executing a remote method.

As an example, let us consider a centralized arbiter system that resolves
requests from users for a shared resource. The server program is in charge of
assigning the shared resource to only one client at a time. The server provides
remote object o1 with methodm within which, Java synchronized method request
will be called by object o2. Each client should call m in order to use the shared
resource.

As we know, the Java language and runtime system support thread syn-
chronization through the use of monitors originally introduced in [5]. Generally,
the critical sections in Java programs are defined as a statement or a method
(identified by the synchronized keyword), and Java platform uses monitors to
synchronize the access to this statement/method on an object: each object with
synchronized statement/method is a monitor that allows only one thread at
a time to execute a synchronized statement/method of that object. Every ob-
ject with synchronized statement/method has an associated waiting queue of
threads. Thus, according to the above implementation of the server program,
the first process who accesses method request will be allowed to execute the
body of the method and use the shared resource. Before it has completed the
method, all other calls on request will be put on the waiting queue of o2.

e2

e3 e6

e5

e4e1

e8

e7

e9

e1: (p1,t,s,o1,m,-,remReq)

e2: (p1,t,s,o2,request,1,synReq)

e3: (p1,t,s,o1,m,-,remCom)

e4: (p2,t,s,o1,m,-,remReq)

e5: (p2,t,s,o2,request,1,synReq)

e6: (p2,t,s,o1,m,-,remCom)

e7:(p3,t,s,o1,m,-,remReq)

e8: (p3,t,s,o2,request,1,synReq)

e9: (p3,t,s,o1,m,-,remCom)

Fig. 2. Test constraint in Arbiter example

For simplicity, we assume that there are three clients with process p1, p2

and p3 respectively. Each process has one thread t. The server process is s.
Suppose we want to test a case when p1, p2 and p3 each requires and uses the
shared resource once. Figure 2 illustrates a test constraint together with the
remote call events. Here the nodes denote events and arrows denote the happen-
before relationship on events. We use “-” to denote the piece of information that
we are not interested in. For instance, event (p1, t, s, o1, m,−, remReq) denotes
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a request from thread t in process p1 for a remote call of method m on object o1

in process s.
The test constraint is expressed by the happen-before relation {e5 → e2, e5 →

e8}. It essentially says that process p2 should obtain monitor o2 before pro-
cesses p1 and p3. e1, e3, e4, e6, e7 and e9 are remote call events. We have also
added them in this figure with additional information about which synchroniza-
tion events are within remote method calls. Such additional information is static
and can be obtained in various ways.

3.2 Test Model with Pool of Threads

To construct a test model, we assume that we have, as Figure 2 illustrated, a
test constraint together with remote call events and the relationships between
each synchronization event and its corresponding remote call events.

Formally, we assume that we are given

- E: a set of events, including both synchronization events and remote call
events.

- R ⊆ E×E: a binary relation, including both the test constraint and the rela-
tionships between each synchronization event and its corresponding remote
call events. (e1, e2) ∈ R has the intuitive meaning that e1 should happen
before e2.

- P = Proc → N : a function from a set Proc of process names to set N of
natural numbers. P (p) = n has the intuitive meaning that the maximum
number of threads in the thread pool of process p is n.

With given E, R and P , we construct the test model in two steps: first we
define a finite automaton with all possible paths according to E, R and P . Then
we provide an operation on this automaton to prune those unwanted states that
will anyhow lead to deadlock.

Note that the test controller works together with the concurrency control
mechanism within the PUT, thus the (extended) PUT can send out the syn-
chronization completion event either upon the occupation of the shared object
or after it has released the shared object. Our model is generally defined in the
sense that synchronization completion events are enabled at any time after the
corresponding synchronization request events are executed. Based on this, we do
not require that E contain any synchronization completion event. Those remote
completion events, on the other hand, have to be given in E because during the
construction of a test model, we need to statically determine the place where a
remote call is completed and thus the related thread on the server site is released.

Now given E, R and P , we construct automaton 〈S, E∪EC ,→, s0, sf 〉 where

– EC = {(p, t,−, o, na, no, synCom) | (p, t,−, o, na, no, synReq) ∈ E}
contains all synchronization completion events for those synchronization re-
quest events in E.
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– S ⊆ E×EC×T is a set of states. Here T denotes the set of functions from set
Proc of process names to set N of natural numbers. For T ∈ T , T (p) = n has
the intuitive meaning that in current state, there are n threads in the thread
pool of p available for remote method calls. In a state 〈E1, E2, T 〉,E1 contains
all events in E that have been completed, E2 contains all synchronization
completion events that have not yet happened but their corresponding syn-
chronization request events have been executed. T maintains the number of
threads available in the thread pools for each process.

– →⊆ S × (E ∪EC)×S is a ternary relation. We will give more details below
on how it is defined. (s1, e, s2) ∈→, also denoted as s1

e−→ s2, means that
from state s1 we can accept event e ending at state s2.

– s0 = 〈∅, ∅, P 〉 is the initial state.
– sf = 〈E, ∅, P 〉 is the final state.

The ternary relation −→ is defined as the least relation satisfying the fol-
lowing structural rules. All the structural rules have schema:

antecedent

consequent

which is interpreted logically as:

∀(antecedent −→ consequent)

where ∀(. . .) stands for the universal closure of all free variables occurring in
(. . .)2.

In the following, e, e′ ∈ E, E1 ⊆ E, E2 ⊆ EC , p ∈ Proc is a process name,
and T : Proc → N is a function. We use T [p] to denote T ’s return value on p,
and T [p/x] the new status of thread pools obtained from T by substituting T [p]
by x. Recall that an event is a 7-tuple (p, t, pt, o, na, no, ty). We use e(i) to denote
the ith element of this tuple. So e(3) is the remote process this event commu-
nicates with, e(5) is the event name, and e(7) is the event type. Furthermore,
let e be a synchronization request event, we use eC to denote the corresponding
synchronization completion event.

Rule (A1)

e �∈ E1 ∧ (∀e′. e′ → e ∈ R ⇒ e′ ∈ E1) ∧ e(7) = synReq

〈E1, E2, T 〉 e−→〈E1, E2 ∪ {eC}, T 〉

This rule essentially says that for any non-executed synchronization request
event e, if all events that should happen before it have already been executed,
then this event is enabled. In the ending state, the corresponding synchronization
completion event is added into E2.
2 Observe that, typically, antecedent and consequent share free variables.
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Rule (A2)

eC ∈ E2

〈E1, E2, T 〉 eC−−→〈E1 ∪ {e}, E2 − {eC}, T 〉

This rule says once a synchronized request event has happened, the correspond-
ing synchronization completion event is enabled. After the execution of this
synchronization completion event, we remove it from E2 so that it becomes dis-
abled.

Rule (B1)

e �∈ E1 ∧ (∀e′. e′ → e ∈ R ⇒ e′ ∈ E1) ∧ e(7) = remReq ∧ e(3) = p ∧ T [p] > 0

〈E1, E2, T 〉 e−→〈E1 ∪ {e}, E2, T [p/T [p]− 1]〉

This rule essentially says that for any non-executed event to request for
remote method call, if all events that should happen before it have already been
executed, and there is at least one thread available in the thread pool of the
called process (p), then this event is enabled. In the ending state, the number of
available threads in the thread pool of p is reduced by one.

Rule (B2)

e �∈ E1 ∧ (∀e′. e′ → e ∈ R ⇒ e′ ∈ E1) ∧ e(7) = remCom ∧ e(3) = p

〈E1, E2, T 〉 e−→〈E1 ∪ {e}, E2, T [p/T [p] + 1]〉

This rule expresses that for any non-executed event to inform the controller
of the completion of a remote method call, if all events that should happen
before it have already been executed, then it is enabled. In the ending state, the
number of available threads in the thread pool of p is augmented by one.

Consider the Arbiter example (see Figure 2). We have

E = {e1, e2, e3, e4, e5, e6, e7, e8, e9}
R = {(e1, e2), (e2, e3), (e4, e5), (e5, e6), (e7, e8), (e8, e9), (e5, e2), (e5, e8)}

Suppose that the maximum number of threads in the thread pool of the server
process s is 2. I.e.

P (s) = 2

Figure 3(a) shows a partial view of the automaton constructed according to the
above rules (The continuous dots denote an omitted part). Since e5 → e2, e5 →
e8, when p1 (or p3) requests the controller to access synchronized method re-
quest before p2 does so, it will be suspended by the controller. However, before
sending request to the controller for permission to access synchronized method
request, p1 (or p3) has already occupied a thread in the thread pool of s. When
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Fig. 3. Constructed automaton in Arbiter example

it is suspended by the controller, it will not release this thread. Now suppose
both p1 and p3 have occupied the threads in the thread pool of s before p2 does
so. p1 and p3 will be blocked by the controller to access method request be-
cause p2 has not yet done so. Then we are in a deadlock state because p2 cannot
obtain a thread in the thread pool of s in order to execute remote method m and
thus complete the execution of request. This is shown in Figure 3(a) where s2 is
a deadlock state.

3.3 Automata with Thread-Per-Object

We have previously explained how to construct an automaton to be used in
testing when pool of threads model is used. If thread-per-object model is used,
we can similarly construct the automaton. In this case, we assume that we are
given a set E, a binary relation R as we defined before, together with a set Obj
of remote object names.

The configuration of the states in the constructed automaton has form
〈E1, E2, O〉, where O : Obj → {true, false} is a boolean function. O(obj) = true
has the intuitive meaning that the thread for remote method call on object
obj is available. The initial and final state of the automaton is s0 = 〈∅, ∅, O0〉
and sf = 〈E, ∅, O0〉 respectively. Here O0 maps all remote object names to true.

The structural rules to define the ternary relation −→ can be similarly
defined. Rules (A1) and (A2) are the same. We list the other two rules below.

Rule (B1’)

e �∈ E1∧ (∀e′. e′ → e ∈ R ⇒ e′ ∈ E1)∧ e(7) = remReq∧ e(4) = o∧ O[o] = true

〈E1, E2, O〉 e−→〈E1 ∪ {e}, E2, O[o/false]〉
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Rule (B2’)

e �∈ E1 ∧ (∀e′. e′ → e ∈ R ⇒ e′ ∈ E1) ∧ e(7) = remCom ∧ e(4) = o

〈E1, E2, O〉 e−→〈E1 ∪ {e}, E2, O[o/true]〉

3.4 Deadlock-Free Automata as Test Models

As we mentioned, in Figure 3(a), s2 is a deadlock state. In general, given a finite
automaton with final state sf , a state s is deadlocked if s is not the final state,
and there is no transition starting from s, i.e.

s �= sf∧ � ∃e, s′. s.t. s
e−→ s′

A test model to be used by test controller can be obtained from the above
constructed automaton by pruning out all deadlock states.

Table 1. Algorithm 1: pruning deadlock states in automata

while ∃s ∈ S s.t. s �= sf∧ � ∃e, s′. s.t. s
e−→ s′ do

for all s s.t. s �= sf∧ � ∃e, s′. s.t. s
e−→ s′ do

remove s from S;

for all e, s′ s.t. s′
e−→ s do

remove s′
e−→ s from →

Table 1 shows an algorithm to prune deadlock states in an automaton con-
structed from a test constraint. The outer for loop removes all deadlock state in
the current automaton. It is worth mentioning that during the pruning proce-
dure, some previously non-deadlock states may later on become deadlock ones.
So the pruning procedure should continue until there is no more deadlock state.
This is achieved by the while loop.

Let A be a given automaton. Letm and n be the number of states and number
of transitions in A respectively. In the best case, i.e. when A is deadlock-free,
the execution of Algorithm 1 (cf. Table 1) on A will visit each state and each
transition of A once and only once to check the while-condition. So the execution
takes O(m) time. In the worst case, the while-loop will be executed n-1 times.
Each time the outer for-loop removes exactly one deadlock state and exactly
one non-deadlock state becomes deadlock one. As the checking of while-loop
and for-loop takes O(m) time, the execution of the algorithm takes O(mn) time.

The derived automaton, also called test model, is deadlock-free in the sense
that along any existing path we will eventually arrive at the final state. Fig-
ure 3(b) shows the test model obtained from the automaton in Figure 3(a).
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3.5 Advanced Pruning Procedure for Test Model

The above-mentioned automaton is generated according to only the synchro-
nization events and remote call events, so the dimension of the automaton is
relatively small compared with those models constructed to simulate the behav-
ior of the whole system. Even though, we can still develop some techniques to
considerably reduce its size. Here we present one of the possibilities.

Consider that test constraints are in reality, much smaller compared with
test models. We should try to use only the test constraints whenever possible.
So, if at certain moment during a test procedure, we can decide that the test
constraint is sufficient for all the future decisions of the test controller without
leading to any deadlock state, then we can ignore the test model immediately.
We can make such a decision in a state s in an automaton, if all paths starting
from s will end at the final state. We call such kind of states successful states.
Successful states can be equivalently defined as below:

– the final state is a successful state;
– if (∃e, s′ s.t. s

e−→ s′) and (∀e, s′. s
e−→ s′ implies s′ is a successful state),

then s is a successful state.

When we meet a successful state in the automaton, the test controller can
switch to the test constraint itself to make decisions. This indicates that we can
actually remove all successful states in an automaton. Such pruning procedure
to remove successful states can be followed by the pruning procedure to remove
all deadlock states. Table 2 shows an algorithm on how to do it.

Table 2. Algorithm 2: obtaining a simplified deadlock-free automaton

mark the final state as a successful state;

while (∃s s.t. (∃e, s′ s.t. s
e−→ s′) ∧ (∀e, s′. s

e−→ s′ implies s′ is a successful state)) do
for all s s.t. (∃e, s′ s.t. s

e−→ s′) ∧ (∀e, s′. s
e−→ s′ implies s′ is a successful state)

mark s as a successful state;

remove s
e−→ s′ from → for all e, s′ s.t. s

e−→ s′

for any s′ s.t. � ∃e, s. s
e−→ s′

remove s′ from S
continue with the algorithm in Table 1

Let A be a given automaton. Let m and n be the number of states and
number of transitions in A respectively. Similarly as in Algorithm 1, the pruning
procedure to remove successful states takes O(m) time in the best case, i.e. when
the final state is the only successful state, and takes O(mn) time in the worst
case, i.e. when each while-loop identifies exactly one successful state.

Note that the procedure to remove successful states must precede the proce-
dure to remove deadlock states. If we first remove all deadlock states, then all
remaining states will become successful states.
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Fig. 5. Deadlock-free automaton and simplified deadlock-free automaton

Assume that the automaton given in Figure 4 is constructed from a given
test constraint. Figure 5(a) shows the automaton obtained from it by removing
all deadlock states, while Figure 5(b) shows the automaton obtained from it by
first removing all successful states then removing all deadlock states.

4 Test Control with Test Model

Once all deadlock states are pruned away, we can use the derived test model to
control the test procedure.

Given a (deadlock-free) test model, let pointer A be used to indicate the
current state in it. At the beginning A points to the initial state s0. An event e
is enabled in current state s, i.e. the state pointed by A, if there exists s′ such
that s

e−→ s′. We use waiting setW to maintain all suspended requests, i.e. those
requests (including both remote call requests and synchronization requests) that
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are disabled in current state. Initially W is empty. Now with a test model, a test
controller works in this way:

- If a message arrives and the related event is not in E ∪ EC , then if it is a
request, then grant the permission; otherwise just ignore it;

- If a message arrives and the related event e is in E∪EC , then check whether e
is enabled in current state s.
• If there exists s′ such that s

e−→ s′ then move pointer A to s′ and grant
the permission if e is a request;

• If there is no s′ such that s
e−→ s′ then put e into the waiting set W .

- Whenever we have moved pointer A, check out in W all those that are
enabled, move pointer A correspondingly and grant the permissions.

We consider only those PUTs that contain no infinite loops. With this as-
sumption, since a test constraint contains only finite events, in the execution of
a program, all the events in the test constraint will be triggered. Thus, the test
procedure eventually terminates. If the automaton is obtained by removing only
deadlock states, the test procedure will terminate when A points to the final
state, the waiting set W is empty, and there is no more message from processes
in PUT.

If the automaton is obtained by removing both successful states and deadlock
states, then the test controller should also maintain a set R of all executed
synchronization events in the test constraint. When pointer A reaches a non-
final state which has no out-going transition, the test controller should continue
the execution in such a way:

- For any remote call event, any synchronization completion event whose cor-
responding synchronization request event is not in the test constraint, and
for any synchronization request event not in the test constraint, if it is a
request, then grant the permission; otherwise just ignore it;

- For any synchronization request event in the test constraint, make its control
decision based on the test constraint and set R of all synchronization events
already executed.
• If the event is enabled, grant the permission;
• If the event is not yet enabled, suspend it in the waiting set W .

- For any synchronization completion event whose corresponding synchroniza-
tion request event e is in the test constraint, add e to R. Then check out
in W all those events that are now enabled, and grant the permissions.

In such a case, the test procedure terminates when the waiting set W is
empty, R contains all events in the test constraint, and there is no more message
from processes in PUT.

5 Conclusions and Final Remarks

Many methods and techniques on concurrent system testing can also be applied
to distributed system testing. However, there are also some issues unique to the
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latter. We have shown that depending on the thread models possibly used in the
underlying implementation of process communications in the distributed archi-
tecture, deadlocks may be introduced by incorporating test control mechanism.
As a solution, some remote calls should be controlled to keep the soundness of
the test control mechanism. We have given our control strategy by way of static
analysis using finite automata.

As we explained in the Introduction, the problem we addressed in this paper
exists in the setting where implicit separate threads are needed on the server
site to handle client’s requests. This includes Remote Procedure Call, Remote
Method Invocation, etc. The problem will not be raised when message passing
(e.g. stream socket) or hand-shaking synchronization (as in Ada) is used as
communication facilities, because no separate threads are used on the server’s
site.

Although our solution is given for PUTs that follow object oriented program-
ming paradigm, similar discussions are straightforward for PUTs that follow
other programming paradigms.

As final remarks, we would like to mention the following points:

s0

e1 e1

s1

s3

s2

e3e2

s4

s1

e1

e3e2

s3 s4

s0

(a) (b)

Fig. 6. Determinstic and nondeterministic test models

1. The problem we addressed here may appear only when we have control over
the order of two events that are within remote calls. If in the given test
constraint, there is no happen-before relationship between two events within
remote calls, no execution of the remote calls will be blocked by the test con-
troller, and thus no new deadlock will be introduced by incorporating test
control mechanism. In the work of [10], it has been discussed reproducible
testing for CORBA applications. The authors have used a sequence (total or-
der) of remote method calls as input and discussed the control mechanism to
force the execution to follow the given sequence. Since they consider only the
order among remote method calls, there will be no new deadlock introduced
in their context.
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2. We have given three structural rules to construct an automaton from a given
test constraint. Such an automaton should be deterministic. If it is nonde-
terministic, the test controller will have to make a nondeterministic choice
on the next state when it moves the state pointer one step forward. This is
error-prone when the two states to be chosen from are not trace equivalent.
For example, in Figure 6(a), state s1 and s2 are not trace equivalent. Suppose
in initial state s0, the test controller received a message of event e1, then it
will move to either state s1 or state s2. Now if we are in state s1 and the
next coming event from a process is e3, or we are in state s2 and the next
coming event is e2, then the test controller will make a wrong decision. Mak-
ing the automaton deterministic as Figure 6(b) illustrates, will smooth away
this problem. Of course, there are many possible implementations to obtain
deterministic automata from given test constraints and structural rules.

3. With our solution, it is guaranteed that no new deadlocks will be introduced
into the test procedure. However, the system itself may contain deadlocks,
and even if the system is deadlock-free, the given test constraint may be
improper, in the sense that some executions according to such test constraint
may, by nature, get into deadlock states. These problems cannot be resolved
by our presented technique.

4. Static analysis technique has been widely used in analyzing systems be-
havior. Rather than considering the whole system behavior, here we have
concentrated only on the part related to test events. Thus, the size of the
generated automaton is relatively small. Also because of the fact that we
consider system models of only test events, the static analysis we used here
is just an auxiliary means for dynamic testing. The quality of the systems is
still assumed to be improved by way of intensive testing rather than static
analysis.
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1 Abstractions and Integration Mechanisms

When looking at distributed communication in the context of software develop-
ment, it is important to focus on two different aspects: the abstractions and the
integration mechanisms.

An abstraction for distributed communication is a middleware-neutral and
platform-independent model that describes a solution for distributed commu-
nication. In this model, distributed communication is perceived as a separated
concern that can be dealt in isolation from other concerns as, for instance, repli-
cation or concurrency.

Each abstraction is characterized by different properties, for instance expres-
sive power and modularity. Expressive power property determines the ability to
model the different variations of distributed communication. Modularity prop-
erty defines how the description of distributed communication can be isolated
from other concerns such as replication and functionality issues. These properties
determine its feasibility to be accepted by programmers of distributed applica-
tions. So, a distributed communication abstraction should be evaluated in terms
of these properties.

An integration mechanism is an implementation tool that integrates code. In-
tegration mechanisms can be classified in terms of their properties, for instance,
compile-time integration versus run-time integration. Code generation and re-
flection are two common examples of integration mechanisms. There has been
an intensive research on integration mechanism, for instance, aspect-oriented
programming.

An abstraction can have several implementations. The implementation
should consider which integration mechanism will be used.
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2 Distributed Proxy

The Distributed Proxy pattern is an abstraction that decouples the communi-
cation between distributed objects by isolating distribution-specific issues from
object functionality.

The expressive power of distributed allows both, transparent and non-
transparent distributed communication, and it also permits the use of different
distributed communication implementations, CORBA, JAVA or COM+.

3 Filters

Filtering is a low level communication abstraction that specifies an ability to
perform intermediate actions. Filtering separates transparent intermediate pro-
cessing (message control) from object’s functionality (message processing). Basic
filtering abstractions can be used to build richer transparent communications ab-
stractions such as transparent message routing, transparent message repetition
and transparent decoration.

Filtering abstractions may be realized through specific filtering paradigms
such as Filter Objects, Composition Filters or CORBA Interceptors.

4 Towards a Software Engineering Discipline

Middleware is constantly changing, either for technical reasons or for commercial
reasons. It seems not to be wise to base a software engineering discipline for the
development of distributed and concurrent applications on the technology.

Technology captures some abstractions and integrates them using one or sev-
eral integration mechanisms. Consider transactions for instance. Existing tech-
nology offers transactional support. However, ACID is the only transactional
model that is supported. But, there are applications, like CSCW applications,
that require relaxed transactions. Note that, even if the technology is extended
to support some of these relaxed models the full support of these models is a
distant goal.

The correct software engineering approach to deal with transactions for dis-
tributed and concurrent applications is to perceive them as a composition of
several abstractions: synchronization, persistence, etc. That way a particular re-
laxed transactional model, required for a particular kind of applications, can be
described as a specific composition of particular variations of each one of the in-
volved concerns. Afterwards, and only then, the software engineering should look
at the existing technology and decide how to use it to implement the required
transactional model.

Thus, since abstractions are more permanent than rapidly changing tech-
nology, it is important to stress on abstractions rather than on technology in
early stages of a software life cycle. Early stress on abstractions would improve
the longevity of software models and their implementations, and would also ease
technological migration. Focus on abstractions needs to be coupled with a a clear
understanding of their mappings to appropriate technology.
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Abstract. Developing a distributed application is hard due to the com-
plexity inherent to distributed communication. Moreover, distributed ob-
ject communication technology is always changing, todays edge technol-
ogy will become tomorrows legacy technology. This paper proposes an
incremental approach to allow a divide and conquer strategy that copes
with these problems. It presents a design pattern for distributed object
communication. The proposed solution decouples distributed object com-
munication from object specific functionalities. It further decouples log-
ical communication from physical communication. The solution enforces
an incremental development process and encapsulates the underlying dis-
tribution mechanisms. The paper uses a stage-based design description
which allow design description at a different level of abstraction than
code.

1 Introduction

Developing a design solution for distributed object communication is hard due
to the complexity inherent to distributed communication. It is necessary to deal
with the specificities of the underlying communication mechanisms, protocols
and platforms. Moreover, the lack of performance measures at the beginning of
the project and the existence of various distributed object communication tech-
nologies providing different features, recommend that choosing and introducing
the technology should be delayed until performance measures are obtained dur-
ing tests and simulations.

Herein, we propose an incremental approach for this problem which allows the
transparent introduction of distributed object communication. In a first phase
the application is enriched with logical distribution, which contains the distri-
bution complexity in a non-distributed environment where debugging, testing
and simulation is easier. This first step ignores the particularities of distributed

W. Emmerich and S. Tai (Eds.): EDO 2000, LNCS 1999, pp. 165–181, 2001.
c© Springer-Verlag Berlin Heidelberg 2001



166 António Rito Silva et al.

communication technologies. In a second phase, the application is transparently
enriched with physical distributed mechanisms. During this second step the dis-
tributed communication technology is chosen and the implementation is tuned
for the specific application needs. The approach also allows an intermediate step
where a quick implementation using a distributed communication technology is
done to test the application in a real distributed environment before the final
implementation. In this case the chosen distributed communication technology
should allow a rapid prototyping.

Usually, object distributed communication involves the definition of proxies
which represent remote services in the client space and encapsulate the remote
object [1]. This way, remote requests are locally answered by the proxy which is
responsible for locating the remote object and for proceeding with invocation,
sending arguments and receiving results.

This paper presents a design pattern [2] for distributed object communica-
tion that uses the proxy approach. Design patterns describe the structure and
behavior of a set of collaborating objects. They have become a popular format
for describing design at a higher level of abstraction than code.

The rest of this paper is structured as follows. The next sections presents a
design pattern for distributed communication using the format in [2]. Related
work is presented and discussed in Sect. 10 and Sect. 11 presents the conclusions.

2 Intent

The Distributed Proxy pattern decouples the communication between distributed
objects by isolating distribution-specific issues from object functionality. More-
over, distributed communication is further decoupled into logical communication
and physical communication parts.

3 Motivation

3.1 Example

An agenda application has several users which manipulate agenda items, either
private (appointments) or shared (meetings). A meeting requires the participa-
tion of at least two users. When an agenda session starts, it receives an agenda
manager reference from which the agenda user information can be accessed. It
is simple to design a solution ignoring distribution issues.

The UML [3] class diagram in Fig. 1 shows the functionalities design of the
agenda application, where distribution issues are ignored.

Enriching this design with distribution is complex. For example we must
consider different address spaces. In terms of our agenda application this means,
that method getUser in Agenda Manager should return to the remote Agenda
Session a User object across the network. Distributed communication imple-
mentation is another source of complexity. For instance, the communication
between Agenda Session and Agenda Manager might be implemented using
CORBA.
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Fig. 1. Agenda functionalities design

3.2 Issues

The design solution for distributed object communication must consider the
following issues:

– Complexity. The problem and respective solution is complex. Several as-
pects must be dealt with: the specificities of the distributed communication
mechanisms; and the diverse name spaces.

– Object distribution. Object references may be transparently passed be-
tween distributed nodes.

– Transparency. The incorporation of distributed communication should be
transparent for functional classes by preserving the interaction model, object-
oriented interaction, and confining the number of changes necessary in func-
tionality code.

– Flexibility. The resulting applications should be flexible in the incorpo-
ration and change of distribution issues. The distributed communication
mechanisms should be isolated and it should be possible to provide different
implementations.

– Incremental development. Distributed communication should be intro-
duced incrementally. Incremental development allows incremental test and
debug of the application.

3.3 Solution

Figure 2 shows a layered distributed object communication which constitutes a
design solution for the previous problems. In this example the Agenda Session
object invokes method getUser on Agenda Manager.

The solution defines three layers: functional, logical, and physical. The func-
tional layer contains the application functionalities and interactions that are
normal object-oriented invocations. At the logical layer, proxy objects are intro-
duced between distributed objects to convert object references into distributed
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Fig. 2. Layered distributed object communication

names and vice-versa. This layer is responsible for the support of an object-
oriented model of invocation, where distributed proxies are dynamically created
whenever an object reference from another node is contained in a distributed
message. Finally, the physical layer implements the distributed communication
using the distributed communication mechanisms.

This solution takes into account the issues previously named:

– Complexity is managed by layered separation of problems. Logical layer
supports name spaces and physical layer implements the distributed com-
munication mechanisms.

– Object distribution is achieved because proxy objects convert names into
references and vice versa.

– Transparency is achieved since logical and physical layers are decoupled
from the functional layer. Functionality code uses transparently the logical
layer, Agenda Manager Client-Side Proxy and Agenda Manager have the
same interface.

– Flexibility is achieved by means of the physical layer, which contains the
distributed communication mechanisms particularities, is decoupled from
logical layer.
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– Incremental Development is achieved since Agenda Manager
Client-Side Proxy and Agenda Manager have the same interface,
and the incorporation of the logical layer is done after the functional layer
is developed. Moreover, Agenda Manager Server-Side Proxy and Agenda
Manager Client-Side Communicator have the same interface, and the
physical layer can be incorporated after the logical layer is developed.
This way, the application can be incrementally developed in three steps:
functional development, logical development, and physical development. In
the same incremental way we define the interaction between the participat-
ing components of the pattern. First we define the interaction F1 at the
functional level, as if no distribution was present. Then, when adding the
logical layer we define interactions L1 - L3. Finally, when implementing
the physical layer we establish the interaction chain P1 - P6.

4 Applicability

Use the Distributed Proxy pattern when:

– An object-oriented interaction model is required between distributed objects.
Distributed objects are fine-grained entities instead of large-grained servers
accessed by clients.

– Several distributed communication mechanisms may be tested. Moreover, the
communication mechanism can be changed with a limited impact on the rest
of the application.

– Incremental development is required by the development strategy. Incremental
testing and debugging should be enforced.

5 Structure and Participants

The UML class diagram in Fig. 3 illustrates the structure of Distributed Proxy
pattern. Three layers are considered: functional, logical, and physical. Classes
are involved in each layer: Client Object and Server Object at the functional
layer, Client-Side Proxy, Server-Side Proxy and Reference Manager at the
logical layer, and Client-Side Communicator and Server-Side Communicator
at the physical layer. Two abstract classes, Reference Interface and Data
Interface, define interfaces which integrate functional and logical layers, and
logical and physical layers.

The pattern’s main participants are:

– Client Object. Requires a service from Server Object, it invokes one of
its methods.

– Server Object. Provides services to Client Object.
– Client-Side Proxy. It represents the Server Object in the client node.

It is responsible for argument passing and remote object location. It uses
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Fig. 3. Distributed proxy pattern structure

the Reference Manager to convert sending object references to node inde-
pendent names (distributed names) and received distributed names to object
references. It also uses the Reference Manager to obtain a Data Interface
where it proceeds with the invocation.

– Server-Side Proxy. It provides distribution support for the Server Object
in the server node. It is the entry point for remote requests to the Server
Object. As Client-Side Proxy, it is responsible for supporting argument
passing semantics.

– Reference Manager. It is responsible for associating object references, local
and proxy, with distributed names and vice-versa. It creates new proxies,
when necessary. Method resolveReference is responsible for returning to
the Client-Side Proxy a Server-Side Proxy, when at the logical layer,
or a Client-Side Communicator, when at the physical layer.
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– Distributed Name. It defines an identifier which is valid across nodes. It is
an opaque object provided from outside to the Reference Manager.

– Client-Side Communicator and Server-Side Communicator. They are re-
sponsible for implementing the distributed physical communication. For each
called method it is responsible for MARSHALING and UNMARSHALING to, respec-
tively, convert arguments to streams of bytes and vice-versa.

– Reference Interface. Defines an interface common to Server Object and
Client-Side Proxy, an interface that supports method m.

– Data Interface. Defines an interface common to Server-Side Proxy and
Client-Side Communicator, an interface that supports INVOKE.

6 Collaborations

Three types of collaborations are possible: functional collaboration, which cor-
responds to the direct invocation of Client Object on Server Object; logi-
cal collaboration, where invocation proceeds through Client-Side Proxy and
Server-Side Proxy; and physical collaboration, where invocation proceeds
through the logical and physical layers.

The UML sequence diagram in Fig. 4 shows a physical collaboration which
includes the functional and logical collaborations.

After Client Object invokes m on Client-Side Proxy, arguments are con-
verted. According to the specific arguments passing semantics, it converts object
references to distributed names or it creates new objects which may include dis-
tributed names. To invoke on a Data Interface, the Client-Side Proxy ob-
tains a Client-Side Communicator by using resolveReference. In the case of
a logical collaboration resolveReference returns a Server-Side Proxy. The
invocation on Data Interface is instantiated with the converted arguments.

When invoked, Client-Side Communicator marshals its arguments, and
sends a message to Server-Side Communicator which unmarshals the message
and invokes on Server-Side Proxy. Server-Side Proxy converts received ar-
guments to object references using Reference Manager according to the specific
argument passing semantics. Finally, m is invoked on the Server Object.

After invocation on the Server Object, three other similar phases are exe-
cuted to return results to Client Object.

In this collaboration two variations occur when transparently sending an
object reference: there is no name associated with the object reference in the
sending node; and there is no reference associated with the distributed name in
the receiving node. In the former situation the object reference corresponds to a
local object, and Reference Manager is responsible for creating a Server-Side
Proxy and associating it with a new distributed name. In the latter situation
the distributed name corresponds to a remote object, and Reference Manager
is responsible for creating a Client-Side Proxy and associating it with the
distributed name. Note that in the physical collaboration proxy creation includes
communicator creation.



172 António Rito Silva et al.

Manager
:Reference

Communicator Communicator Proxy
: Server-Side

Proxy

m()

name2Ref()

ref2Name()

name2Ref()

di = resolveReference()

REFERENCES->DATA->REFERENCES

DATA->BYTES->DATA

ref2Name()

CONVERT
ARGUMENTS

MARSHALING

UNMARSHALING

CONVERT
ARGUMENTS

CONVERT
ARGUMENTS

INVOKE

MARSHALING

UNMARSHALING

CONVERT
ARGUMENTS

RETURN MESSAGE

SEND MESSAGE

di->INVOKE

m()

Object
:Client :Client-Side :Client-Side : Server-Side

Object
:Server
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7 Consequences

The Distributed Proxy pattern has the following advantages:

– Decouples object-functionality from object-distribution. Distribution is trans-
parent for functionality code and clients of the distributed object are not
aware whether the object is distributed or not.

– Allows an incremental development process. A non-distributed version of
the application can be built first and distribution introduced afterwards.
Moreover, it is possible to simulate the distributed communication in a non-
distributed environment by implementing communicators which simulate the
real communication. Data can be gathered from these simulations to detect
possible bottlenecks and decide on the final implementation architecture.

– Encapsulation of distributed communication mechanisms. Several implemen-
tations of distributed communication can be tested at the physical layer,
e.g. sockets and CORBA, without changing the application functionalities.
Portability across different platforms is also achieved.

– Location transparency. The conversion of distributed names into Data
Interface objects, done by method resolveReference, gives location
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transparency of remote objects. That way it is possible to re-configure the
application and migrate objects.

This pattern has the following drawback:

– Overhead in terms of the number of classes and performance. Four new
classes are created or extended for each distributed object depending on
whether the implementation uses delegation or inheritance, respectively. The
number of classes overhead can be reduced if they are automatically gener-
ated. The performance overhead due to indirections can be reduced if the
implementation uses inheritance, communicators are subclasses of proxies.

8 Implementation

When implementing the Distributed Proxy pattern the following variations
should be considered.

8.1 Arguments Passing

Arguments passing can have several semantics: (1) an object argument may
be transparently passed between distributed nodes, a proxy is created in the
receiving node; (2) an object argument may be copied (deep copy); (3) an object
argument is copied but proxies are created for some of its internal references.

At the logical layer argument passing semantics are supported by CONVERT
ARGUMENTS code blocks. For instance before sending a message to the physical
layer, CONVERT ARGUMENTS code block should implement the argument passing
semantics: (1) to support transparent object passing it interacts with Reference
Manager to convert references to distributed names; (2) to support deep copy the
object is passed to the physical layer where its data will be marshaled and recur-
sively the data of all the objects it refers to; (3) to support partial copy a new
object is created that contains the object data and associates distributed names
with some of the objects it refers to. After receiving a message from the physi-
cal layer and before dispatching it to the functional layer, CONVERT ARGUMENTS
code block is responsible for converting distributed names to references and data
objects to objects with references.

8.2 Transparency

Transparency can be implemented if Client-Side Proxy and Server Object
have the same interface: the interface defined by Reference Interface.

However, it can be the case that Client Object should be aware of distribu-
tion. For instance, the Client Object should deal with communication faults.
In this situation, transparency can be relaxed by enriching the Client-Side
Proxy interface according to Client Object distribution requirements.

Note that losing transparency does not imply a mix of the pattern layers but
only a change of the interfaces between layers. These interfaces must express,
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make visible, some distribution aspects of the communication. This means that
even in the lack of transparency the pattern keeps the qualities resulting from
the decoupling it defines.

8.3 Naming Policies

There are several possibilities when implementing Reference Manager: dis-
tributed nodes can share a single Reference Manager or have its own Reference
Manager.

As described in [4] there are several naming policies. A distributed name
is universal if it is valid, i.e. can be resolved in all the distributed nodes. A
distributed name is absolute if it denotes the same object in all distributed nodes.
A distributed name is an identifier if remote objects have a single distributed
name and not two different remote objects with the same distributed name exist.
A distributed name is pure if it does not contain location information. An impure
name allows immediate invocation without previous resolution.

A distributed name can be sent to any distributed node if it is universal and
absolute. Names with such properties can be supported by a single Reference
Manager shared by all distributed nodes or by several cooperating Reference
Managers which enforce their properties.

Identifier distributed names can be supported if the Reference Manager only
generates new distributed names and whenever generating a new distributed
name verifies that the object does not already have another distributed name.

When performance is a requirement Reference Managers can support im-
pure names at the price of loosing object migration. Resolution of reference
associated with a pure name requires that the Reference Manager collaborates
with a name service that associates pure names with physical addresses where
the invocation should occur. Name services are centralized or replicated entities.
Impure distributed names avoid the need for a name service because during ref-
erence resolution the Reference Manager obtains the physical address from the
distributed name.

8.4 Reference Resolution

Location of remote objects can either be at proxy creation time or at invocation
time. The latter allows the remote objects to change their location.

Location of remote objects variations are supported because
resolveReference can either be invoked only once or before each invo-
cation. When performance is a requirement and remote objects do not migrate,
reference resolution at proxy creation time can be used.

Location of remote objects may dependent on the name policies used. If
names are impure then reference resolution at proxy creation time should be
used.
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8.5 Data Interface Implementation

The definition of the Data Interface is crucial since it establishes the physical
layer interface which will be used by proxies. Two major variations are possible
when defining Data Interface and they are related with the goals of using the
Distributed Proxy pattern:

– Technology Encapsulation. Distributed object communication technol-
ogy, such as DCOM, CORBA and JAVA RMI, is used to develop a dis-
tributed application without tangling the functional code with distribution
code.

– Technology Implementation. The pattern can be also applied to imple-
ment a distributed object communication mechanism like a CORBA com-
pliant ORB.

Using the technology encapsulation approach a Data Interface is defined
for each Reference Interface. In the Data Interface all object references are
replace by distributed names references. Concrete client communicators must be
defined for each defined Data Interface (see Sect. 8.6). In this way the code
that uses the communication technology will be encapsulated in the client and
server communicators and each client proxy will use its corresponding Data
Interface class.

Using the technology implementation approach Data Interface will define
a fixed interface for the physical layer and all the client proxies will use that
interface. That interface should offer methods for marshaling and unmarshaling
and to send requests and receive results. In this approach the Data Interface
will correspond to the Forward class of the Forward-Receiver pattern [5] such
that the replacement of the underlying communication technology does not have
repercussions on the proxies code. Different communication mechanism will be
implemented by different pairs of client-server communicators. Each client com-
municator implements the Data Interface. In this way the implementation
details of the underlying communication is encapsulated in the communicators.
Also, by defining a fixed interface to the physical layer automatic generation of
communicators is simplified.

It is also possible to use a hybrid solution where for some classes the communi-
cation is done using a commercial distributed object communication technology
and for other classes the communication is done using a specific communica-
tion mechanism implemented by the application programmer itself. This may be
useful in applications where some of the application’s remote classes have spe-
cific requirements that are not covered by the distributed object communication
technology being used.

All three implementations provide a clean separation of the physical layer
from the logical layer, allowing programmers to change the communication mech-
anisms without having to change the proxy’s code.
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8.6 Implementation of Communicators

The implementation of the communicators depends on how Data Interface
was defined.

Using the technology encapsulation approach the communicator imple-
mentation is very simple. Consider a CORBA implementation. CORBA IDL
interfaces are defined for each Data interface classes. The Server-Side
Communicator implements the IDL interfaces delegating to the Server-Side
Proxy. Client-Side Communicators contain a CORBA reference and invoke
on the IDL interface. The code that interacts with CORBA is within communi-
cators. Catching exceptions and manipulating the CORBA types (CORBA::Any,
CORBA::Octet) code is encapsulated in the communicators and therefore sepa-
rated from the functional code.

Using the technology implementation approach, for each type of communica-
tion, e.g., ISIS, TCP, UDP, IIOP, a concrete client/server communicator pair is
defined. The complexity of communicators implementation will depends on the
communication mechanisms. In this case design patterns such Forward-Receiver
or Acceptor, Connector and Reactor [6] can be used.

9 Sample Code

The code below shows the distributed communication associated with method
getUser of class Agenda Manager which given the user’s name, returns a User
object. The code emphasizes the logical layer of communication and the physical
layer using the technology encapsulation approach for CORBA.

A client-side proxy of Agenda Manager, CP Agenda Manager, which returns
client-side proxies of User, CP User, is defined. A CP User is a subtype of
Reference Interface User. In this case it is not necessary to convert send argu-
ments since the only entity sent, string name, is not an object. Before invocation,
a Data Interface Agenda Manager, where the invocation should proceed, is ob-
tained from the Reference Manager. After invocation, CP Agenda Manager con-
verts the received distributed name into a Reference Interface User reference.
The down-casts are necessary because object Reference Manager manipulates
objects of type Data Interface and Reference Interface.

Reference_Interface_User* CP_Agenda_Manager::
getUser(const String* name)
{

// empty convert send arguments

// get data interface
Data_Interface_Agenda_Manager*

diam = static_cast<Data_Interface_Agenda_Manager*>(
referenceManager_->resolveReference(this));

// invoke
Distributed_Name* dn = diam->getUser(name);

// convert received arguments
Reference_Interface_User*

riu = static_cast<Reference_Interface_User*>(
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referenceManager_->name2Ref(dn));

// return result
return riu;

}

A server-side proxy of Agenda Manager, SP Agenda Manager, which re-
turns a distributed name of a User, is defined. The SP Agenda Manager
is a subtype of Data Interface Agenda Manager and User is a subtype of
Reference Interface User. In this case it is not necessary to convert received
arguments since the only entity received, string name, is not an object. After
invocation, the User object is converted to a distributed name.

Distributed_Name* SP_Agenda_Manager::
getUser(const String* name)
{

// empty convert received arguments

// invoke
User* user = agendaManager_->getUser(name);

// convert send arguments
Distributed_Name*

dn = referenceManager_->ref2Name(user);

// return result
return dn;

}

The following code shows the CORBA IDL definition for the Agenda Manager
server-side communicator.

interface SC_User
{

// CORBA IDL interface for server-side
// communicator of the User class

}

interface SC_Agenda_Manager
{

SC_User getUser(in string name);
};

The client-side communicator implementation of the getUser method is
straightforward. Each client-side communicator inherits from its correspond-
ing Data Interface class and from CorbaCComm that defines behavior to
all the CORBA client-side communicators. In the example below the class
CorbaCC Agenda Manager inherits from Data Interface Agenda Manager. It
simply narrows its CORBA::Object ptr of the corresponding server communi-
cator to the correct interface type, and then delegates the execution to the
CORBA proxy. The method getDName, defined in CorbaCComm, obtains a dis-
tributed name for the received remote reference. In this case the distributed
name is just a container for a CORBA reference that also contains some type
information that is used by the Reference Manager to create the correct proxies.
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Distributed_Name* CorbaCC_Agenda_Manager::
getUser(const String* name)
{

SC_Agenda_Manager_ptr access;
SC_User_ptr user_corba_ref;

// Get the concrete CORBA reference
access = SC_Agenda_Manager::_narrow(obj_ptr_);
// Remote invocation

user_corba_ref = access->getUser(name);
return this->getDName(user_corba_ref);

}

Each server-side communicator is the implementation of a CORBA IDL inter-
face. It inherits from the IDL generated class and from CorbaSComm. It contains
a reference to its server-side proxy where it delegates the method execution. The
method getCorbaRef, defined in CorbaSComm, given a distributed name returns
a CORBA reference.

SC_User_ptr CorbaSC_AgendaManager::
getUser(const String* name)
{

Distributed_Name *dn =
static_cast<Data_Interface_Agenda_Manager*>
(sp_)->getUser(name);

return SC_User::_narrow(this->getCorbaRef(dn));
}

10 Related Work

In [1] the proxy principle is described: ”In order to use one service, potential
clients must first acquire a proxy for this service; the proxy is the only visible
interface of the service”. The presented design applies and extends this princi-
ple by relaxing transparency and defining the logical layer. The former allows
several argument passing semantics, transparency is preserved from a syntac-
tic point of view because the server class and client-side proxy have the same
interface, but different semantics occurs when communication duplicates non-
constant objects. The latter allows incremental introduction of distribution with
testing, debugging and simulation in a non-distributed environment.

The system presented in [7] also identifies the need of an interaction model
which is independent of the transport protocol that is used to transmit mes-
sages between endpoints. This decoupling permits performance improvements
by taking advantage of the facilities provided by the specific transport protocol.
DeLine [8] also defines an approach that allows a component’s functional and
interactive concerns to be separated. DeLine emphasizes reuse, a component’s
interaction is captured in a packager, which may either be reused directly or
automatically generated from an high-level description.

Distributed communication is addressed by technology like CORBA [9] and
JAVA/RMI [10]. In CORBA the implementation of distributed communication
is encapsulated by an IDL (Interface Definition Language) and object references
are dynamically created and passed across nodes. JAVA RMI (Remote Method



Distributed Proxy 179

Invocation) defines remote interfaces which can dynamically resolve distributed
methods invocations. Both, RMI and most of the existing CORBA implementa-
tions apply the Distributed Proxy pattern or some of its variations.

The D Framework [11] defines a remote interface language, which allows the
specification of several copying semantics. It is based on code generation. Due
to the lack of level of detail provided by the interface language it is not possible
to do optimizations at the physical layer.

The Distributed Proxy patterns is related to the follow design patterns:

– The Proxy pattern [2,5] makes the clients of an object communicate with a
representative rather than to the object itself. In particular the Remote Proxy
variation in [5] corresponds to the logical layer of Distributed Proxy. However,
Distributed Proxy allows dynamic creation of new proxies and completely
decouples the logical layer from the physical layer.

– The Broker pattern [5] defines a distributed architecture with decoupled com-
ponents that interact by remote service invocations. The Broker architecture
hides system- and implementation-specific details from the users of compo-
nents and services. The Distributed Proxy pattern separates functional, log-
ical and physical communications but allows programmers to write code in
any of the layers.

– The Client-Dispatcher-Server pattern [5] supports location transparency by
means of a name service. The Distributed Proxy pattern also provides loca-
tion transparency when method resolveReference is invoked on Reference
Manager before each distributed invocation.

– The Forwarder-Receiver pattern [5] supports the encapsulation of the dis-
tributed communication mechanisms. This pattern can be used to implement
the Distributed Proxy physical layer.

– The Serializer pattern [12] streams objects into data structures and as well
creates objects from such data structures. It decouples stream-specific issues,
as backends, from the object being streamed. This pattern can be used to
implement the Communicators marshaling and unmarshaling methods.

– The Reactor pattern [6], Acceptor pattern and Connector pattern [13] can
be used in the implementation of the Distributed Proxy physical layer.

– The Naming pattern [4] describes an architecture centered on names, nam-
ing contexts and name spaces in which object denotation and identifica-
tion is supported. The Naming pattern can be applied to implement class
Reference Manager and its distributed naming policies.

11 Conclusions

This paper describes a design pattern for distributed communication. It defines
three layers of interaction: functionality, logical and physical.

The design patterns allows an incremental development process. A function-
ality version of the application can be built first and logical and distribution
introduced afterwards. The functionality version allows the test and debug of
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application functionalities ignoring distribution issues. The logical layer intro-
duces distributed communication ignoring distribution communication mecha-
nisms and preserving the object-oriented communication paradigm. At the logi-
cal layer testing and debugging is done in a non-distributed environment. More-
over, simulation of the distribution communication mechanisms can also be done
in a non-distributed environment by implementing proxies which simulate the
real communication mechanisms. Finally, at the physical layer the application is
enriched with distributed communication mechanisms. Note that data gathered
from simulations at the logical layer may help to decide on the final implemen-
tation.

The Distributed Proxy pattern was defined in the context of an approach
to the development for distributed applications with separation of concerns
(DASCo) initially described in [14]. Distributed communication is a DASCo
concern and the presented design pattern define a solution for it. Moreover, it
is part of a pattern language for the incremental introduction of partitioning
into applications [15] which also includes configuration [16], replication [17] and
naming [4].

The Distributed Proxy pattern was experimented in the DISGIS project [18].
DISGIS aims at providing effective and efficient development of Geographical In-
formation Systems, where functions and data are increasingly distributed. Due
to the large amount of data that is transmitted the Distributed Proxy was ap-
plied to provide an object-oriented interaction model while allowing performance
improvements by adapting the logical and physical layers independently of the
communication technology.
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Abstract. Filtering is emerging as an important programming abstrac-
tion in distributed object systems. We discuss the modeling capabilities
of a first class filter object model in the context of distributed systems.
Filter objects are transparent objects that are dynamically pluggable
and provide selective filtering of messages. Filters can be injected into a
system to dynamically evolve the system. The method is demonstrated
with the help of an example application, a Transparent Distributed Dec-
orator. A notation for representing static (class and object) and dynamic
(interobject interactions) models in presence of filtering abilities is also
discussed.

1 Introduction

Filter Objects [5] are first class objects which can transparently and selectively
filter messages to objects to which they are dynamically plugged. Filtering ability
is a consequence of a filter relationship between two classes. An IDL-centric de-
sign and implementation of filter objects for CORBA based distributed systems
is presented in [9]. In this model, filter objects, which themselves are full fledged
distributed objects, can be specified and plugged to filter aware distributed server
objects.

Figure 1 depicts a filter relationship between two classes (between two inter-
faces in the case of component systems). Class Dictionary exports two member
functions which are accessed by class Client. Class Cache is in filter relationship
with class Dictionary. Filter relationship is shown with a special filter symbol
at the filter-client end. In this case, class Dictionary is the filter-client and class
Cache is its corresponding Filter class. It is possible to specify multiple filter
classes in filter relationship with a filter-client class.

The upward filter function Cache::searchCache in Figure 1 filters message
invocation of Dictionary::searchWord in upward direction. This filter function
has the capability to bounce a result on behalf of the destination intended by the
source of the message. The upward filter function in this case bounces a result to
the client in the case of a cache miss. The bounce is thus a special form of return.
The downward filter function Cache::updateCache filters the return result from
an invocation of Dictionary::searchCache and updates the cache.
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Client

searchCache () | 
searchWord

updateCache () | 
searchWord
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main ()
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Meaning searhWord (Word)
addWord (Word, Meaning)

Cache

Fig. 1. Interclass Filter Relationship

Filter objects can selectively filter messages sent to their filter-clients. A
filter function can be disabled and enabled during runtime. Filter objects are
dynamically pluggable. For example, an instance of class Cache may be plugged
to an instance of class Dictionary during runtime and replaced subsequently with
another instance of a refinement of class Cache providing a better cache policy.
Figure 2 models a filter relationship between instances. The filter notation also
indicates the transparency of the filter object from the view of the client.

In this paper, we describe a transparent pattern based on filter objects for en-
gineering distributed systems. The pattern is based on the filter configurations
for distributed systems described in [4]. Implementations of Design Patterns
based on conventional object oriented programming language features have been
discussed extensively in literature. Filtering can be viewed as a meta-pattern
introduced by Pree [8]. Apart from the hooks, templates and interclass relation-
ships such as part-of, association and dependency, transparent filtering repre-
sents a distinct paradigm to engineer object systems.

2 Configurational Properties of Filter Objects

Filter objects transparently filter message sent to their corresponding filter
clients. This makes client programs unaware of the filtering actions. Since filter
objects are dynamically pluggable, new properties can be specified modularly
in the path of messages between client and server objects. This ability is re-
ferred to as separation of message control from message processing in [5]. This
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egd:Dictionarytrans:Client

Fig. 2. Filter Relationship between Instances

makes it possible for an architecture to incrementally evolve over time, in some
cases without changing the existing source code or even the code in execution.
A network of filter objects or individual filter objects may be injected into an
executing software at runtime for evolution.

Filter Objects can implement configurations such as logger, replacer, router,
value transformer, message transformer and repeater [4]. These configurations
may also be implemented with any specific programming paradigm for filtering
which provides the required transparency capabilities. The Distributed Trans-
parent Decorator (DTD) that we describe in the next session is based on the
logger filter configuration which attaches a new responsibility on an existing one
without the knowledge of the client.

3 The Distributed Transparent Decorator

The decorator dynamically attaches additional responsibilities to an object [2].
The decorator implementation in [2] requires that the client is given an explicit
pointer to the decorator object. Thus, it is not possible to inject a decorator
into an existing object oriented system in which clients keep pointed to their
intended servers. Filter objects provide an interesting solution to this problem.
A filter object can be injected into the path of messages and can attach addi-
tional responsibilities in both upward and downward direction. Figure 3 shows
the design of the Distributed Transparent Decorator based on interclass filter
relationship.

The Decorator class is modeled as a filter class that forms filter relation-
ship with the component class. The client knows only of the component while
a decorator instance may be dynamically plugged to an instance of the com-
ponent class. The filter member function Decorator::addedOperation() in class
Decorator filters Component::operation() in upward direction. The filter member
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Fig. 3. DTD: Class Diagram

function can perform additional code and pass on the invocation to the intended
destination.

An example decorator instance diagram is shown in Figure 4. The figure
shows a logger as a decorator object that logs incoming requests to a local search
engine from a query processor client. It can be noted that since the logger, which
is a filter object, is itself an instance of a class, may be related with other classes
in the system such as the class LogFile in the figure.

The solution to filter object based distributed decorator demonstrates an
evolutionary distributed system that attaches new responsibilities in a message
path dynamically and transparently, i.e. without the need to change the client
or the server code. The dynamic behavior of the decorator implementation is
modeled in Figure 5. The figure depicts an intermediate transparent filter object.
The client object invokes a method lse.getPage(). The invocation in the figure is
shown as an apparent invocation indicating the transparency of the filter object.
The filter object captures this invocation on-the-fly and invokes a direct method
on the log file object and subsequently passes the method on to the desired
destination. The return result is not filtered in this case. It is also possible to
decorate the return result with the help of the downward filtering action.

The following pseudo code represents an example decorator implementation.
The filter member in the decorator performs its local computation before passing
the message on to the intended destination. The filter interface that specifies
filter member functions is not exported as a public contract, nor the methods
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lse.getPage(regexp)

aCl

lf.logReq (regExp);

pass 

return

logger lse lf

Fig. 5. DTD: Dynamic Model

are available locally for explicit invocation. Methods defined in the filter interface
are invoked implicitly as filtering invocations.

Logger | SearchEngine {

...

filter interface:

updateHits () upfilters SearchEngine::getPage (REGEXP rexp) {

details = extractDetails (rexp);

lf -> logReq (details);

pass;

}

}

4 Related Work and Conclusions

Filtering has been in use in software systems in various forms such as shell level
filters, packet filters, mail filters etc. However, programming language support
for filtering is not in abundance. Aksit et. al. discuss Composition Filters for
language Sina [1]. Composition Filters provide for filter specifications of pre-
defined filter types embedded into objects. Recent CORBA implementations
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such as Orbix [3] support per-process and per-object filtering mechanisms. COM
specification also discusses a filtering mechanism [6]. Context Relationships of
Lieberherr et al. [10] is a related mechanism which allows context dependent
code to be plugged to an object. Proxy pattern of Gamma et al. [2] provides a
place-holder object for its corresponding server object, however the client knows
the place-holder and must possesses an explicit handle to it.

Our approach to filtering in object oriented systems is based on an interclass
filter relationship leading to transparency of filter objects [5]. Filter specifications
are separated from their respective filter-clients. The unit of modularity for filters
is class. In a distributed system, a filter object is just another distributed object
with additional capabilities of filtering. Filtering member functions cannot be
explicitly invoked. A filter object may however export a public contract and be a
part of the system through conventional relationships. We discussed applicability
of filter objects to distributed object systems engineering and demonstrated it
through a transparent distributed decorator pattern with the help of a notation
modeling filtering abilities.
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1 Introduction

The reliable and correct execution of programs is a key concern in the engi-
neering of distributed systems. Transactions represent one of the mechanisms
commonly used to address reliability and correctness. A transaction groups a
set of actions (such as object requests) as one single unit-of-work for which re-
liability and correctness properties hold. The properties of atomicity (A) and
durability (D) define the notion of reliability in the context of transactions: a
set of actions is either executed as one atomic unit-of-work, or none of the ac-
tions are executed, and the committed state changes caused by the set of actions
are guaranteed to be persistent. The properties of consistency (C) and isolation
(I) define the notion of correctness in the context of transactions: a transac-
tion transforms the system from one consistent state into another consistent
state only, and any intermediate system states of an ongoing transaction are
not visible to any other concurrent transaction. The two papers in this session
describe research on transaction processing that each advance a certain kind of
transaction model and transactional middleware technology. This session sum-
mary provides a short background on transactions first, and then discusses the
presented research papers.

2 Background

A variety of transaction models and technologies supporting transaction process-
ing have been proposed over the last years. These models and technologies differ
in how they address and support some or all of the ACID properties. We can
distinguish four major groups of kinds of transactions and transaction processing
technologies:

– Integrated database transactions, as promoted by database management sys-
tems (DBMS),

– Distributed object transactions, as defined by the CORBA Object Transac-
tion Service (OTS),

– Component container-managed transactions, as suggested by component tech-
nology such as Sun s Enterprise JavaBeans (EJB),
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– Message-oriented transactions, as promoted by message-oriented middleware
such as IBM s MQSeries.

In a database context, the transaction model encompasses all of the ACID
properties. DBMS use an integrated system architecture where the state of ma-
nipulated entities is under full control of the DBMS. This is the basis for in-
tegrated concurrency control and recovery. Transaction demarcation is either
explicit, spanning several data manipulation statements, or implicit per state-
ment. The transaction manager is typically closed, i.e. integrating external or
remote transactional resources is not supported (besides the federation of mul-
tiple, possibly distributed, DBMS instances of the same brand). Distributed ob-
ject computing systems typically address multicomponent application scenarios
which are heterogeneous and open by nature. Following the paradigm of encapsu-
lation, objects are characterized by their interface (or services provided) whereas
state and persistence of state are considered to be implementation concerns. It
is common practice to separate reliability and concurrency control concerns al-
though these may not be considered to be independent matters. Transaction
managers in X/Open DTP and CORBA OTS follow this principle and provide
transaction context management and 2PC coordination as their primary ser-
vices. Participating resources (or resource managers) are obliged to follow the
OTS protocol and guarantee recoverability or durability with respect to the deci-
sion on transaction outcome. Transaction services in distributed object systems
are open in that they make no further assumption on the implementation of the
participating resources. As long as an object provides the required interfaces and
interacts in a 2PC conforming way it may be involved in a distributed trans-
action. From a transactional client point of view, transactions are demarcated
explicitly and transaction services are typically realized as first class objects.
It is the application designer s responsibility to draw the transaction bound-
aries around logical units of work. In order to cope with the multitude of failure
modes in distributed heterogeneous environments, atomicity of computations
over distributed objects is a useful paradigm on its own. If additionally dura-
bility is required through persistence, this must be realized by the application
programmer or typically by means of dedicated persistence services. The latter
could be realized by traditional resource managers like databases or queues. But
applications are not limited to the means by which they realize durability nor
is the manipulation of state under control of the transaction service. The same
applies for concurrency control. In fact, the concurrency control theory has been
well researched for particular configurations like multi-database or multilevel
systems. However, the general case for correctness and concurrency control in
composite systems has been addressed in recent work, only, and is an area of
ongoing research. Component technologies such as Sun s Enterprise JavaBeans
(EJB) follow the distributed object computing model, but introduce and em-
phasize the concept of a ”container” to manage the interactions between object
instances and the server. A container is responsible for tasks such as creating new
object instances, and it supports the mapping between objects and records in a
database and generates code for persistent storage. With component container-
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managed transactions, transactions also become the responsibility of the con-
tainer. The container creates new or accepts existing client transaction contexts,
and performs the invoked operations in those contexts. A major difference to
distributed object transactions exist in the way a transaction is demarcated and
managed. Explicit transaction demarcation as proposed by the CORBA OTS
allows a client to fully control the scope and behaviour of transactions. How-
ever, the explicit model typically requires the use of complex APIs, and to write
transactional code within the business logic. This may reduce the clarity and
reusability of the code. Declarative transaction management as proposed with
container-managed transactions separates transaction behaviour from business
logic, thus promises for better reuse of the same business logic code in different
transactional or non-transactional environments. Declarative transaction man-
agement simplifies the coding of the transaction, as all that is required is to
set transactional attributes for a component s operations. These transactional
attributes are set at deployment time (not development time) on the server side.
However, this also implies that the transactional behaviour of a server can easily
be overridden and changed at deployment, which may interfere with the trans-
actional requirements and expectations of clients. Message-oriented transactions
and transactional publish/subscribe include enqueueing/ dequeueing of messages
or publishing/consumption of notifications in units of work with ”all-or-nothing”
semantics. Enqueueing/dequeueing of messages and publishing/ consumption of
notifications is dependent on the overall transaction outcome and vice versa. The
queue manager provides its own transaction manager and associated transaction
demarcation API or it acts as a transactional resource on behalf of a distributed
transaction. Note that message-oriented transactions are fundamentally differ-
ent from the three other kinds of transactions discussed above. Message-oriented
transactions group a set of messages that are to be delivered or consumed as a
whole. Message-oriented transactions do not address the processing of data (as
consequences of delivery or receipt of a message) and consistency of data trans-
formations.

3 Advanced Transactions: X 2 TS and Bourgogne
Transactions

The technologies presented so far all reflect the traditional transaction processing
concepts. The traditional transaction concept has its limitations as (i) it lacks
support for structuring multiple interdependent transactions and (ii) traditional
concurrency control does not support cooperative transactions and long running
units of work. In the literature, there have been various suggestions to extend
the traditional concepts of transactions. The papers in this session present work
that addresses such extended transaction management concepts in two different
areas. Their goal has not been to introduce yet another transaction model but to
synthesize some ideas of such extended transaction models on behalf of services
for distributed object systems. They aim at better addressing problems com-
monly encountered in the engineering of distributed object systems. The first
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paper in this session, ”Integrating Notifications and Transactions: Concepts and
X 2 TS Prototype” by Christoph Liebig, Marco Malva, and Alejandro Buch-
mann, falls into the category of advanced distributed object transactions. It ad-
dresses issues of relating event notifications and distributed object transactions.
The work extends concepts which have initially been proposed in centralized
and monolithic active database systems. X 2 TS presents a novel service-based
approach for transaction-aware event-based interaction in distributed systems,
CORBA in particular. While transaction services in current middleware only
support request/reply interactions, X 2 TS focuses on event-based systems and
allows to realize flexible transactional couplings between event producing and
event consuming components. The application of the suggested service for pro-
cess enactment is discussed. The prototype architecture is described and impli-
cations of distribution aspects on reliable event processing are discussed. The
second paper in this session, Advanced Transactions in Enterprise JavaBeans
by Marek Prochazka, looks at component container-managed transactions. It
identifies limitations of the EJB model, in particular with respect to concur-
rency control, support for long-running and cooperative transactions, as well as
transaction flow control. It proposes the adaptation of the ACTA specification
framework to EJB transactions. A new transaction management API is pro-
posed that allows to establish dependencies between ongoing transactions along
the modes presented in ACTA. The approach is called ”Bourgogne transactions”.
With respect to concurrency control, the programmer is given control over the
visibility sets and delegation of objects that are affected by the transaction. Some
of the issues discussed are not restricted to container-managed transactions, but
also apply to distributed object transactions (JTA/JTS transactions for Java
systems in particular).

4 Discussion

The two papers in this session raise a number of interesting and important ques-
tions for continued research. During the workshop, research issues relating to
the question of integrating transactions and event notifications were primarily
discussed. The paper by Liebig et al. tackles the problem of integrating the
CORBA OTS with the CORBA Notification Service (NOS). While transaction
management is well understood for procedural interactions, support for event-
based interactions is restricted to message queue integrating transactions (and
transactional publish/subscribe). In that case the visibility of notifications is
bound to the successful commit of a transaction: immediate reactions as well
as parallel actions triggered by events are not possible. In distributed object
systems, there may be many different components that subscribe to events with
differing reliability and processing demands. It is therefore suggested to extend
the event-action paradigm with coupling modes that determine when events
become visible, in which transaction context the reaction should run in, what
the dependencies between triggering and triggered transaction are, and when
events are considered to be delivered and consumed. Such integration of event
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notifications and transactions is highly desirable, particularly in the context of
process enactment and workflow management. During discussion, another reason
for such an integration has been pointed out: many enterprise applications use
both object-oriented middleware and message-oriented middleware in combina-
tion. Object middleware addresses reliability through the concept of transactions
that comprise synchronous object requests only, while message middleware (or,
messaging services for object middleware) addresses reliability through guaran-
teed message delivery even in the presence of system failures. An equivalent level
of reliability for the use of both middleware in combination does not exist today.
It is very desirable to advance the current state-of-the-art towards transaction
processing that allows for both synchronous object requests and asynchronous
messages to constitute a single transaction at the same time. When integrating
event notifications and transactions we obviously need to understand to what
extent the ACID properties are still satisfied, or are violated. We believe that
the property of atomicity is actually ”extended” in that the atomicity sphere
of the event producer may depend - in various ways - on the atomicity sphere
of the reacting event consumer. Thus a powerful mechanism to structure units
of work into interdependent atomicity spheres is introduced that allows to real-
ize advanced transaction concepts such as compensations, or pluggable reliable
exception handling. Recovery in event-driven systems has not received much at-
tention. X 2 TS supports forward recovery by replaying events in case of failures
and provision of tuneable delivery and consumption guarantees. More research
is needed to find design guidelines for a consumer in case of event recovery:
which recovered notifications should be ignored or reacted to and in which man-
ner, especially in case of complex composed events. The flexibility of reliable
event-based interactions imposes an increased complexity of systems design on
the software engineer. Therefore, declarative means for introducing reactive be-
haviour, in particular for specifying coupling modes should be introduced. In
general, distributed event-based architectures lack adequate support by current
software development methods. While an integrated approach may concentrate
exclusively on the property of atomicity, the properties of consistency, isolation,
and durability require particular attention as well. We need to define what these
properties mean in an integrated context, and how the responsibility for assuring
these properties is distributed or shared between the involved components: the
(conventional) transaction service, the messaging service, integrated databases
and resource managers, and the application objects. The paper by Prochazka
discusses the EJB transaction model and identifies a number of weaknesses of it.
The weaknesses stated fall in two categories. On the one hand, there are weak-
nesses that are inherited from existing transaction systems that EJBs need to
collaborate with. On the other hand, the paper questions the appropriateness of
conventional transactions for (EJB) component architectures and presents EJB-
specific weaknesses. Most notably, the paper argues for more application-side
flexibility and control of transactions, which could lead to conflicts with the con-
cept of declarative transaction management of container-managed transactions.
”Bourgogne transactions” introduce a new API, which suggests the preference
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of an explicit transaction management model as opposed to a (more restricted)
container-managed one. More research is needed to understand the differences
between explicit and declarative transaction management in detail, and how to
employ each of them (or, their combination) effectively for component architec-
tures. Bourgogne transactions support the explicit management of visibility sets
and delegation of object ownership at the Bean level. More research is needed, in
how far the granularity of a Bean is appropriate for weakening isolation and to
which extend the abstraction of a data object as presented in ACTA is compati-
ble with the notion of an EJB component. In general, more practical experience
as well as conceptual work is needed in the complex field of engineering concur-
rency control in component based distributed and heterogeneous systems.
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Event-based architectural style promises to support building flex-

ible and extensible component-oriented systems and is particularly well suit-
ed to support applications that must monitor information of interest or react
to changes in the environment, or process status. Middleware support for
event-based systems ranges from peer-to-peer messaging to message queues
and publish/subscribe event-services. Common distributed object platforms
restrict publishing events on behalf of transactions to message integrating
transactions. We suggest that concepts from active object systems can sup-
port the construction of reliable event-driven applications. In particular, we
are concerned with unbundling transactional reactive behavior in a CORBA
environment and introduce X2TS as integration of transaction and notifica-
tion services. X2TS features rich coupling modes that are configured on a per
subscriber basis and supports the application programmer with coordinating
asynchronous executions on behalf of transactions.

1 Introduction

Messaging and event-services are attractive for building complex component-oriented
distributed systems [16, 22, 17]. Moreover, systems designed in an event-based archi-
tectural style [9] are particularly well suited for distributed environments without cen-
tral control, to support applications that must monitor information of interest or react to
changes in the environment, or process status. The familiar one-to-one request/reply in-
teraction pattern that is commonly used in client/server systems is inadequate for sys-
tems that must react to critical situations and exhibit many-to-many interactions. Exam-
ples for such applications are process support systems and workflow management sys-
tems. They are best constructed using event-based middleware, realizing the control
flow and inter-task dependencies by event-driven task managers [28]. In systems like
weather alerts, stock tracking, logistics and inventory management, information must
be disseminated from many publishers to an even larger number of subscribers, while
subscribers must be given the ability to select and extract the data of interest out of a
dynamically changing information offer [32, 4]. In related research as well as in de-fac-
to standard message oriented middleware, reliability concerns are restricted to event-
delivery using transactional enqueue/dequeue or transactional publish/subscribe [49].
Only minimal support is given to structure the dependencies between publisher and sub-
scriber with respect to their transaction context. In distributed object systems, transac-
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tions are a commonly used concept to provide the simple all-or-nothing execution mod-
el. Transactions bracket the computations into spheres of atomicity. When using an
event-based style this implies asynchronous transaction branches and dynamically
evolving structure of atomicity spheres. Dependencies between publisher and subscrib-
er can be expressed in terms of visibility - i.e. when should events be notified to the sub-
scribers - in terms of the transaction context of the reaction and in terms of the commit/
abort dependencies between the atomicity spheres of action and reaction.

The overall goal of the Distributed Active Object Systems (DAOS) project is to unbun-
dle the concepts of active object systems [7], which are basic to active database man-
agement systems. An active object autonomously reacts to critical situations of interest
in a timely and reliable manner. It does so by subscribing to possibly complex events
that are detected and signalled by the active object system. To provide reliable and cor-
rect executions the action and reaction may be transactionally coupled. As active func-
tionality is useful beyond active databases, we aim to provide configurable services to
construct active object systems on behalf of a distributed object computing platform,
CORBA in particular. While DAOS in general addresses many of the dimensions of ac-
tive systems as classified in [50, 44, 14], in this paper we focus on X2TS, an integration
of notification (NOS) [37] and transaction service (OTS) [40] for CORBA. X2TS real-
izes an event-action model which includes transactional behavior, flexible visibilities of
events and rich coupling modes. The prototype leverages COTS publish/subscribe
MOM to reliably distribute events. The prototype deals with the implications of asyn-
chronous reactions to events. We explicitly consider that multiple subscribers with di-
verse requirements in terms of couplings need to be supported. The architecture also an-
ticipates to plug in composite event detectors.

The rest of this paper is organized as follows. In the next section we will briefly discuss
related work. In Section 3 we will introduce the concept of coupling modes and the di-
mensions for a configurable service. We discuss the application of active object con-
cepts to event-based process enactment. In Section 4, we will present the architecture
and implementation of the X2TS prototype. Section 5 concludes the paper.

2

Work has been done on integrating databases as active sources of events and unbun-
dling ECA-like rule services [18, 27] for distributed and heterogeneous environments.
Various publish/subscribe style notification services have been presented in the litera-
ture [35, 33, 10, 20, 47]. They focus on filtering and composing events somewhat sim-
ilar to event algebras in active DBMSs [15, 41]. In [49], the authors identify the short-
comings of transactional enqueue/dequeue in common message oriented middleware
and suggest message delivery and message processing transactions. The arguments can
be applied to transactional publish/subscribe [12], as well. Besides the work in [49], to
our knowledge the provision of publish/subscribe event services that are transaction
aware has not been considered so far. A variety of process support and workflow man-
agement systems are event-driven - or based on a centralized active DBMS - and en-
compass execution models for reliable and recoverable enactment of tasks or specifying
inter-task dependencies [53, 21, 25, 28, 13, 11]. However those systems are merely
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closed and do not provide transactional event-services per se. The relationship of a ge-
neric workflow management facility to existing CORBA services and the reuse and the
integration thereof needs further investigation [46,8].

3

In a distributed object system, atomicity of computations can be achieved using a two-
phase commit protocol as realized by the CORBA OTS for example (see section 4.1 for
a brief introduction to OTS). All computations carried out on behalf of an OTS transac-
tion are said to be in an atomicity sphere. Atomicity spheres may be nested, but still are
restricted to OTS transaction boundaries. OTS transactions relief the software engineer
to deal with all possible error situations that could arise to the various failure modes of
participating entities: either all computations will have effect, or none of them will (all-
or-nothing printciple). If isolation of access to shared data and resources is an issue, a
concurrency control mechanism must be applied, typically two-phase locking as in the
CORBA Concurrency Service. As a consequence, the isolation sphere corresponds to
the transaction boundaries. Objects may be stateful and require durability. In that case
full fledged ACID transactions are appropriate.

The design issue arises, where to draw the transaction boundaries. There are trade-
offs between transaction granularity and failure tolerance: always rolling back to the be-
ginning is not an option for long running computations. On the other hand, simply split-
ting the work into smaller transactional units re-introduces a multitude of failure modes
that must be dealt with explicitly. In addition, there are trade-offs between transaction
granularity and concurrent/cooperative access to shared resources and consistency.
Long transactions reflect the application requirements as they isolate ongoing compu-
tations, hide intermediate results and preserve overall atomicity. However, common
concurrency control techniques unnecessarily restrict cooperation and parallel execu-
tions. Short transactions allow higher throughput but might also commit tentative re-
sults.

3.1
When looking at event-based interactions, a variety of execution models are possible.
If we take reliability concerns into account, the consumer’s reaction to an event notifi-
cation can not considered to be independent of the producer in all cases. For example,
dependent on the need of the event consuming component, one could deliver events
only if the triggering transaction has commited. In other cases, such a delay is inaccept-
able. The reaction could even influence the outcome of the triggering transaction or vice
versa. Therefore the notion of a coupling mode was introduced in the HiPAC [15]
project on active database management systems. Coupling modes determine the execu-
tion of triggered actions relative to the transaction in which the triggering event was
published [7,5]. X2TS provides a mechanism to reliably enforce flexible structures of
atomicitiy spheres between producers and consumers through the provision of coupling
modes. 

Notifications & Transactions: Couplings

Coupling Modes for Event-Based Interaction
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We consider the following dimensions that define a coupling mode in X2TS: 

• visibility: the moment when the reacting object should be notified

• context: the transaction context in which the object should execute the triggered
actions

• dependency: the commit(abort)-dependency between triggering transaction and
triggered action

• consumption: when the event should be considered as delivered and consumed

Table 1 shows the configurable properties assuming a flat transaction model. We have
also considered the possible coupling modes in case of nested transactions. Because of
the arbitrary deep nesting of atomicity spheres, many more coupling modes are possi-
ble. Yet, not all of them are useful, as transitive and implicit dependencies must be con-
sidered. For sake of simplicity, they are not discussed here and will be presented else-
where.

• With immediate visibility, events are visible to the consumers as soon as they ar-
rive at the consumer site and independent of the triggering transaction’s outcome.
In case of on commit (on abort) visibility, a consumer may only be notified of the
event if the triggering transaction has committed (aborted). A deferred visibility
notifies the consumer as soon as the event producer starts commit processing. 

• A commit (abort) forward dependency specifies, that the triggered reaction com-
mits only if the triggering transaction commits (aborts). 

• A backward dependency constrains the commit of the triggering transaction. If
the reaction is vital coupled, the triggering transaction may only commit if the
triggered transaction has been executed and completed successfully.
If the consumer is coupled in mark-rollback mode, the triggering transaction is
independent of the triggered transaction commit/abort but the consumer may ex-
plicitly mark the producer’s transaction as rollback-only.
Both backward dependencies imply, that a failure of event delivery will cause the
triggering transaction to abort.

• Once an event has been consumed, the notification message is considered as de-
livered and will not be replayed in case the consumer crashes and subsequently
restarts. The event may be consumed simply by accepting the notification (on de-
livery) or when returning from the reaction (on return). Alternatively, consump-

visibility immediate, on commit, on abort, deferred

context shared, separate top

forward dependency commit, abort

backward dependency vital, mark-rollback

consumption on delivery, on return, explicit, atomic

���������Coupling modes
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tion may be bound to the commit of the consumer’s atomicity sphere (atomic) or
be explicitly indicated at some point during reaction processing.

If the reaction is coupled in a shared mode, it will execute on behalf of the triggering
transaction. Of course this implies a forward and backward dependency, which is just
the semantic of a sphere of atomicity. Otherwise, the reaction is executed in its own at-
omicity sphere, i.e. separate top and the commit/abort dependencies to the triggering
transaction can be established as described above. 

3.2 Discussion
The most notably distinctions between coupling modes in X2TS and in active databases
as proposed in [7,5] are that

i) coupling modes may be specified per event type even across different transac-
tions

ii) X2TS supports parallel execution in the shared (same) transaction context

iii)publishing of events is non-blocking, i.e. blocking execution of triggered actions,
is not supported

Backward dependencies even if implicit, as in ii) - raise the difficulty of how to syn-
chronize asynchronous branches of the same atomicity sphere. This is why we intro-
duce checked transaction behavior. A triggering transaction may not commit before the
reactions that have backward dependencies are ready to commit (and vice versa). Pub-
lish/subscribe in principle encompasses an unknown number of different consumers.
Therefore, we require that the consumers, that may have backward dependencies and
which need to synchronize with the triggering action, be specified in a predefined
group.

With the same arguments as presented in [43], event composition may span several
triggering transactions and we support couplings with respect to multiple triggering
transactions.

The visibility modes suggested, provide more flexibility than transactional messag-
ing (and transactional publish/subscribe). Transactional messaging, as provided by pop-
ular COTS MOM, only focuses on message integrating transactions [49], that is mes-
sages (events) will be visible only after commit of the triggering transaction. This re-
stricts the system to short transactions and therefore provides no flexibility to enforce
adequate spheres of atomicity (and isolation). Also, flexible and modular exception
handling - as supported by abort dependencies in our system - is not possible.

On the other hand, principally ignoring spheres of atomicity - using transaction un-
aware notifications - is not tolerable by all applications: with immediate visibility, com-
putations are externalized (by publishing events) that might be revoked, later. With re-
spect to serialization theory [2] publishing an event can be compared to a write opera-
tion, while reacting to it introduces a read-from relation. Therefore dirty reads -
reactions to immediate visible events of not-yet-committed transactions - may lead to
non recoverable reactions or cascading aborts. While in some cases it may be possible
to revoke and compensate an already committed reaction, in other cases it might not be.

The design of X2TS considers the fact, that a single execution model will not be flexible
enough to fulfil the diverse needs of different consumers. Therefore, coupling modes,
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most important visibility, are configured on a per consumer basis. While one consumer
may be restricted to react to events on commit of the triggering transaction, others may
need to react as soon as possible and even take part in the triggering transaction e.g. to
check and enforce integrity constraints. More loosely couplings may be useful, too. For
example an active object that reacts immediately without a forward commit dependency
but additionally registers an abort dependent compensating action, in case the triggering
transaction eventually aborts.

An event-based architectural style is characterized to exhibit a loosely coupled style
of interaction. We suggest that for the sake of reliable and recoverable executions in
event-based systems, atomicity spheres and configurable coupling modes should be
supported. Nevertheless, X2TS provides the advantages of publish/subscribe many-to-
many interactions with flexible subject based addressing in contrast to client-server re-
quest reply and location based addressing. The asynchronous nature of event-based in-
teractions is sustained as far as possible and the differing demands of heterogeneous
subscribers are taken care of.

3.3
Separation of concerns is the basis for a flexible and extensible software architecture.
Consequently, one of the principles of workflow and process management - separating
control flow specification and enforcement from functionality specification and imple-
mentation - is a general design principle for component-oriented systems [1,3,29,45].
Flow independent objects, that implement business logic, are invoked by objects that
reify the process abstraction, i.e. process flow knowledge. In the following, we will
briefly characterize the principles of event-based process enactment and the application
of transaction aware notifications. 

A process model (workflow schema) is defined using some process description lan-
guage to specify activities that represent steps in the business process. Activities may
be simple or complex. A complex activity contains several subactivities. Activities
must be linked to an implementation, i.e. the appropriate business object. Activities are
connected with each other using flow control connectors like split and join. In addition
event connectors should be provided to support inter-process dependencies and reactive
behavior at the process model level [21]. An organizational model and agent selection
criteria must be specified, as well. 

The process enactment system at runtime instantiates for each activity a task and a
task manager. The task manager initiates the agent assignments and business object in-
vocations, keeps track of the task state, handles system and application level errors, ver-
ifies the pre- and postconditions and enforces control flow dependencies. In any case, a
protocol must be established for the interaction between task manager and business ob-
jects as well as task manager and other process enactment components (i.e. other task
managers, resource managers, worklist handlers). 

In the case of an event-based architecture, a task manager subscribes and reacts to
events originating from tasks (i.e. activity instantiations), other task managers, resource
and worklist managers as well as from external systems. This requires the participating
components to externalize behavior and publish events of interest or allow instrumen-
tation for event detection. Task state changes are published as events, for example "task

Example: Event-Based Process Enactment
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creation", "task activation"; "task completion". The task manager reacts to error situa-
tions, task completions, etc. Different phases of task assignment to agents, like "assign-
ment planned", "assignment requested", "assignment revoked", may be published to
support situation aware worklist managers.

Figure 1 illustrates the application of coupling modes. A task manager keeps track of
the execution of business objects in order to check consistency of task executions (sub-
scription sub_1); if consistency is violated, the triggering transaction will be marked
rollback-only. Otherwise, the task manager chains the respective follow-up task (sub-
scription sub_2), optionally using complex events to distinguish alternative execution
paths depending on significant events which are external to the process. If task execu-
tion errors occur, restarts can be initiated or contingency steps may be invoked (sub-
scription sub_e). As already mentioned, task managers may not only react to
primitive events signalled by the controlled task but also to composed events signalled
by other task managers of predecessor tasks, task managers of a different process or
even external systems. Therefore X2TS must support composition and couplings over
transaction boundaries.

Events published by controlled tasks and task managers will not only be of interest
in a local process enactment scope but also in a more global scope. In a recent study in
cooperation with the German air traffic control authorities [30, 23], we found that the
notification of regional and supra regional capacity planning systems and decision sup-
port systems about progress and critical situations in the flight departure (gate-to-run-
way) process is essential. In addition, worklist managers at the controller’s workplace
must be situation aware, that is track the status of different but inter-related process in-
stances, and track planned, past, and current task assignments for several agents in-
volved in inter-related processes, and timely notify the controller of significant situa-
tions.
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Different event-subscribers will have different requirements with respect to visibil-
ity and coupling of atomicity spheres. For example, worklist managers will typically re-
quire immediate visible notifications and additionally react to the abort of actions or
change in assignment status in separate transactions. Reliable task control flow can be
implemented using on commit/abort visibilities whereas consistency checks typically
are deferred and share the same transaction context. The open nature of the envisaged
event-based architecture may provide the necessary flexibility to integrate next-gener-
ation air traffic control IT systems.

Activities are mapped to transactions defining atomicity spheres on the workflow
schema level. In the simple case, an activity is mapped to a transaction and subactivities
are mapped to (possibly open) subtransactions. Additionally, spheres of atomicity could
span more than one activity. This approach shares many ideas with [13] and [1]. X2TS
does not implement multitransactions (i.e. multilevel transactions [52], nested SAGAS
[19], DOM [6]) by itself, but supports the construction of multitransactions using X2TS,
as the necessary commit/abort dependencies can be established and for example com-
pensations can be triggered by X2TS. Recently, based on the work in [42], a proposal
for Additional Structuring of the OTS [24] has been submitted to the OMG, which pro-
vides activity management, e.g. allows for the realization of SAGAs and compensa-
tions, on top of OTS and which we think could benefit from X2TS. We note, that mul-
titransactions alone do not solve the problem of workflow recovery, as multitransaction
concepts all bear the problem of specifying compensations that preserve correctness in
terms of serializability. Such correctness criteria typically are based on commutativity
of operations [52, 26] and thus require application level knowledge. We think, that in a
CORBA world it will be hard to define which operations commute and which do not.
However, compensating activities at the workflow schema level seem to be a promising
approach. In that case, not all local transactions of a task execution need to be compen-
sated automatically.

4 2

First, we will summarize the key features of CORBA OTS and NOS as far as relevant
to the X2TS prototype and give a short overview of which part of the services are sup-
ported by our prototype and the interfaces that are essential for using it. The design and
implementation of the X2TS prototype will be discussed later on.

4.1 CORBA OTS
OTS can be thought of as a framework to manage transactional contexts and orchestrate
the two-phase-commit processing (2PC) between potentially remote recoverable serv-
ers. A CORBA transaction context - identified by its Control object reference - thus
represents a sphere of atomicity. OTS neither provides failure atomicity nor isolation
per se but delegates the implementation of recovery and isolation to the participating
recoverable servers. Isolation can be either implemented by the transactional object it-
self or by use of the Concurrency Service [39]. 

X TS Prototype
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A CORBA recoverable server object must agree upon a convention of registering
callback objects with the OTS Coordinator. The latter drives the 2PC through invoca-
tion of callback methods as depicted in Figure 2 (subtransaction interfaces are left out).

Resource objects participate in the voting phase of the commit processing and impact
the outcome of the transaction. The Synchronization object is not essential for
2PC but for additional resource management, like the integration of XA compliant da-
tabases and queue managers. The OTS engine will call back the registered Synchro-
nization objects before start of and after termination of the two phase commit
processing. In X2TS we make use of Synchronization objects to realize checked trans-
action behaviour and to add publishing of transaction state change events (also see sec-
tion 4.4).

4.2 CORBA NOS
The CORBA Notification Service has been proposed as extension to the CORBA Event
Service. The most notably improvements in NOS are the introduction of filters and the
configuration of quality of service properties. NOS principally supports interfaces for
push-based and pull-based suppliers and consumers. Events may be typed, untyped or
structured and signalled to the consumer one-at-a-time or batch-processed. A Struc-
turedEvent consists of a fixed event header, optional header fields, a filterable event
body and additional payload. 

An EventChannel is an abstraction of a message bus: all subscribers connected
to a channel can in principle see all events published to that channel. Consumers may
register conjunctions or disjunctions of filters, each of which matches events to a given
constraint expression. Event composition is not supported by NOS - besides underspec-
ified conjunction and disjunction operators. Quality of service (QoS) and filters can be
configured at three levels providing grouping of consumers. NOS implementations may
support specific QoS parameters, e.g. event ordering, reliability, persistence, lifetime
etc. Configurations are programmed by setting the respective properties, represented as
tagged value tuples.
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4.3 2

X2TS integrates a push/push CORBA Notification Service and a CORBA Transaction
Service. The two basic mechanisms provided by the OTS, context management/propa-
gation and callback handling are a suitable basis for incorporating extended transaction

2

tion and interposition. We have implemented an XA-adapter [48], mainly to integrate
RDBMSs, currently there is support for accessing Informix IUS using embedded SQL
in a CORBA recoverable server.

In our prototype, we only support the push-based interfaces with StructuredE-
vent one-at-a-time notifications. We assume that events are instances of some defined
type and that subscription may refer to events of specific types and to patterns of events.
Patterns may range from simple filters to complex event compositors. To this end, we
do not specify the event model and specific types of events, but suppose the Struc-
turedEvent to act as a container for whatever structured information an event of
some type carries.

The overall architecture of the combined transaction and notification service as pro-
vided by X2TS is shown in Figure 3. 

An event supplier creates, commits or aborts transactions through the use of the Cur-
rent pseudo object (indirect context management). Events are published on behalf of
the current transaction context using the ProxyPushConsumer interface. The proxy
is provided by the SupplierAdmin factory. An event supplier must register (adver-
tise) the types of events to be published using the NotifyPublish interface. The
supplier then publishes events by invoking the push_structured_event with the
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coordination. X TS supports indirect context management, implicit context propaga-
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appropriate parameter i.e. the event type is set in accordance with the previous type ad-
vertisements.

A consumer - representing an active object - subscribes to events or patterns of events
by registering a PushConsumer callback object with a ProxyPushSupplier pro-
vided by the ConsumerAdmin factory. Subscription to patterns of events and trans-
actional couplings are imposed by configuring the service proxy, i.e. setting the appro-
priate properties through QoSAdmin and CompositorAdmin. Detecting patterns of
events is realized by pluggable event compositors that are created by a specific Com-
positorFactory. We do not support the standard NOS filters but added our own
proprietary Compositor interface. 

The GroupAdmin interface provides group services, which are essential to realize
checked transactions and vital reactions. The semantic imposed by a vital reaction of
subscriber in a separate transaction as well as reactions in a shared context require, that
the subscriber is known to the publisher site X2TS before start of commit processing.
Otherwise, communication failures could hinder the vital (or shared context) subscriber
to be registered as a participant in the commit processing, and falsify the commit deci-
sion.

X2TS currently supports service configuration only at the ProxyPushSupplier
(ProxyPushConsumer) level. Event patterns are coded as strings and set in service
properties at the proxy level. An event pattern contains the event type declarations and
the composite event expression. If any coupling modes are specified, the couplings
must refer to event types of the pattern declaration. We propose that facades should be
defined which simplify configuration by providing predefined coupling mode settings.
For event composition to cope with the lack of global time and network delays we in-
troduce (in)accuracy intervals for timestamping events and suggest to use supplier
heartbeats. The details are out of the scope of this paper - basic ideas can be found in
[31]. We are implementing a basic operator framework for building application specific
compositors, incorporating some ideas of [55]. 

We remark that active objects are rather a concept than a programming language en-
tity. It compares to the virtual nature of a CORBA object. To refer to active objects de-
claratively, they must be part of the CORBA object model. We think, that the specifi-
cation of an active object should take place at the component level. In fact, the upcom-
ing CORBA Components model [38] includes a simple facet for containers to provide
event services and components to advertise publishers and register subscribers. Differ-
ent knowledge models for specifying reactions, e.g. rules, are possible. Active objects,
once specified, could use the services offered by X2TS.

4.4 2

In the next section, we will briefly describe the relevant features of the MOM used for
transport of notifications and then present the architecture and some implementation de-
tails of the X2TS prototype.

4.4.1
X2TS is implemented on top of a multicast enabled messaging middleware, TIB/Ob-
jectBus and TIB/Rendezvous [51]. TIB/Rendezvous is based upon the notion of the In-

X TS Prototype: Architecture and Implementation
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formation Bus [36] (interchangeable with “message bus” in the following) and realizes
the concept of subject based addressing. The subject name space is hierarchical and
subscribers may register using subject name patterns. Three quality of service levels are
supported by TIB/Rendezvous: reliable, certified and transactional. In all modes, mes-
sages are delivered in FIFO order with respect to a specific publisher. There is no total
ordering in case of multiple publishers on the same subject. Reliable delivery uses re-
ceiver-side NACKs and a sender-side in-memory ledger. With certified delivery, a sub-
scriber may register with the publisher for a certified session or the publisher preregis-
ters dedicated subscribers. Atomic message delivery is not provided. The TIB/Rendez-
vous library uses a persistent ledger in order to provide certified delivery. Messages
may be discarded from the persistent ledger as soon as all subscribers have explicitly
acknowledged the receipt. Acknowledgements may be automatic or application con-
trolled. In both variants, reliable and certified, the retransmission of messages is receiv-
er-initiated by sending NACKs. Transactional publish/subscribe realizes message inte-
grating transactions [49] and is therefore not suitable for the variety of couplings we aim
to support.

The diagram in Figure 4 depicts, how the multicast messaging middleware is intro-
duced to CORBA in ObjectBus. The General Inter-ORB Protocol is implemented both
by a standard IIOP layer and a TIBIOP layer. When using TIBIOP, the GIOP request
messages are marshalled into TIB/Rendezvous messages and published on the message
bus. In order to preserve interoperability, server objects may be registered with both,
TIBIOP and IIOP profiles at the same time. Most important for the X2TS prototype is
the integration of the ORB event loop with TIB/Rendezvous, in order to be able to use
the messaging API directly.

One of the design goals is to leverage the features of the underlying MOM as much
as possible in order to provide asynchronous publication, reliable distribution of events
and replay in case of failures. If a consumer crashes before the events have been con-
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sumed or a network error occurs, the MOM layer should initiate replays of the missed
events on recovery of the consumer. 

We have to ensure exactly-once delivery guarantees, end-to-end with respect to
CORBA supplier and consumer. Event composition requires the possibility to consume
events individually. Once an event is consumed, it must not be replayed. Additionally,
consumption of events may depend on the consumer’s transaction to commit. There-
fore, at the consumer side, X2TS supports explicit acknowledgement of received and
consumed events as well as transactional acknowledgement and consumption of events.
One of the complexities when realizing the prototype was to map delivery guarantees
at the X2TS supplier and consumer level to acknowledgements at the reliable multicast
layer provided by the TIB/Rendezvous MOM. We use certified delivery and explicit ac-
knowledgements of messages at the MOM layer, i.e. between X2TS publisher and sub-
scriber components. The publisher’s ledger will persistently log events as long as there
are subscribers that have not been delivered the message. In order to be able to consume
events individually, the MOM Connector at the consumer site must persistently log
consumption of events. In case of transactional subscribe, consumption of events will
be logged on behalf of the consuming transaction and the consumer’s transaction out-
come depends on the logging to be successful. Additionally, we must filter out duplicate
events, in case the event was consumed at the X2TS level but not acknowledged at the
MOM level.

4.4.2
Figure 5 depicts the components of X2TS at the supplier site. The supplier has access
to its transaction context through the Current interface and may push an event to the
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AppEvent Publisher, which implements the StructuredProxyPushCon-
sumer interface. In addition to the application events, which are signalled non-period-
ically, the event stream is enhanced with periodic heartbeat events. Thereby, event com-
position at the consumer site can correlate events based on occurrence order, instead of
an unpredictable delivery order [31]. 

The TxContext Supplier is responsible for enclosing the current transaction
context with the event. We use the OptionalHeaderFields of the event to piggy
back transaction context information as well as event sequence numbers, and times-
tamps. The MOM Connector marshals events into a TIB/Rendezvous specific mes-
sage (RvData) and publishes the events on the message bus.

The asynchronous nature of publishing events should be preserved, even if different
consumers couple their reactions in different modes. For example, the on commit visi-
bility of some consumer shall 1) not restrict other consumers to use immediate visibility
and 2) not block the supplier in 2PC processing unnecessarily. Therefore, events are al-
ways published immediately on the message bus and visibilities and forward depend-
encies are resolved at the consumer site without requiring further interaction with the
supplier in most cases. The design is based on the idea to publish transaction state
change events asynchronously and treat visibilities and dependencies as a special case
of event composition. In order to do so, the TxState Publisher publishes each
state change of a transaction, such as ’operation-phase-terminated’, ’tx-committed’ and
’tx-aborted’. While such an approach would be straight forward in a centralized system,
in a distributed environment with unpredictable message delays we cannot say at a con-
sumer node, if for example a commit has not happened yet or the commit event has not
been received yet. We will discuss in the section 4.6, how those situations are managed,
following the principle of graceful degradation.

While forward dependencies can be resolved at the consumer site, backward de-
pendencies impact the outcome of the triggering transaction and must be dealt with at
the supplier site. The Dependency Guard couples the commit processing of the sup-
plier’s transaction to the outcome of reactions that are vital or that are to be executed in
the same transaction context. In order to do so, for each backward coupled reaction a
Resource object must be preregistered with the triggering transaction. Additionally, this
requires to define the group of consumers which impose backward dependencies. A
supplier must explicitly join this group and thereby allow the backward dependencies
to be enforced.

4.4.3 2

The components at the consumer site are depicted in Figure 6 below. The MOM Con-
nector maps a X2TS consumer’s registration to appropriate MOM subscriptions. In
the simple case, NOS event types and domain names are directly mapped to correspond-
ing TIB/Rendezvous subjects. However, more complex mappings are possible and use-
ful to leverage subject-based addressing for efficient filtering of events.

On incoming RvData messages, the MOM Connector unmarshals the event into an
X2TS internal representation. The components run separate threads and are connected
in a pipelined manner. Events are first pushed to the Visibility Guard, which en-
forces the various visibility QoS by buffering events until the necessary condition on
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the triggering transaction outcome is fulfilled. If events becomes visible, they are
pushed to the Compositor (which also may be a simple filter). When the Compos-
itor detects matching events, it passes them to the Dispatcher, which establishes
the appropriate transaction context for the reaction to run in and sets up the forward and
backward dependencies, before finally pushing the event to the PushConsumer object.

4.5
For each different visibility QoS which the consumer has configured, a Visibility
Guard and its corresponding RV Connector Pipe are created. The Visibility
Guard is running in its own thread and dequeues incoming events from the MOM Con-
nector through the RV Connector Pipe. The Visibility Guard holds the
events in a per transaction buffer until an appropriate Tx state change is signalled or a
timeout occurs. Thereby, events (potentially of different types) are grouped by visibil-
ity. In addition, a transaction event listener snoops all transaction status events and for-
wards them to the interested RV Connector Pipes - and its associated Visibil-
ity Guard - and additionally to the TxState Cache. 

Assume two transactions tx1 and tx2, both publishing event types e1 and e2. Further
assume that the consumer subscribed on commit for an event pattern that contains e1
and e2 (whatever the pattern logic is). 
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Figure 7 depicts what the actions of the Visibility Guard would be in case some
supplier(s) publish e1;e1;e2 on behalf of tx1 and other supplier(s) publish e2;e1;e2 on
behalf of tx2. The buffer for tx1 would be flushed to the Visibility Pipe when
the commit status event of tx1 arrives, the buffer for tx2 would be discarded when the
abort status event of tx2 arrives. The Compositor - running in its own thread - would
be signalled when events are pushed into the Visibility Pipe.

4.5.1
Visibility Guard and Dependency Guard at the consumer site depend on the
transaction status events to arrive on time. This is not necessarily so. Transaction status
events are published in reliable mode, only. Therefore a commit/abort event could get
lost because of communication failures. Other situations to be considered are long run-
ning triggering transactions, a supplier crash (and abort) as well as consumer crash and
recovery. In all cases, the situation could arise

i) that events are buffered by the Visibility Guard but no transaction status
event will ever trigger the application events to become visible or be discarded.

ii) completion of a triggered transaction cannot progress because of an unresolved
forward dependency (see following section 4.6)

To cope with i), we additionally feed timeout events to the Visibility Guard. For
each referenced triggering transaction, the Visibility Guard will then consult the
local TxState Cache and request a current TxStatus event to be submitted to its
Rv Connector Pipe. If the cache does not have a hit, it queries caches on near-by
nodes. If there is no success either, then the RecoveryCoordinator at the supplier site
will be contacted. The RecoveryCoordinator object is part of the OTS engine, although
it is implemented as a per node daemon in a separate process. It either forwards a trans-
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action status request to the Coordinator, which is colocal to the supplier. In case of a
crash of the supplier process, the RecoveryCoordinator will inspect the transaction log
for the transaction outcome. The principle of graceful degradation restricts synchronous
callbacks to the supplier site to (presumably) rare occasions of major network failures.
Still, eventual progress is guaranteed in spite of various failure situations.

4.6
The Dependency Guard components orchestrates the behavior of dependent dis-
tributed transactions. On the subscriber site the Dependency Guard enforces for-
ward dependencies, such as commit and abort dependencies by registering a Resource
with the transaction Coordinator. In that case, a lightweight approach is possible to syn-
chronize a separate top triggered action to the end of the triggering transaction. We may
benefit from the fact that transaction status changes are pushed to the consumer site. As
noted above, we cannot know at a consumer site, how long it takes the triggering trans-
action to complete and the commit/abort event to be delivered. In case the triggered re-
action is to be completed while the status of the triggering transaction is not yet known,
we heuristically decide to throw an exception and signal potentially unchecked behav-
ior.

On the publisher site, the synchronization of distributed branches of the same trans-
action context and the imperative consideration of all control delegates is required. We
need to consider the implications of coupling modes in case of multiple asynchronous
executing reactions. We have to provide checked transaction behavior, that is we need
a mechanism for joining multiple threads1 of control for commit processing in case of
coupling modes that use a shared context or specify backward dependencies. The situ-
ation may arise that the triggering transactions is to be committed while there are still
branches (reactions) active. We leverage the callback framework inherent to the OTS
in order to place bolts for checked transaction behavior and influence transaction out-
come. A bolt realizes a synchronization barrier, that is checked before commit process-
ing may start. Backward dependencies such as reactions in a shared context are realized
by setting bolts at the triggering transaction. The Synchronization callbacks at the con-
sumer site is then used to remove the (remote) bolts and eventually allow the triggering
transaction to start commit processing. We do not block a commit call in such cases but
raise an exception that the transaction is unchecked. The object in control of the trans-
action may then decide to retry later or take other measures. In order to establish an ap-
propriate bolt - for example at the triggering transaction site - it is required to anticipate
the reacting active objects in advance, using a group service.

5 Conclusions

X2TS provides services to realize concepts of active object systems in a CORBA envi-
ronment. X2TS integrates CORBA notifications and transactions, leveraging multicast
enabled MOM for scalable and reliable event dissemination. Exactly-once notifications
can be realized without the need for a supplier based transactional enqueue. Notifica-
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tions may be consumed individually and in non FIFO order by the consumer, which en-
ables complex event composition. Coupling modes can be configured as quality of serv-
ice on a per consumer basis. Therefore, the event-based application can control the man-
ner in which to react to events published on behalf of transactions and dependencies
between spheres of atomicity can be dynamically established and will be enforced by
X2TS. We consider the asynchronous nature of “loose” coupling in event-based sys-
tems and let the application decide in how far to trade time independence and flexibility
of asynchronous interactions against synchronization with respect to transaction bound-
aries. As far as possible, visibilities and dependencies are resolved at the consumer site
without calling back to the triggering application.

We suggest, that in particular process enactment can benefit from the services pro-
vided by X2TS and multitransactions can be built on top. Still, declarative means to in-
troduce the concept of active objects into the CORBA object model are to be explored.

Once the prototype implementation [34] is enriched with more powerful event com-
positors and reaches a stable state, performance experiments need to be conducted.
There is still conceptual work to be done with respect to recovery of events. We sup-
pose, that a more flexible approach to recovery of events is required than simply replay-
ing the event history.
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Abstract. Enterprise JavaBeans (EJB) is a new technology that aims at supporting
distributed transactional component-based applications written in Java. In recent
years, a lot of new advanced software applications have arisen, which have new
requirements for transaction processing. Since EJB is modern concept that deals
with transactions, the paper discusses the support of EJB for those requirements for
advanced transactions and identifies weaknesses of transactions in EJB. The paper
also proposes an extension of the current transactional concepts in EJB, which can
be a remedy for some of the weaknesses identified. The extension, called
Bourgogne transactions, allows a transaction to delegate bean objects to other
transactions, to share bean objects with other transactions, and to establish flow
control dependencies between transactions. Implementation issues together with
pitfalls of the proposed extension are discussed.1

1 Introduction

Enterprise JavaBeans (EJB) is an emerging standard for distributed component-based
applications written in Java. One of the main goals of EJB is the support of electronic
transactions on the Internet. In EJB, distributed flat transactions are supported with no
means for supporting long-lived or cooperating transactions. The goal of the paper is to
identify weaknesses of the transactions in EJB and to introduce Bourgogne transactions
– an extension of the current EJB transactions. The purpose of the extension is not to
introduce a new transaction model or to extend EJB with some of the existing transaction
models. Instead, we would like to introduce an extension that brings new features to the
EJB concept of transactions and allows developers to use a rich set of transaction models.

The paper is organized as follows. What are we missing in the concept of transactions
in EJB is discussed in Section 2. An extension of EJB transactions, Bourgogne
transactions, is introduced in Section 3 and details of its implementation are discussed in
Section 4. An evaluation of the proposed extension is provided in Section 5, where goals
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achieved are discussed. The related work is discussed in Section 6 and our intentions to
the future are described in Section 7. The paper concludes with Section 8.

2 

Transactions became a widely-used technique for assuring data stability, application
reliability and recoverability. They are used extensively in database systems, where all
data manipulation operations are demarcated by transaction boundaries. Current
databases use the flat transaction model [9], some use the nested transactions,
transactions with savepoints, or other simple transaction models. With expansion of
object-oriented and component-based architectures, requirements for instruments
guaranteeing data consistency and durability have changed. In this section, the focus is
put on the identification of the most important of the new requirements, new applications’
aspects, and concepts, and their relation to Enterprise JavaBeans. First, several
weaknesses that are common for the majority of existing transactional systems are
identified. Second, weaknesses that are specific for EJB are identified and discussed.

2.1 

Although EJB is a relatively young standard, transactions in EJB suffer from many of the
weaknesses of the existing transactional systems. In some cases, the reason comes from
the fact that EJB have origin in classical transactional concepts, because EJB have to
collaborate with legacy applications, databases, and transaction monitors.

Currently, the only supported transaction model in EJB is the distributed flat model.
Many concurrent transactions can be executed and each of them is completely isolated
from others. Transactions cannot cooperate on underlying database level or on the bean
object level. The former is caused by the fact that today’s databases do not support
sharing resources, defining transaction-specific exceptions from operation conflict table,
or other means. The latter is EJB-specific: beans cannot be shared between transactions,
except for stateless session beans that do not have identity and thus are transaction-
unaware. In EJB, there are no differences between read-only methods and methods that
affect data stored in the underlying database. Allowing a transaction to invoke read-only
methods on locked bean objects could enhance the application effectivity, since in current
EJB all beans are locked until the transaction that had locked them commits or aborts.
This, perhaps, comes from an assumption that the majority of enterprise beans will use
a traditional database (connected by JDBC connections) as the storage of data.

Transactions are also completely isolated in terms of their lifecycle and flow control.
A transaction is unable to change its behavior based on a state of another transaction. For
example, it is not possible to mark a transaction abort-dependent on another transaction,
such that if the second transaction aborts, the dependent transaction will also abort. If
applications are mostly based on transactions, it is desirable to express bindings and
dependencies between them. In several papers ([1], [7], [11], [18]), dependencies
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between transactions are discussed. There is no reason for not supporting such an
extension in EJB.

EJB has no support for long-living or open-ended transactions. A lot of bean objects
can be involved in a long-lived transaction, which can reduce system effectivity and
throughput, as there is no support for partial rollbacks, early-release locks, savepoints,
Chained transactions, or other advanced transaction models, such as Sagas [8], where
compensating actions take place. It should be possible to release bean objects during a
long transaction execution, or to adopt less restrictive criteria for transaction isolation.

The component model, which is fundamental in EJB, is in fact a model with
semantically rich operations. In special cases, EJB 2.0 draft [6] distinguishes between
read and write methods: persistent fields of a bean with container-managed persistence
are accessible via accessor methods – setters and getters. However, this concept is not
employed for increasing the level of sharing bean objects; EJB container is able to realize
if the bean object state has changed or not and thus to optimize storing bean object
persistent fields. In our opinion, enterprise beans’ methods should be treated as
semantically rich operations. For each bean, a method-commutativity table that makes
it possible to mark some methods as non-conflicting should be created. This would
increase the application’s knowledge about a bean, and, consequently, the potential for
sharing a particular bean object.

2.2 EJB Specific Weaknesses

Beyond the features partially inherited from the current software applications supporting
transactions, EJB have several new features that bring new challenges and are also one
of the sources of EJB weaknesses.

There is no explicit locking in EJB. A transaction is not able to acquire locks on
selected beans; instead, beans are implicitly locked when they are involved to a
transaction.2 Therefore, locking is provided on a coarse granularity level, and transactions
cannot manage their locks according to the applications’ requirements.

It would be helpful to allow associating selected methods with a user-defined
transaction attribute. This can be beneficial in beans, where the transaction association
of a particular method depends mostly on the requirements of the client transaction and
beans do not care about the transaction attribute. If a client will, for example, read an
account balance and the Account.getBalance() method is associated with the
TX_REQUIRED transaction attribute, the Account bean object will be locked by the
container after the getBalance() method invocation although it is not necessary. If
the TX_NOT_SUPPORTED attribute is used, the client is not able to use the
getBalance() method in the scope of a transaction, where an atomic execution of
several methods takes place. Finally, if the getBallance() method is associated with
the TX_SUPPORTS transaction attribute, the client is not able not to lock the Account
bean if the getBallance() method is invoked in the scope of the client transaction.

                                                          
2 This is not true for stateless session beans, which have no identity, their instances are assigned to

a transaction from a pool of instances, and thus their awareness about transactions makes no
sense.
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Using the current EJB, this can be solved by providing more getBallanceXXX()
methods, each associated with a particular transaction attribute. A better solution is to
allow an association of a method with a set of transaction attributes. The client could
dynamically select an attribute appropriate for the actual transaction requirements.
Moreover, the set of transaction attributes that can be used to associate with a particular
method could be also dynamic. For example, a bean object originally associated with the
TX_SUPPORTS transaction attribute could be switched to strictly transactional mode
(e.g., because its state becomes a part of a reliable application) by allowing the
TX_MANDATORY transaction attribute only.

The fact that the set of transaction attributes is fixed is very limiting. If more
transaction models are supported, the set of transaction attributes has to be enlarged. If,
for instance, nested transactions will be introduced to EJB in the future, one can imagine
the TX_REQUIRES_NEW_NESTED transaction attribute with a similar semantics as
the TX_REQUIRES_NEW attribute. If a method invoked in the scope of a client
transaction is associated with that attribute, a newly created container-managed
transaction is a nested transaction of the client transaction. The method of the transaction
context propagation and use of container-managed transactions has to be specified more
precisely.

In the EJB 1.1 specification, there are no means for distinguishing between methods
changing a particular bean object state and between read-only methods. This is one of the
reasons why the synchronization on a finer granularity level is not employed. The
transaction isolation levels could be put to use for synchronization at the bean level, but
specifying transaction isolation levels in the bean deployment descriptor was expunged
from EJB 1.1. In the EJB 2.0 specification draft [6], bean accessor methods are denoted
as getters or setters, which allows a container to recognize if a bean object state was
changed or not and thus to optimize storing bean object states in a persistent store. The
finest synchronization granularity can be obtained by considering beans as objects with
semantically rich operations. In this case, the commutativity table would be provided for
methods of particular beans. If two methods of a bean commute, they can be invoked on
a single bean object in the scope of different transaction. If not, the synchronization
policy should be applied.

In EJB 2.0, the Java Messaging Service (JMS, [10]) is integrated using special
message-driven beans, different from session and entity beans. In JMS, sending a
message can be a part of a transaction if the XASession interface is used, but the
transaction context is never transferred to a message receiver. If a bean is specified as
using the container-managed transaction demarcation, either the TX_REQUIRED or the
TX_NOT_SUPPORTED transaction attributes have to be used. The specification argues
that use of other transaction attributes is not meaningful for message-driven beans,
because there can be no pre-existing transaction context and no client to handle
exceptions. Nevertheless, it could be very useful to allow a client transaction sending
transactional requests asynchronously, so the client does not have to wait for results and
can obtain return values or potential exceptions later. In this case, the transaction context
has to be transferred together with the message. Different JMS delivery modes and
transacted sessions should be employed for enforcing transactional message passing. If
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the transaction context is passed together with the message, all transaction attributes
would be meaningful for message-driven beans.

The EJB specification is not clear regarding multithreaded transactions. The Java
Transaction API specification (JTA, [3]) says: “The UserTransaction.begin()
method starts a global transaction and associate the transaction with the calling thread.
The transaction-to-thread association is managed transparently by the Transaction
Manager. A thread’s transaction context is either null or it refers to a specific global
transaction. Multiple threads may concurrently be associated with the same global
transaction.” Another note says that “some transaction manager implementations allow
a suspended transaction to be resumed by a different thread. This feature is not required
by JTA.” Also, “Depending on the implementation of the application server, different
Java threads may be involved with the same XAResource object. The resource context
and the transaction context may be operated independent of thread context.” It is not
clear, however, how a newly created thread can be associated with a previously started
transaction. Most current implementations do not associate a thread with a transaction in
whose scope it is started. Since synchronization is provided implicitly at the level of
transactions, it is also not clear how to synchronize threads in the scope of the same
transaction.

Transactions distributed to EJB servers provided by different vendors are a natural
requirement. Since each vendor provides its own implementation of classes from the
javax.ejb and javax.transaction packages, a programmer has to employ a
private classloader for each of the involved EJB servers to isolate the proprietary
implementation classes. The transaction context cannot be propagated implicitly in this
case and a client has to manage the transaction context propagation to beans deployed to
containers of different vendors himself.

3 Bourgogne Transactions

To address some of the weaknesses indicated in the previous section, we propose an
extension of today’s EJB transaction concepts. The extension focuses on enriching EJB
by new transaction primitives that allow using arbitrary transaction models.

This approach stems from ACTA [4], which provides a comprehensive formalism for
specifying transaction models. We have adopted the ACTA basic idea that an arbitrary
transaction model can be specified using the definition of transaction significant events
(such as transaction creation, start, commit, and abort), establishing flow control
dependencies between transactions, delegation of resources from a transaction to another
transaction, and the definition of criteria for sharing resources between transactions.

The purpose of the paper is also to discuss implementation issues of each of the
advanced primitives applied to EJB. Since the EJB specification is tightly related to the
JTA specification, many of the newly proposed primitives also affect the mechanisms
proposed in JTA. This paper crosses the boundary between EJB and JTA where
necessary, but it is more focused on the concept of transactions in EJB and does not
discuss the impact of the proposed changes to the JTA specification. The reason for this
approach comes from the fact that the newly proposed API uses some primitives from
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EJB (e.g., BeanObject), but JTA is a universal interface supporting transactions in
Java generally. To design a general extension of the JTA specification could be a
challenge for another paper.

 The newly proposed extension to the EJB transactions is termed Bourgogne
transactions3.

3.1 Basic Transaction Primitives: Significant Events

In Bourgogne transactions, basic transaction primitives represent the begin, commit, and
abort transaction significant events. In contrast to ACTA, new significant events cannot
be defined. More exactly, basic transaction primitives comprise methods from the
javax.transaction.UserTransaction interface. The semantics of each of the
methods can be found in the JTA specification [3].

3.2 Advanced Transaction Primitives

Advanced transaction primitives extend EJB transactions by tools for delegating
resources from a transaction to another transaction, sharing resources between
transactions, and establishing dependencies between transactions. The advanced
transaction primitives include:

Dependencies. A transaction is able to establish a dependency on another transaction.
Dependencies are conditional bindings between significant events of the participating
transactions. For example, if tj is abort-dependent on ti (tj AD ti), than if ti aborts than tj

also aborts.

Resource sharing. A transaction can give another transaction permissions to access data
that it owns. The permission can be for reading or writing, or a transaction can permit
access to parts of its data objects, e.g., by enabling to invoke only some of the objects’
operations.

Delegation. A transaction can move data objects associated with it to another transaction,
so that the accepting transaction becomes responsible for commit or abort of operations
executed before the delegation of the objects.

To simplify the usage of the new primitives, grouping transactions and beans is
introduced in our proposal. We introduce the TransactionSet and BeanSet classes
that extend the AbstractSet class. Transactions can be added to the
TransactionSet and beans can be added to the BeanSet. These newly introduced

                                                          
3 This name is not based on an acronym and it does not have any special meaning. The name

originates from the fact that one of the first discussions on such a concept was taken in
Bourgogne, France.
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classes are used in the definition of the BourgogneTransaction interface and make
it more user-friendly.

The definition of the proposed Java interfaces can be found in [17]. The new
transaction primitives and their implementation in EJB are discussed in detail in the
following section.

4 Implementation Issues

The basic idea is to support advanced transaction primitives by providing a new interface
inheriting from the javax.transaction.UserTransaction interface. The full
definition of the newly proposed BourgogneTransaction interface is shown in
[17]. A client controls the lifecycle of a transaction by means of the
BourgogneTransaction interface in similar way as the UserTransaction
interface. In addition, he can use the new transaction primitives thanks to the
createDependency(), addPermission(), and delegate() methods of the
BourgogneTransaction interface. If a bean acts as a client for other beans, it can
employ the BourgogneTransaction interface for working with advanced bean-
managed transactions.

For container-managed transactions, a developer cannot directly use the newly
proposed BourgogneTransaction interface. Instead, he has to specify the way of
use of the Bourgogne transactions advanced primitives in the bean deployment
descriptor. Transaction attributes seem insufficient for this purpose, because they indicate
only several special types of container-managed transactions. More details on container-
managed transactions and transaction attributes are provided in Section 4.4.

4.1 On Dependencies

Establishing dependencies between transactions allows expressing flow control relations
between two or more transactions. For example, in the nested transactions, each parent
is commit-dependent on all its children and, conversely, all its children are abort-
dependent on the parent. The BourgogneTransaction interface defines methods
for establishing single transaction dependencies on another transaction or a set of
transactions:

// Create a dependency on a transaction
void createDependency(BourgogneTransaction, depType);

// Create a dependency on a set of transactions
void createDependency(TransactionSet, depType);

// Remove a dependency on a transaction
void removeDependency(BourgogneTransaction, depType);

// Remove a dependency on a set of transactions
void removeDependency(TransactionSet, depType);
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Similarly, the BourgogneSet interface (presented in [17]) defines methods for
establishing dependencies of a set of transactions on a single transaction or another set
of transactions.

A particular dependency is canceled after it is applied. All the ACTA dependencies
are based on two types of dependencies. The first dependency type specifies that an
execution of some significant event (i.e., begin, commit, or abort) will force an execution
of another significant event. For instance, the abort dependency is of the first type. The
second dependency specifies the execution order of two significant events. The commit
dependency is an example of this dependency type. Let us name the first dependency type
the enforcing dependency and the second type the ordering dependency.

In EJB, the ordering dependency can be implemented by freezing an execution of the
method representing a significant event. On the other hand, the implementation of the
enforcing dependency depends on the fact if the commit or abort operations are involved.
Basically, abort of a transaction can be enforced immediately by marking the transaction
as rollback-only, while a transaction commit cannot be enforced. Thus, the dependency
enforcing commit of a transaction has to be ensured by the invalidation of the
dependency condition. This is applied in the strong commit dependency: if the tj
transaction is strong-commit-dependent on the ti transaction, the tj.commit()
method is invoked, and ti is aborted, tj has to be marked as rollback-only and aborted
finally by the transaction manager.4 The force-commit-on-abort dependency cannot be
implemented in some cases: if a transaction is aborted, then commit of the dependent
transaction cannot be enforced. In the case that the dependent transaction is aborted, an
exception is raised. Potential force-begin-on- dependencies form a new type of
dependencies that would be able to start a transaction without the begin() method
invocation. This is not possible in the current Bourgogne transactions, but we would like
to allow this kind of dependencies in the future.

We use a set of constants that represent individual dependencies, but it is more
desirable to allow employing a particular dependency by means of handling events
occurred. In the future, we would like to specify dependencies by means of registering
pre- and post- events of methods which represent transactions’ significant events. Each
dependency could be specified by the registration of methods reacting to such pre- or
post- events. This model could be used for more advanced dependencies, such as
dependencies on starting or finishing bean business methods, creating bean instances, or
other means. This functionality could be implemented by using the Java Message Service
[10].

Compensating transactions can be easily implemented by means of Bourgogne
transactions in EJB. We can establish the begin-on-abort dependency between a
transaction and a transaction compensating effects of the original transaction. The
compensating transaction is started if the original transaction is aborted. Troubles occur
if a compensating transaction aborts. This problem can be solved by establishing the
force-begin-on-abort compensating transaction dependency on itself. This should be

                                                          
4 Note that when a method representing a significant event of a transaction is frozen by the

transaction manager, the transaction can be still marked as rollback-only or a new dependency
which affects this transaction can be established.
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combined either with a policy for a transaction timeout or with a number of allowed
attempts to finish the compensating transaction.

Dependencies with container-managed transactions can be hardly established at
runtime. The dependency between a container-managed transaction and a client
transaction is the only dependency that makes sense if a bean method is called in the
scope of the client transaction. The dependency type could be specified in the bean
deployment descriptor. More details on container-managed transactions are provided in
Section 4.4.

Note that establishing dependencies works correctly with bean-managed transactions.
A bean-managed transaction is treated as client transaction, where a bean acts as a client
for other beans.

4.2 Sharing Bean Objects

In the BourgogneTransaction interface, we define the following methods for
giving permissions to another transaction to access bean objects:

// Give a transaction permission to invoke a method of
// a bean object
void addPermission(BourgogneTransaction,

javax.ejb.EnterpriseBean, java.lang.method);

// Give a transaction permission to invoke any method
// of a bean object
void addPermission(BourgogneTransaction, 

javax.ejb.EnterpriseBean);

// Give a transaction permission to invoke any method
// of a set of bean objects
void addPermission(BourgogneTransaction, BeanSet);

// Give a transaction permission to invoke any method
// of any locked bean object
void addPermission(BourgogneTransaction);

The BourgogneTransaction interface also defines methods for giving
permissions to a set of transactions (these methods use the TransactionSet class).
A transaction can give a permission to another transaction or a set of transactions to
invoke a particular bean object method. In the original EJB concept, if a stateful session
bean or an entity bean is used in a transaction, another transaction cannot access its
methods. Our proposal allows making exceptions to this policy, so some methods of the
locked bean objects can be invoked by selected transactions. Permissions can be canceled
thanks to removePermission() methods (the full listing is in [17]).

A transaction gives a permission to another transaction to allow sharing of its bean
objects. For example, if a client uses the Account bean object, he can give permissions
to all concurrent transactions to invoke the getBallance() method. If the permission
is given by the client transaction t, no conflict occurs if another transaction invokes the
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getBallance()method. Since t still remains responsible for the commitment or
abortment of the Account bean object, the code of getBallance() is effectively
executed in the scope of t.

Container-managed transactions can give permissions to access bean object methods;
this is allowed by extending the deployment descriptor. For example, if a method is
associated with the TX_REQUIRES_NEW transaction attribute, it is possible to specify
permissions that will be applied to all concurrent transactions. On the other hand, a
transaction cannot explicitly give permission to a particular container-managed
transaction. A container-managed transaction can obtain a permission from a client
transaction in three ways. The client can invoke the permit(bean, meth) method,
which gives the permission to all concurrent transactions to invoke the meth() method
on the bean bean object. If the client invokes the permit(bean) method, he gives
the permission to all concurrent transactions to invoke any method of the bean bean
object. It is also possible to use the permit(bean1, meth, bean2) method,
which gives the permission to container-managed transactions started during a method
invocation of the bean2 bean object to invoke the meth() method of the bean1 bean
object. permit(bean1, meth1, bean2, meth2) gives the permission to the
container managed transaction started due to the meth2() method invocation. Note that
giving permissions works correctly with bean-managed transactions.

If an X/Open XA-compliant database is employed as a persistent store through the
JDBC connection, giving permission at the enterprise bean object level would lead to the
write or read permission in the underlying database. However, this is not supported in
today’s commercial databases. Setting of the transaction isolation level is the only
isolation feature that can be set up there.5 Isolation levels cannot be employed for giving
an explicit permission to access some object (or group of objects) by another transaction.

Note that our strategy for giving permissions has to be changed, if explicit locking
primitives will be introduced to EJB. This could be more practical than the current
implicit locking mechanism.

4.3 Delegation of Bean Objects

The BourgogneTransaction interface defines methods for bean object delegation
as follows:

// Delegate a bean object to a transaction
void delegate(BourgogneTransaction, 

javax.ejb.EnterpriseBean);

// Delegate a set of bean objects to a transaction
void delegate(BourgogneTransaction, BeanSet);

// Delegate all bean objects to a transaction
void delegate(BourgogneTransaction);

                                                          
5 The read-only transaction can be considered as a transaction associated with a special isolation

level. For instance, Oracle uses READ ONLY as one of its transaction isolation levels [16].
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Delegation can be seen as rewriting the computation history: if a bean object is
delegated from a transaction to another transaction, the transaction manager behaves like
all the operations (methods) executed by the donor transaction were executed by the
acceptor transaction. For each transaction, the EJB transaction manager keeps a list of
involved bean objects. If a bean object is delegated from a transaction to another
transaction, the transaction manager atomically removes the bean object from the list of
the donor transaction and adds it to the list of the acceptor transaction. If a group of bean
objects is delegated, the same procedure is applied for each bean object from the group.

The bean object delegation cannot be provided if X/Open XA-compliant databases are
employed. However, some EJB servers do not support the two-phase commit. In these
EJB servers, connection pools based on the DataSource class are usually employed.
Delegation of bean object works correctly in these EJB servers – more details are
provided in [17]. If JDBC 2.0-compliant database drivers that support X/Open XA
resources are employed and the EJB server supports the two-phase commit protocol (i.e.,
the XADataSource class is used and database connections are obtained using the
XADataSource.getXAConnection() method invocation), all local transactions
in a the database that work in the scope of one global EJB transaction are associated with
the same transaction XID identifier. Thanks to this, if more JDBC connections to the
same database are opened in the scope of the same global transaction, they can access the
same data items in the database without any conflict. Delegating of bean objects from one
transaction to another transaction is just a transfer of the responsibility for the
commitment or abortment of operations executed in the scope of the transaction. This
leads to moving parts of the database transaction log to another database transaction,
which is not possible in today’s commercial databases.

A client transaction can delegate its beans to a container-managed transaction by
means of the delegate(bean, delegatedBean) or delegate(bean,
delegatedBeanSet)methods, which delegates the delegatedBean bean object
or the delegatedBeanSet set of bean objects to a container-managed transaction
started on the bean bean object. If there are started more container-managed transactions
(this is possible due to eventual permissions given) or no one container-managed
transaction is started, an exception is thrown. The client can invoke the
delegate(bean, meth, delegatedBean) or delegate(bean, meth,
delegatedBeanSet) methods to specify that the bean object or the set of bean
objects are delegated to the container-managed transaction started due to the meth()
method invocation. A container-managed transaction can delegate its bean objects to the
client transaction in which scope it was created. This has to be specified in the bean
deployment descriptor.

4.4 On Transaction Attributes

In today’s EJB, the way of the transaction context propagation and the way of employing
container-managed transactions are specified by transaction attributes. In fact, transaction
attributes are very limiting. The set of transaction attributes is fixed, because semantics
of the transaction context propagation is defined by setting a value of a bean method’s
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transaction attribute. If more transaction models will be supported, the set of transaction
attributes has to be enlarged. The way of the transaction context propagation and use of
container-managed transactions have to be specified more precisely. Generally, the
following points have to be addressed:

Transaction context propagation: A method can be executed either with the client
transaction context, or the client transaction is suspended. If the client transaction is
suspended, a new (container-managed) transaction can be created or the method is not
invoked in the scope of any transaction. It also has to be specified, if the client is allowed
to invoke a particular method in the scope of a transaction or not. In other words, a set
of allowed transactional invocation patterns has to be specified.

Relations between transactions: What is necessary for specifying new transaction
attributes corresponding with newly introduced transaction models is to allow using the
advanced transaction primitives with the container-managed transactions. For example,
the TX_REQURES_NEW_NESTED transaction attribute specifies: if a method
associated with this attribute is invoked, then 1) a new transaction is always started and
there are no invocation patterns that imply an exception raising, 2) if the method was
invoked in the scope of a client transaction, the newly created transaction is abort-
dependent on the client (parent) transaction, which is commit-dependent on the newly
created (sub)transaction, and 3), at the commit time, all bean objects associated with the
(sub)transaction are delegated to the client transaction.

A rich set of transaction models can be used if advanced transaction primitives are
applied to the container-managed transactions. Current EJB mixes the two points
indicated above and gives names to selected combinations of transaction context
propagation features. In our opinion, the deployment descriptor should allow to set the
way of the transaction context propagation, raising potential exceptions, creating new
container-managed transactions, and setting relations between transactions by means of
dependencies, giving permissions, and delegation.

To enhance container-managed transactions by the Bourgogne transaction advanced
transaction primitives, the deployment descriptor is extended as follows. In the
container-transaction section, the trans-attribute value specifies the
way of the transaction context propagation. Values allowed for transaction attributes
remains the same as in the EJB 2.0. If the TX_REQUIRES_NEW transaction attribute
is used, an additional information about relation between the client transaction and
container-managed transaction can be specified in the deployment descriptor. For other
transaction attributes, specifying additional information makes no sense. For bean-
managed transactions, the Bourgogne transactions do not allow defining relations
between a client transaction and a bean-managed transaction. It cannot be specified, for
instance, that a bean-managed transaction, if created, is a child of the client transaction
in which scope it is created. In other words, a bean-managed transaction is always
independent on the transaction in which scope it is created. This approach prevents
situations, where the bean provider employs a top-level bean-managed transaction, but
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since the bean-managed transaction is executed in the scope of a client transaction, its
semantics can be modified by the application assembler.

For the TX_REQUIRES_NEW attribute, the application assembler has to specify if
there are some dependencies between the client transaction and the container-managed
transaction, if container managed transaction delegates its bean objects to the client
transaction, and which permissions are given by the container-managed transaction in the
time of its initiation.  The new client-dependency and cmt-dependency
elements of the deployment descriptor specify the client transaction dependency on the
container-managed transaction and vice versa. These dependencies are established in the
time of the container-managed transaction initiation. The delegate element specifies
whether the container-managed transaction will delegate all its bean objects to the client
transaction in which scope it was created. Other alternatives for delegation by the
container-managed transaction are not possible. The application assembler can give a
permission to invoke the method associated with the TX_REQURIES_NEW transaction
attribute by means of the permission element. The allowed values are ALL, which
gives the permission to all concurrent transactions, and CLIENT, which gives the
permission to the client transaction.

5 Evaluation

The proposed EJB transaction extension addresses some of the goals listed in Section 2.
Concurrent transactions are not completely isolated; they can cooperate by means of
sharing bean objects or establishing flow control dependencies between themselves.
Sharing is not based on the classical read/write model; instead, it is based on the
semantics of bean methods. The granularity of sharing is not set at the level of bean
objects, but at the level of beans objects’ methods. This is beneficial mainly for
increasing the degree of sharing bean objects and thus for increasing the throughput of
the EJB server. Establishing dependencies between transactions is a classical concept that
allows to express the semantics of the application in terms of involved transactions.

The extension is designed so that long-running activities are supported by the
introduced transactional concepts. Bean objects need not be locked during whole
transactions. They can be shared with other transactions or they can be released before
commit by means of delegation to another transaction, which can be committed or
aborted afterward. Moreover, compensating transactions can be defined using the begin-
on-abort dependency between the original transaction and the transaction that
compensates effects of the original transaction.

The extension does not deal with an explicit locking mechanism. It allows to invoke
methods on locked bean objects, but assumes that each bean object participating in a
transaction is locked by the transaction manager. In our opinion, a transaction-aware
locking service similar to the CORBA Concurrency Control Service [15] should be
introduced.

The proposed transaction primitives are used for improved specification of the
transaction attributes. The application assembler is allowed to specify the way of the
transaction context propagation and also to specify relations between the client
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transaction and a potentially created container-managed transaction by means of
dependencies, giving permissions, and delegation. The set of transaction attributes is not
fixed as in the current EJB; instead, an arbitrary transaction attribute can be specified. On
the other hand, our extension does not allow defining “user-defined” or “dynamic”
transaction attributes. The proposed extension also does not introduce a concept for
asynchronous or queued transactions. This is one of our future intentions.

There is one important limitation of the proposed EJB extension: All the proposed
concepts will work with the EJB platform, but some of them cannot be used if EJB
applications employ traditional transactional software. Today’s databases and transaction
monitors support neither transferring resources from one transaction to another nor giving
explicit permissions to access locked resources. Perhaps, in the future, the concepts
proposed in this paper will be employed to this kind of transactional software.

6 Related Work

Chrysanthis and Ramamrithan in [4] introduce ACTA, a formal framework for specifying
extended transaction models. ACTA allows intuitive and precise specification of
extended transaction models by characterizing the semantics of interactions between
transactions in terms of different dependencies between transactions, and in terms of
transaction’s effects on data objects. However, ACTA does not focus on the
implementation of advanced transaction models in a programming language.

ASSET [1] provides a set of transaction primitives extending a programming
language. Beyond the traditional transaction primitives (e.g., begin, commit, abort,
get_parent) it introduces new primitives allowing creating dependencies between
transactions, resource delegation, and giving permissions for an access to acquired
resources. However, no implementation based on a real architecture is shown and
interfaces of the proposed primitives are not defined precisely. ASSET does not use the
object paradigm for the proposed primitives; it rather uses the procedural programming
style.

PJama is a clone of the Java programming language that supports object persistency.
In [5], the support for customizable transactions in PJama is introduced. PJama
introduces the TransactionShell class that provides basic transaction primitives.
Custom transaction models could be provided using inheritance from the
TransactionShell class, overloading its methods, or introducing new methods
representing more advanced transaction primitives. A developer of a new transaction
model can use the LockingCapability class for the support of ignoring conflicts
between transactions, delegation of responsibility for locks, and notification of a conflict
detection. The way of creating an arbitrary transaction model, however, is not fairly clear.
Note that PJama has no relation to the JTS or JTA specifications.
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7 Future Intentions

For the future, we plan to design our idea on container-managed transactions more
specifically. We would like to propose the way of specifying an arbitrary transaction
attribute in the deployment descriptor. Also, “user-defined” and “dynamic” transaction
attributes should be introduced. We would like to develop creating dependencies between
transactions by means of registering pre- and post- events. We would like to introduce
force-begin-on- dependencies that could start a transaction without the begin() method
invocation. We also plan to employ asynchronous transactions, which should allow to
transfer the context of a transaction by sending a message from a client to a bean object.
For last but not least, we plan to develop a prototype of the transaction service supporting
the proposed extended transactional functionality. For this purpose, we would like to take
advantage of an open-source EJB server implementation.

8 Conclusion

In this paper, we introduce an extension to the concept of transactions in Enterprise
JavaBeans. We identify several weaknesses of the current transactions in EJB. Our
extension, called Bourgogne transactions, solves most of the weaknesses that we have
identified. Bourgogne transactions allow to employ advanced transaction models to EJB.
They introduce new transactional primitives allowing to establish flow control
dependencies between transactions, to delegate bean objects from a transaction to another
transaction, and to give permissions to access bean objects locked by a transaction.
Implementation details of the proposed extension and the impact to the concept of EJB
transactions are also discussed.
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1 Introduction

Service integration tries to tackle the problem to deploy new services using ex-
isting legacy components in a network centric environment. Network centric was
considered here the Internet with the set of protocols supporting the World Wide
Web. Usually the legacy components were developed with the assumption of a
more closed non-distributed world. Especially they were originally not planned
for use in the web.

The availability of new enabling technology like object oriented middleware,
meta data approaches and their standardization by XML and component con-
cepts provide a new base one can use and rethink the problem field of service
integration. Basically this problem was already addressed quite often in different
more limited fields – e.g. case tools integration, DBMS integration – to mention
only a few. Given all this new technology service integration still raises a num-
ber of interesting problems while the new technology base allows new and easier
solutions than before.

First of all one wants to create new services on the web not just only to
bring an isolated (legacy) component to the web. Thus it is necessary to describe
services and provide means to combine existing services to form new ones. Then
there is the set of problems, which are created by the distributed nature of the
system created by a particular integrated set of components. This means, services
have to be made known and accessible by potential users. This is addressed by
mechanisms to register and locate services. Last but not least is the problem to
integrate different views on the data and control used by the different services
of the (legacy) components.

In the session two complimentary papers were presented and discussed:
“Customizable Service Integration in Web-Enabled Environments” by

Richard Gregory and Kostas Kontogiannis and the paper “Migrating and Spec-
ifying Services for Web Integration” by Ying Zou and Kostas Kontogiannis.

The two papers in this session provided a complimentary discussion of the
aspects of service integration. In summary a lightweight approach to distributed
service integration was proposed.

The general organization of the session was a presentation of the key aspects
of the service integration problem by the authors of the papers in an interactive
way which included questions and contributions of the audience.

W. Emmerich and S. Tai (Eds.): EDO 2000, LNCS 1999, pp. 231–234, 2001.
c© Springer-Verlag Berlin Heidelberg 2001
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Generally the issues discussed where centered around a number of questions
regarding the particular approach the authors have developed in a co-operation
between the group at University at Waterloo and the IBM Lab in Toronto.

2 What is Service Integration: Issues and Problems?

The particular aim of the presented approach was to provide a lightweight way
to flexible service integration based on legacy components. Although in the ex-
amples and case studies addressed in the authors’ work the source code of the
legacy components was available potentially it was the (unstated) intention not
to change those components too much. In broad terms the following primary
areas were addressed:

– Legacy system migration
– Control integration
– Service/component registration
– Data integration

The general approach to deal with these issues can be organized in the fol-
lowing way:

Service description: It is necessary to specify a service offered either indi-
rectly only to other components or by a (web-based) user interface. The
proposed solution is based on an XML based language that specifies general
properties. These properties are important for transparent service localiza-
tion due to the distributed nature of the “new” services. In addition the
service specification is used to specify the interface service properties. This
is necessary to provide a transparent way of service invocation.

Service registration: In large distributed software systems there is the need
to find a particular partially specified service. The necessary precondition
to find a service is to make all available service “publicly known” at some
place. In the proposed approach the solution to this problem is achieved in
a standard way through a central repository.

Service localization: More difficult and thus interesting is the problem how to
find a required service. In particular approaches are needed to find a service
in the case that the required properties are only partially specified. In the
proposed approach it is done through matching of general service properties
stored in the repository with required properties of the services sought.
In addition to these questions two other questions regarding integration ap-
pear in this setting. Usually the legacy components considered for the in-
tegration have their own distinct model of data and control. In particular
often the transaction concepts and database schemata have to be integrated
such that a combined service can be realized.

Control integration: In the proposed solution an approach based on event
condition action rules (ECA) was used. It was considered a main contribution
to a flexible way to the control integration problem the ECA rules were easy
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to customize in the setting of a combination of specific – possibly different
– business transaction logics and workflows. Concepts like these are similar
to those often found in active Databases.

Data integration: In addition to the problem to integrate the control flow
models of the different components to be integration it is necessary to bridge
the gap between the various data models of those components as well. Here
the use of XML to normalize data used by different sources was realized
successfully.

In the discussion during and after the presentations a number of problems
were raised and discussed. Clearly a number of advantages were recognized and
realized using the enabling technologies (CORBA, EJBs etc.) Also it was clearly
marked that the entire work needs to be evaluated using case studies on a larger
scale. However, important goals could be reached, such as an open architecture
and flexible integration by the ECA-rules approach. In the implementation and
also for the conceptual design in many places technology was used based on
XML. One important result was that XML-based tools and approaches are a
key to easy and open integration.

Some problems were also discussed. Mainly these were obviously due to the
early stage of the work and the lack of large-scale case studies.

– Rule sets can be become very complex. Providing an additional integration
layer on top of modularized components might add an opaque layer on top
of the integrated components. As a consequence this layer might become
large and not easy to comprehend in larger and complex cases. Thus tools
are needed to debug, analyze, and modularize the rule-set.

– Also it was discussed whether the rule-based approach is a good choice
as other approaches to component integration e.g. based on scripting (c.f.
CORBA 3) are available as well.

– Service description language is not based on formal model. A formalization
of the rule-language might be instrumental to achieve the desirable level
of tool-based analysis of the rule set. It also might help to achieve deeper
insight into problems like ovelap between rules, cyclic rule dependencies etc.

– Quality of Service (QoS) was particularly identified as a missing point in
the rule language. Thus the service description language should take into
account how QoS can be expressed and how at run-time this information
can be monitored.

– In the control integration problem area a particular problem arises if the
system has no control over transactions initiated outside the scope of the
ECA rules. Such a situation is especially difficult to handle if the components
cannot be changed to introduce new ways to supervise a (legacy) component.

– Based on an addition to the rule-language to allow to express the degree of
QoS, new ways to select a service from a set of possible services can be bases
on more elaborated approaches like alternative trading approaches.

In summary the work presented showed a nice and lightweight way to com-
ponent and thus service integration. It made also impressively clear how the
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XML-standard helps to deliver a flexible and very general solution to the prob-
lem. This in particular shows how XML might influence the work in distributed
system design and software engineering/software architecture in general in the
next few years.
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Abstract. In recent years we have been experiencing a tremendous
change in software development processes, where new systems are built
by utilizing distributed, possibly heterogeneous, components. In this pa-
per, we propose an infrastructure and a meta programming environment
that allows for distributed components to be integrated, in a fully cus-
tomizable manner, into Web-enabled environments. In particular, we pro-
pose an architecture that conforms to the event-condition-action para-
digm. A set of event-condition-action rules combined with a rule enact-
ment engine serves as a driver that determines the transaction logic by
which remote services are invoked. A prototype system using the pro-
posed architecture applied to the domain of e-commerce is also presented.

1 Introduction

Over the past decade, Web browser technology has revolutionized the way the
Internet is utilized for gathering and presenting information to users. With the
emergence of distributed object technologies and new programming languages,
the Internet is now moving from a worldwide information pool towards a service
providing facility.

The convergence of the Internet and distributed-object technologies extends
this “information-based” Internet to a worldwide “services-based” Web. This
evolution is referred to as the Internet’s second-wave, where software services
and content are distributed openly over the Internet, corporate intranets , and
extranets [1].

As the availability of data and software components on the Web increases,
services can be accessed through unique addresses and run as processes that
are dynamically executed on a server at the request of arbitrary clients. Further-
more, existing legacy systems, as well as new software systems, are conforming to
tighter requirements such as interoperability, flexibility, customizability, as busi-
ness processes are continuously reengineered. Consequently, content (data) and
� This work was funded by the IBM Canada Ltd. Laboratory - Centre for Advanced
Studies (Toronto), the Centre for Information Technology of Ontario (CITO), and
the Institute for Robotics and Intelligent Systems (IRIS).
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software components, located virtually anywhere in the world, can be combined
on an as-required basis, thus forming collaborative information systems.

We present a system architecture where a meta integration language, en-
coded in XML, determines the manner in which existing software applications
interact. This language allows Event-Condition-Action (ECA) rules [2] to encode
the transaction logic by which processes interact. As new services are added to
the application system, or as business processes change, all that is required are
changes to the rules that encode the specific transaction logic. Moreover, these
changes require relatively little effort to implement, so the behavior of the sys-
tem can be customized to meet new requirements. This is in contrast to existing
technologies such as CORBA [3] or Enterprise JavaBeansTM [4] where consid-
erable knowledge is necessary when the interaction of distributed components
must be changed.

In this context, several issues must be addressed that relate not only to
communication between processes but also to interactions that occur between
formerly independent software applications. Also, since we cannot assume all
enterprises will adopt one single architectural standard, open communication
with other systems is a strong requirement. The work presented in this paper
provides such an open architecture, and builds on previous work presented in [5].

This paper is structured as follows. In Section 2, we highlight related work.
In Section 3 we describe the basic architecture and the system’s components.
Section 4 gives a detailed look at our proposed rule language including a simple
example. Following that, in Section 5 we describe a simple prototype that we have
implemented using Enterprise JavaBeans and WebSphere [6] by IBM. Finally,
Section 6 outlines our future plans for the project and concludes the paper.

2 Related Work

Our system has its roots in CoopWARE [5], a generic data and control inte-
gration environment applied to the reverse engineering domain. In CoopWARE,
program coordination is also facilitated by a set of rules and an event-driven
rule execution mechanism. In this paper we extend the architecture and scope
of CoopWARE with respect to a new generic architecture modeled for Web
environments.

In [7] a generic architecture that also utilizes the Event-Condition-Action
(ECA) framework for managing Web-based applications, is proposed. The ma-
jor difference between the work presented in [7] and this paper is that we fo-
cus mostly on control integration aspects (process invocation and termination)
whereas CoopWARE focuses mostly on data integration aspects, and integra-
tion of the semantic content provided by various components in a Web-based
cooperative system. With our rule and task enactment engine, rule encoding
and service invocation are also greatly simplified.

The ToolBus [8] is a system designed to control interactions between software
components. Direct inter-tool interactions are not supported in the ToolBus and
are instead controlled by a script based on process algebra that formalizes all
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the desired interactions among tools. Although service interaction is abstracted
by the process algebra, modifications must still be carried out by skilled pro-
grammers.

C3DS [9], Control and Coordination of Complex Distributed Services, is a
project whose goal is “to exploit distributed object technology to create a frame-
work for complex service provisioning.” Like our system, C3DS aims to provide
a framework where new services can be composed from existing ones, as well
as to facilitate dynamic control over service interaction. Another goal it has in
common with our own is to provide an integration environment that is suitable
for non-programmers.

Finally, JiniTM [10] Connection Technology is an evolving standard under de-
velopment by Sun Microsystems. Although it is concerned with device connec-
tion, many of the ideas, such as communication between heterogeneous systems
and ease of connection also apply to the work presented in this paper.

3 System Architecture

In this section, we describe the overall architecture of the proposed system. We
also discuss the way in which individual system components interact with each
other and with their operating environment.

Fig. 1. The System Architecture

Figure 1 illustrates a high-level view of the proposed system architecture.
Specifically, a Web server intercepts events (for example, those that are sent at
the termination of a service) and forwards them to the rule engine. The rule
engine enacts Event-Condition-Action (ECA) scripts to determine whether a
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service can be invoked (i.e. the conditions in an ECA rule are satisfied). This
component is contained within a servlet that is plugged into WebSphere [6] and
is equivalent to a monitor process.

The rule engine forwards any service requests to the task enactment engine.
This component determines how the service is to be invoked based on informa-
tion provided by the service repository. The service repository relates names of
services, interface descriptions, IP addresses, ports, and URLs. A container that
is capable of deploying Enterprise JavaBeans (EJB) objects is used for invoking
the service (the container may be part of the same Web server that captured the
original event, but it would normally exist at another location). An EJB is used
to call a service that we wish to execute.

The service itself is contained within a wrapper that allows it to be used
within the proposed architecture. This wrapper accepts calls from an EJB and
it knows where and how to return any events that are sent back by the service
to the system. The external environment may belong to one or more instances of
our system. That is, a single service may be be registered (recorded in a service
repository) with any number of service integration systems.

3.1 Web Server and Events

Events are implemented as HTTP requests that are intercepted by the Web
server and are initiated by services. Events are encoded as strings of XML-
formatted data that contain event details such as its name, type (useful when
a service is to be invoked as a result of any event of some particular class),
sender, parameter values, and any other pertinent information. This approach
was chosen since a Web server can be easily used to capture events as they are
sent across a network. A servlet plugged into the Web server can then process
these events. The implementation of the proposed prototype is built on top of
the WebSphere server developed by IBM [6].

In addition to capturing incoming events, WebSphere also provides an infras-
tructure that simplifies the invocation of remote services since it is capable of
deploying EJBs. These beans can dynamically load classes that contain or wrap
the desired remote services. We rely on EJBs, rather than directly loading remote
classes, since EJBs can execute remotely. These are then able to invoke other
non-Java components, such as those obtained from legacy systems that can only
run on certain platforms and operating environments. For each site containing
a service, an instance of the Web server (or, at least, an EJB container) must
exist, and for each service an EJB must be deployed.

Note that we could have used an implementation of CORBA [3] (in fact,
WebSphere provides an implementation of CORBA) or even Java servlets. How-
ever, we found that the EJBs simplify many tasks and provide a higher level of
abstraction than using an Object Request Broker (ORB). Java servlets, at the
other extreme lack many features found in EJBs such as transaction management
and persistence mechanisms.
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3.2 ECA Rule Engine

At the heart of the system architecture is the component that allows for process
transaction logic to be encoded and enacted by a collection of event-condition-
action rules and a forward chaining inferencing engine. This engine is what allows
us to achieve the desired level of customizability and flexibility.

Fig. 2. The Rule Engine Module

The rule engine is implemented as a servlet that accepts incoming events
by the Web server. These events may cause a number of rules to be activated.
For each rule triggered, a condition clause is checked and, if it is satisfied, the
respective rule actions (i.e. service names) are passed to the task enactment
engine and invoked (see Figure 2).

As new services are added to the system, new rules can be written to control
the invocation of these services and capture any new events they may send.
Furthermore, any changes to business processes involving existing services can
easily be reflected in the system by simply modifying or adding new rules.

The ECA rules are encoded using XML and are stored in the rule base along
with the DTD that corresponds to the rule language grammar [11]. ECA rules
are parsed by using IBM’s XML4J parser [12]. This parser also provides an API
to access the resulting DOM tree (an internal representation of the parsed XML
document, analogous to a program’s abstract syntax tree).

3.3 Services

The actions in an ECA rule typically involve invoking a service. A service is
defined informally as a method or program that relates to a process and can
run either locally or remotely. Upon completion, a service may return results to
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the rule engine. The results come as parameters that are enclosed within a new
event that is sent by the service (for example, see Figure 8).

In a basic case, when a service is invoked, it may simply return a value to the
system. In more complex cases, a service may have a state, and subsequent calls
to that service may require that the same instance of the service be invoked.
As an example, consider an application where there is user interaction. The
application might send an event that eventually triggers a rule that invokes one
of the application’s display methods (the display method would be a service). It
is important that the same instance of that application be invoked as the display
service and not some other instance (we want to results to come back to where
some request originated). These are described in [13] as interactive services.

In general, a service can be invoked several times, where each invocation
is dependent on earlier invocations. We use session identifiers to distinguish
between events that may belong to different transactions. We will explain these
identifiers further in Section 4.5.

A typical service is the functionality that is provided by some component.
Components can often be obtained from legacy systems using reverse engineering
techniques [14] or from software modules built specifically for a given application.
Strategies and techniques to automate the decomposition and re-engineering of
legacy systems into modules for migration to network-centric environments have
been presented in [15] and [16].

Once services are identified, they can be encapsulated by a wrapper class
and be used within the integration architecture. The finer the granularity of the
components (i.e. the higher the cohesion), the more the flexibility that can be
provided when the individual components are wrapped. For example, at one ex-
treme, a legacy system can be wrapped as a whole, providing thus a monolithic,
but inflexible, service. On the other extreme, the legacy system can be decom-
posed into small subsystems that correspond to implementations of Abstract
Data Types, or highly cohesive components that deliver specific functionality.
For maximum flexibility, components (especially the ones extracted from exist-
ing legacy systems) should provide a spectrum of related services as opposed to
a single service, and have a well defined interface with the rest of their operating
environment [17].

No matter how the services are obtained (by new development or by com-
ponents extracted from legacy systems), an essential requirement is that these
services are able to exist anywhere on a network or the Internet. Usually they
run on the system where they reside and may be implemented in any program-
ming language. This is in contrast to other network-centric paradigms whereby
code is downloaded and executed on the thin-client side.

As we will see in Section 4, it is not necessary for a person composing the
rules to be concerned with the details of where the service is located, or how it
is to be invoked. It is up to the system to determine this. Also, new services may
be added to the system at any time. We are working on simplifying and even
automating the registration process. In particular, on-going work [18] involves
the design of mobile agents that locate services that are available to register
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with the system, based on the type and interface description of these services. A
sample component, and its XML interface description, are illustrated in Figure 3
and Figure 4 respectively.

public Class BookItem {

private:

char* title;

char* barcode;

public:

void setTitle(char *title);

char* getTitle();

void setBarCode(char* barcode);

char* getBarCode();

void setAuthor(char* author);

char* getAuthor();

}

Fig. 3. Example Service Interfaces for the BookItem

Services are registered in the proposed system by adding an entry to the
service repository. This repository is used by the system to determine, in a way
that is transparent to the client processes, where services are located and how
they are to be invoked. It is also used to assist in composing new ECA rules by
providing information such as which events may appear and which services are
available. An XML DTD can optionally be registered along with any service to
assist in data integration [7] [19]. The repository is currently implemented as a
static table, but work is in progress to implement it as a built-in service that
will handle service registration events.

One advantage of the proposed architecture is that it simplifies the trans-
action logic between diverse systems that do not use the ECA approach. A
service that integrates data represented as XML files and can be used to trans-
late ECA events and parameters into a format that can be used by other systems
is presented in [19], [20]. A similar service can also translate data arriving from
other systems into ECA events. This addresses the problem of differing data
formats between related services. Since most services correspond to components
obtained from diverse legacy systems, only few will share a common data format
even though one service may be required to provide data to another service.
We believe that as standards for data interchange are developed [21], [22], these
adapters will be standardized as well.

4 The ECA Scripting Language

This section presents an overview of the scripting language used for modeling the
Event-Condition-Action (ECA) rules. The ECA rules are encoded in XML and
are composed of three parts as described in the following sub-sections. Other
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Fig. 4. A Sample Interface Description

language features are described at the end of this section. An example of a
simplified ECA rule script is illustrated in Figure 5. This sample script is taken
from an experiment that is described in Section 5.

4.1 Types and Declarations

An ECA rule is given a name attribute so that it can be distinguished from other
rules. This allows for the removal or replacement of rules at runtime and is useful
for debugging purposes. A rule begins with variable declarations consisting of an
identifier and type. Values for these are set within an event clause and can be
used in the condition and action components of the same rule. For example, in
Figure 5, the variable CustID will have it’s value set when a CheckoutCar event
is received. This value is stored in the DOM tree and will be used when the
CheckAccount service is invoked as part of the condition check. If the actions
are executed, the value will be passed to the PlaceOrder service. Although not
shown in the example, it is possible to compose complex data types to avoid
repeated use of long parameter lists. Constants may also be defined as an added
convenience.

Both complex types and constants may be defined in a global scope, in which
case they may be used in any rule contained within the script. These types and
constants may also be used by service definitions within the service repository.
Conversely, types, constants, and the service names that are declared in service
definitions may also be used within an ECA script. To disambiguate definitions,



Customizable Service Integration in Web-Enabled Environments 243

<ECARule name="Checkout Cart">

<Declarations> <Variable identifier = "CustID">

<Type name = "Integer"/> </Variable>

<Variable identifier = "CDs">

<Type name="CDList"/></Variable></Declarations>

<Events> <EventExpr>

<Event name = "CheckoutCart">

<SetVariables>

<Identifier name = "CustID"/>

<Identifier name = "CDs"/> </SetVariables>

</Event> </EventExpr> </Events>

<Conditions> <ConditionExpr> <Condition>

<Service name = "CheckItemsInStock">

<Class name = "IsItemsInStock"/>

<UseVariable> <Identifier name = "CDs"/>

</UseVariable> </Service> </Condition>

<AND/> <Condition>

<Service name = "CheckAccount">

<Class name = "IsAccountInGoodStanding"/>

<UseVariable> <Identifier name = "CustId"/>

</UseVariable> </Service>

</Condition> </ConditionExpr> </Conditions>

<Actions> <Service name = "PlaceOrder">

<Class name = "PlaceOrder"/> <UseVariable>

<Identifier name = "CustId"/> </UseVariable>

<UseVariable>

<Identifier name = "CDs"/> </UseVariable>

</Service> </Actions> </ECARule>

Fig. 5. A Sample ECA Rule

the use of packages are employed in a manner very similar to those used in the
Java programming language.

Global variables may also be declared. These, however, may cause more
problems than the convenience they provide, since their value may be non-
deterministically set at any time by events received as part of other rules. To
avoid this problem (to some extent), we have allowed one type of global variable
that can only be set within one rule, but can still be used within other rules.
There is still a possibility of it not being defined at other points of use, but an
extra condition can be added to check this case. For in depth explanations and
examples of variable and type declarations, as well as the use of packages and
other language features, refer to [11] and [13].

4.2 Events

An event component appears in a rule following the declarations. This is an
expression composed of named events that are separated by and or or con-
nectives. An event expression must be satisfied for a rule to be triggered. In a
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simple case, such as in Figure 5, the expression consists of a single event. As
an example of a more complex case, if an event clause contained the expression
Event1∨ (Event2 ∧ Event3), the rule would trigger (depending on the param-
eters received, as discussed next) when either Event2 and Event3 were received
or when Event1 was received.

An event that is received may include parameters whose values will be bound
to the respective identifiers. In the example in Figure 5, if a CheckoutCart event
is received, the first parameter value will be bound to CustID and the second
to CDs. Similar to function overloading, if the number and type of parameters
received does not match one event in a rule, it may match another. An event
may also have a type, which means that, if an event exists in a rule where a type
is specified instead of a name, this could also cause the rule to trigger (assuming
there is a parameter list match and any other needed events are received). This
allows rules to be triggered whenever any of a general class of events is received.

Notice that the complex example above may present a problem similar to
that of serializability in the database field. If several Event2 and Event3 events
are received, the number of times the rule will trigger depends on the order
in which those events are received. Consider the case where two Event2s are
received, followed by two Event3s. The rule would trigger once and, if we dis-
carded the second Event2, the rule would not trigger again until a third Event2
was received. Therefore, we keep a queue of events such that, in our example,
when the second Event3 is received, the rule will trigger for a second time (due
to an Event2 having been in the queue).

However, given that there may be different parameter values associated with
each event, there may still be different effects depending on the order of event
receipt. The combination of one of the Event2s with one of the Event3s that
triggers the rule is generally non-deterministic. This must be kept in mind when
composing ECA rules.

When a rule is triggered, it is important that all variables be bound. There-
fore, where there is an or expression, any variables that appear on the right
hand side must appear on the left hand side. Conversely, where there is an and
expression, any variables that appear on the right hand side must not appear
on the left. To allow otherwise would introduce ambiguity since variable binding
would occur twice.

4.3 Conditions

The next component of an ECA rule is the condition clause, which is a Boolean
expression using the logical connectives and , or , and not . A predicate corre-
sponds to either a service that returns a Boolean value or a test on the values
that were bound to the event parameters. In the example of Figure 5, the condi-
tions would be satisfied if the CheckItemsInStock and CheckAccount services
both returned true. The values that were received with the CheckoutCart event
will be passed to these services. Of course, more rules may be necessary to handle
the case where either of these services returns false.
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Services that can be used as condition checks must be registered as such in
the service repository. This is so that the rule engine knows that the return value
belongs to the condition check and is not just another event. Boolean services
are invoked, and their values returned, in the same manner as is described in
the next section.

Another use of the condition component is to perform a check on the values
of variables. We have defined various tags that allow operators, such as equals
and greater than, to be placed between constants and variables within a condi-
tion expression. An in-depth example of a condition component is provided in
both [11] and [13].

If the entire condition clause of a rule is satisfied, the action component of
the rule is executed as described next.

4.4 Actions

The final ECA rule component is the action component and it encodes instruc-
tions for the invocation of a sequence of remote services. The services may all be
invoked simultaneously or sequentially. Services that are named in a triggered
rule are passed to the task enactment engine which manages actual service in-
vocation.

If a service name is specified, as is the case in Figure 5, the system will look
for that name in the service repository (it will look in the packages that are
specified) and use the recorded information such as host name and port number
to call the EJB that performs the service. Future extensions of our work would
likely employ a robust directory and naming service, such as JNDI [23], to locate
the services. If a service type is given instead of a specific name, the system will
invoke any service that matches that type.

Each service specified in the actions component may also pass the values
of variables as parameters to services. At runtime, any session identifier that
was received with an event from an interactive service (as was described in
Section 3.3, is also passed to the service, so that it can pass it back to let
the system determine the context of the result. With our current system, an
event component cannot contain an expression with events from two different
interactive services, since there can only be one session identifier.

On-going work is focusing on developing a mechanism that allows for the
localization and selection of remote services by the task enactment engine. This
can be based on criteria related to the current load of the server on which the
service is located, the communication latency, and the performance rating of the
service in terms of speed, accuracy, and cost [18].

4.5 Concurrency Issues

Each event that is sent to the system comes through WebSphere and this results
in a new thread of the rule engine being created. This means that more than one
rule can be active at any given time as part of different sessions. Consequently,
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more than one service may be instantiated at any given time. Therefore to deal
with concurrency problems related to multiple instantiations of any given service,
we have included the concept of sessions within the ECA rule language. For
example, if service S is invoked, and we are interested in the return value from S
in another rule, we need to know whether the return value we received is the
same one we were expecting. After all, we may have received the value from
some other invocation of S.

Session identifiers can be used to address this problem. When an application
sends an event that begins the chain of rule invocations (such as an interactive
service), the rule engine includes a unique identifier with that event’s parameters
and passes it to each service that is invoked. This is not seen in Figure 5, since
it is strictly a runtime parameter. Each service that receives a session identifier
passes it back in addition to the parameters as seen in the example. Note that
these identifiers are not written into the ECA scripts, they are added by the
system at runtime.

Other concurrency issues, resulting from many services accessing the same
data resources, are effectively handled by the implementation offered by EJBs or
by the back-end services themselves (i.e. database management systems such as
UDB/DB2 Data Base Management System). For other services that do not offer
concurrency control mechanisms, such algorithms can be implemented separately
from the integration architecture proposed in this paper [24]. In particular, we
would like to maintain atomicity in all transactions that occur as a result of
service invocations. For the prototype discussed here, the atomicity, consistency,
isolation, and durability issues for the operations that result from the invocation
of remote services are addressed by the back-end services themselves, while the
message delivery guarantees are handled by the EJBs and the CORBA protocol
which provides at-most-once-semantics.

Fig. 6. The Home Page
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<ECARule name="CDArtistQuery">

<Declarations>

<Variable identifier = "Artist">

<Type name = "String"/>

</Variable>

</Declarations>

<Events>

<EventExpr>

<Event name = "ArtistCDListRequest"

sessionId = "CDArtistQuery:10000">

<SetVariables>

<Identifier name = "Artist"

value = "Rush"/>

</SetVariables>

</Event> </EventExpr> </Events>

<Conditions> </Conditions>

<Actions>

<Service name = "RequestArtistList">

<Class name = "SQLService"

sessionID = "CDArtistQuery:10000"/>

<UseVariable>

<Identifier name = "Artist"

value = "Rush"/>

</UseVariable>

</Service>

</Actions>

</ECARule>

Fig. 7. A Query Rule at Runtime

5 An E-Commerce Application Scenario

To demonstrate the applicability of the proposed system, we present its use in
deploying an e-commerce on-line system. The system implements the function-
ality offered by a virtual CD store where, users are able to order CDs using a
Web browser. This section presents how the proposed architecture is used.

On the surface, the system is similar to many existing on-line ordering sys-
tems. A typical session may run as follows: a user connects to the CD Online
web page, enters the name of a recording artist, obtains a list of available CDs
from that artist, then selects one CD from the list. Any number of CDs may be
added to a shopping cart, and the customer can fill out an information form,
specify a payment method, and have the CDs shipped to a given address. Also
similar to many existing systems, our system is connected to a database and
other systems such as inventory and accounting.

Where our system begins to differ from familiar on-line systems is the under-
lying architecture, its rule engine, and the customizability it offers. For example,
it took only a few hours to customize the environment from another e-commerce
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<Event name = "ReturnedRequestArtistList"

sessionId = "CDArtistQuery:10000">

<Param name = "Results"

type = "XMLString"

value="<Artist>Rush</Artist>

<Albums>

<Album>Moving Pictures</Album>

<Year>1981</Year>

<Album>Permanent Waves</Album>

<Year>1980</Year>

<Album>Hemispheres</Album>

<Year>1978"</Year>"

</Albums>"/>

</Event>

Fig. 8. An Event Resulting from the Completion of the RequestArtistList
Service

application for selecting and purchasing auto-parts instead of CDs [25]. Pric-
ing information, availability of goods, and special offers are all handled by the
back-end service which in our case was IBM’s Universal Database UDB/DB2.

In all cases, incoming HTTP requests are intercepted by a servlet that is
implemented also as a service. This service transforms the request into an event
and sends it to the rule engine. In the sample scenario, actions are programs
that encapsulate SQL queries. The parameter values that will be used (i.e. artist
name, song title) are those that are filled by the client as he or she fills the
on-line forms on the client machine. Note that the Web browser is an interactive
service where a new session identifier is created every time a form is submitted.

A snapshot trace of the system in operation proceeds as follows. The user
visits the virtual store Web page and selects the artist as illustrated in Figure 6.
What is sent back to the Web server when the form is submitted is an HTTP
request containing XML formatted text that is passed as an event to the rule
engine. This matches the event clause illustrated in Figure 7, which illustrates
the rule as it would appear at runtime.

As a consequence, the rule in Figure 7 is activated and its correspond-
ing action is sent to the rule engine. The action requests a service named
RequestArtistList. The sessionID field value guarantees that the specific
request will be carried out on behalf of client that initiated the request. The ser-
vice request is passed from the rule engine to the task enactment engine which
invokes the service through the appropriate EJB.

In this example, the service RequestArtistList expects a parameter that
will be formed into an SQL query. In this case, it has the value “Rush”. The
service repository will provide the server IP number and the port at which the
EJB for this service is available. Upon its completion, the service will return
a new event as shown in Figure 8. This will allow the rule engine process to
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Fig. 9. Choosing Album Titles

continue with the next rule. The sessionId value that was passed to the service
(CDArtistQuery:10000) will also be passed back from the service.

This new event matches the event premise of the rule illustrated in Figure 10.
In this rule, the sessionId value is assigned appropriately and the parameter
value is bound to the variable Artist. The action to be carried out in this case
is the ConvertToHMTL service which is a program that converts XML, using XSL
style sheets, to HTML. Finally, this service will send a new event (not shown due
to space limitations), that triggers a rule that will send the results back to the
web server so they may be passed on to the client’s Web browser. At this point
the session identifier is used to match these particular results with the correct
client (other clients may have invoked the same sequence of rules and the rule
engine may return different sets of results back to the Web server). The resulting
HTML data is displayed as shown in Figure 9.

Similar rules handle the case where more information is requested for a par-
ticular CD, or when a CD is added to a shopping cart. When an order is placed
for a set of CDs, the inventory system is notified. Should there be insufficient
stock of any ordered item, an event is sent from the inventory system. A rule ex-
ists that causes the shopping cart service to modify the contents of the order so
that there will be an indication (when the order is sent to the invoicing/shipping
system) that an item was out of stock. The out-of-stock event also triggers an-
other rule and causes an order for the item to be placed with a supplier.

Customizable transaction business logic, purchase policies, and special offers
can all be encoded as ECA rules. Using the meta-language and the proposed
environment provides a means by which services can be invoked in a fully cus-
tomizable way.
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6 Conclusion and Future Work

In this paper, we have presented a generic architecture that allows for the cus-
tomizable integration of services in Web-enabled environments. In particular,
we presented a technique for remote services to be represented and integrated
using a meta-language based on the ECA paradigm. Moreover, we presented a
task enactment engine that utilizes the ECA rules and around which the system
architecture is built. Finally, we discussed a prototype e-commerce application
which has been built using the ECA approach and the proposed architecture.

The prototype is currently being extended as a research prototype at IBM
Toronto Lab, Center for Advanced Studies. This includes the dynamic registra-
tion of services, the automatic generation of wrappers given service interface
descriptions and finally, the run-time selection of services when there are repli-
cated services offered by the system.
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<ECARule name="CDArtistQueryResults"

<Declarations>

<Variable identifier = "Results">

<Type name = "XMLString"/>

</Variable> </Declarations>

<Events> <EventExpr>

<Event name ="ReturnedRequestArtistList"

sessionId = "CDArtistQuery:10000">

<SetVariables>

<Identifier name = "Results"

value="<Artist>Rush</Artist>

<Albums>

<Album>Moving Pictures</Album>

<Year>1981</Year>

<Album>Permanent Waves</Album>

<Year>1980</Year>

<Album>Hemispheres</Album>

<Year>1978"</Year>

</Albums>"/>

</SetVariables>

</Event> </EventExpr> </Events>

<Conditions> </Conditions>

<Actions>

<Service name = "ConvertToHTML"

<Class name = "XMLtoHTML"

sessionId = "CDArtistQuery:10000"/>

<UseVariable>

<Identifier name = "Artist"

value ="<Artist>Rush</Artist>

<Albums>

<Album>Moving Pictures</Album>

<Year>1981</Year>

<Album>Permanent Waves</Album>

<Year>1980</Year>

<Album>Hemispheres</Album>

<Year>1978</Year>

</Albums>"/>

</UseVariable>

</Service>

</Actions>

</ECARule>

Fig. 10. A Query Result Rule at Runtime
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Abstract. With the explosive growth of the Internet, businesses of all sizes aim on
applying e-business solutions to their IT infrastructures, migrating their legacy
business processes into Web-based environments, and establishing their own on-line
services. To facilitate process and service integration, a complete and information rich
service description language, is essential for server processes to be specified and for
client processes to be able to locate services that are available in Web-enabled remote
servers.

Within the context of emerging technologies, such as XML, the Internet, and
Network-Centric Computing, we propose an architecture that allows for Web-based
integration of distributed components and services. The architecture is based on
component wrapping, a service description language that allows for the specification
of services, and on techniques that support service registration and dynamic service
localization.

1 Introduction

Tremendous changes are taking place in the business world today due to the frequent
introduction of new technologies. As these technologies become the mainstream, the
focus of e-commerce activities is shifting from customer-to-business transactions, to
an e-business to business (B2B) model [8], which integrates business services and
business process models, across corporate Intranets or the Internet. Towards this
objective, multi-tier architectures, networking, and distributed object technologies
have made possible for organizations to deploy complex software applications over
the Internet.

Modern software systems must conform to requirements, such as flexibility,
adaptability, time to market, and ability to withstand continued business process
reengineering. Driven by these requirements, the migration and integration of legacy
systems towards new platforms and operating environments provide an effective
strategy for organizations to maintain their competitive edge [1]. In this context, many
consulting firms such as the Gartner Group are predicting that organizations that
integrate new development with the existing legacy systems will have a higher
success rate, at optimal cost, in the implementation of client/server applications.

In this paper we present an architecture that allows for the migration and
integration of existing stand-alone services into distributed environments.

W. Emmerich and S. Tai (Eds.): EDO 2000, LNCS 1999, pp. 253-270, 2001. 
c Springer-Verlag Berlin Heidelberg 2001
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In the core of the system lies a service description language that provides standard,
enriched, and well-understood information about the interfaces and the functionality
of the offered services. A service registration tool allows for services to be easily
registered with the environment. Finally, a search engine can effectively locate
services according to specific search criteria, allowing thus for service location
transparency.

This paper is organized as follows. Section 2 introduces the architecture for Web-
based Integration. The issues that arise in Web-based service integration are
addressed in section 3. The issues pertaining to the migration of software components
as legacy services are presented in section 4. Section 5 discusses the major
components of a service description language. The service registration and
localization modules are presented in section 6 and 7 respectively. An application
scenario is illustrated in section 8. Finally, section 9 provides a summary and the
conclusion of the paper.

2 Architecture for Web-based Service Integration

The Web-based service integration architecture focuses on the use of Web as an open
infrastructure where e-business related services and tasks can be defined, composed,
and enacted in a fully customizable way.

As e-commerce services can be scattered virtually everywhere on the Web, we
need an architecture that allows for the separation of business application logic from
the client-side presentation logic. The three-tier architecture is instrumental for the
deployment of the distributed objects on a Web-enabled environment.

We present an open, multi-tier infrastructure, where a service can publish itself,
and easily be integrated with other legacy components and services. The proposed
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architecture is depicted in Fig. 1. The first layer (top) consists of a wide range of Web
clients, including Web browsers for handheld and embedded systems, or Java/Pure
and CORBA based applications running on fully loaded desktops. The second layer
relates to services provided by the Web server and application server. The Web server
captures the requests from Web clients and directs the requests to the Application
server. The application server has been widely adopted as the runtime environment of
choice for integrating heterogeneous applications. The core part of the architecture is
the underlying services that are added to the application server, including Service
Management, Service Localization, and Service Composition and Invocation.

The Service Management module maintains a database of the descriptions of the
available services. It enables the deployed services to dynamically register their
information in a repository. The Service Management module provides a repository
for the client processes to use in order to locate available services and compose them
for the completion of elaborate business tasks. A service description language
provides a customizable way to represent distributed services with enriched
information.

The Service Localization module is responsible for selecting the required services
among many available ones, according to the criteria set by the client process. The
service localization enables the clients to search the service by functionality,
signatures, performance, and customizability.

Finally, the Service Composition and Invocation module provides a framework and
a scripting language for dynamically enacting and composing remote services. This
module serves as an integrator that allows back-end services and legacy systems to be
composed seamlessly.

In order to enable the integration of legacy applications in a Web-based
environment, we adopt the CORBA standard. The standard allows for legacy
applications to be encapsulated in remote objects using wrapper classes and behave as
distributed components. This wrapping technology allows clients in virtually any
software or hardware platform to invoke remote legacy components in their native
operating environments. The legacy application is resident on the CORBA server,
which acts as the gateway for the integration. Such a framework provides system
support for the invocation and integration of legacy back-end services from any
clients.

3 Web-based Service Integration Mechanism

The generic three-tier architecture can be further separated into four layers [11]: a)
presentation layer (Web client); b) content layer (Web server); c) application layer
(application server); and d) back-end data and services layer, as shown in Fig. 2. The
Web server is responsible to accept HTTP requests from Web clients, and deliver
them to the application server, while the application server is in charge of locating the
services and returning responses back to the Web server. On the other hand, a thin
client in the presentation layer has little or no application logic.
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Fig. 2. Control Flows in Three-Tire Architecture

The Web server can maintain a content repository, or a file system, where the
information-based resources are stored and serve as static HTML pages. Upon
receiving a request from the client, the Web server retrieves the requested document
from the content repository and sends it to the client. In this case, the client entirely
relies on the Web server. Programming languages, such as Java, and scripting
languages, like CGI, can be used to access the database.

To provide the dynamic information generated by software services, the Web
server needs to constantly interact with the application server. A servlet provides the
dynamic HTML content to clients. When the Web server receives the request for a
servlet, it re-directs the client’s request along with the parameters to the application
server, which loads the servlet and runs it. Servlets not only have all the features of
Java like automatic memory management, advanced networking, multithreading, and
so forth but also, allow for enterprise-wide connectivity in the form of JNI (Java
Native Interface), JDBC, EJBs, RMI, and CORBA. Servlets can make calls to back-
end services, other servlets, or to the Enterprise JavaBeans [12].

Once the servlets are deployed on an application server, they can be accessed from
any other Web server. This can be achieved provided that the client’s request contains
the URL of the servlet with the correct name, type, parameters, and initial values. The
combination of EJBs and Servlets, CORBA objects and Servlets, and RMI objects
and Servlets, can be used to invoke back-end services accessed by the Web clients via
HTTP connections. However, CORBA and Enterprise Java Beans are not a panacea
for all problems that may arise when integrating services in a distributed environment,
but they provide the building blocks for distributing applications over a diverse range
of platforms and operating environments.
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4 Example Service Migration to a CORBA Environment

In order to integrate existing systems that encapsulate valuable business logic, the first
step is to re-engineer these systems so that they can be used in a distributed
environment. In the approach discussed in this paper, we utilize reverse engineering
and design recovery techniques to identify specific components that encapsulate
valuable business logic for a specific application. These techniques have been
investigated as part of another project with IBM and are presented in [13, 14]. Once
specific legacy components are identified through the use of program analysis, their
behavior must be specified in terms of well-defined interfaces. In order to integrate
the identified components to a heavily heterogeneous Web-enabled distributed
environment, we must define an appropriate middleware. The CORBA specification
provides a suitable infrastructure for integration, due to its platform, language, and
vendor independence.

The component interface hides the implementation details inside the component
and allows only signatures of services to be published to its clients. Moreover, it
defines a set of properties and behaviors that represent a component’s API. Properties
are represented in terms of attributes, which can be accessed by accessors and
mutators. Similarly, method parameters and return types can be represented by IDL
interfaces.

In a related software migration case study we have used reverse engineering
techniques in order to analyze and migrate the AVL GNU tree libraries from C
procedural code to a new C++ object oriented implementation [13, 14]. The new
migrant object oriented AVL tree library can be considered as a component,
consisting of several classes. In this section we present how such a collection of C++
classes from the GNU AVL tree library cab be migrated in a CORBA environment.

In a nutshell, the interface for the new AVL tree component consists of several
stub interfaces that correspond to wrapper classes. To migrate the standalone
identified components into a distributed computing environment, the object wrapping
approach can be adopted. The wrappers implement message passing between the
calling and the called objects, and redirect method invocations to the actual
component services. The concrete process to accomplish wrapping is implemented in
terms of three major steps.

The first step focuses on the specification of components in CORBA IDL as shown
in Fig. 3.

The second step deals with the CORBA IDL compiler to translate the given IDL
specification into a language specific (e.g. C++), client-side stub classes and server-
side skeleton classes. Client stub classes and server skeleton classes are generated
automatically from the corresponding IDL specification. The client stub classes are
proxies that allow a request invocation to be made via a normal local method call.
Server-side skeleton classes allow a request invocation received by the server to be
dispatched to the appropriate server-side object. The operations registered in the
interface become pure virtual functions in the skeleton class.

The third step focuses on wrapper classes that are generated and implemented as
CORBA objects, directly inheriting from the skeleton classes. The wrapper classes
encapsulate the standalone C++ object by reference, and incarnate the virtual
functions by redirecting them to the encapsulated C++ class methods. The new
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module AVL{

interface corba_ubi_btRoot;
interface corba_ubi_btNode;
interface corba_SampleRec;

typedef char corba_ubi_trBool;

interface corba_SampleRec{
void putName(in string val);
string getName();
void putNode(in corba_ubi_btNode val);
corba_ubi_btNode getNode();
long getDataCount();
void putDataCount(in long aval);

};

interface corba_ubi_btNode {
void putBalance(in char val);
char getBalance();
long Validate();
//......

};

interface corba_ubi_btRoot{
corba_ubi_trBool ubi_avlInsert(
          in corba_ubi_btNode  NewNode,

                         in corba_SampleRec  ItemPtr,
                         in corba_ubi_btNode OldNode );

// ......
};
};

Fig. 3. AVL Component Interface Definition

functionality of the legacy object can be added in the wrapper class as long as the
method name is registered in the interface.

For example, the SampleRec class is one of the classes identified within the AVL
tree component. The wrapper_SampleRec inherits from the skeleton class
sk_AVL::_sk_corba_SampleRec, which is generated from the CORBA IDL to C++
compiler. The wrapper class, wrapper_SampleRec, encapsulates a reference of
SampleRec class as shown in Fig. 4.

When a client invokes a method through CORBA, it passes the CORBA data type
parameters. The wrapper classes need to translate the CORBA specific data types
from the client calls to the data types used by encapsulated C++ classes. Fig. 5
illustrates the transformation from the CORBA specific type such as
corba_SampleRec_ptr to the SampleRec used in the C++ function. In the same way,
the wrapper classes convert the returned values from the C++ class to the CORBA
specific data type.
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class wrapper_SampleRec : public _sk_AVL::_sk_corba_SampleRec
{
private:

SampleRec& _ref;
char *_obj_name;

public:
wrapper_SampleRec(

SampleRec& _t,
const char *object_name = NULL):
_ref(_t),
_sk_AVL::_sk_corba_SampleRec(object_name);

SampleRec* transIDLToObj(
AVL::corba_SampleRec_ptr obj);

void putNode(
AVL::corba_ubi_btNode_ptr val);

AVL::corba_ubi_btNode_ptr getNode();
~wrapper_SampleRec(){

delete &_ref;
free (_obj_name);};

//......
};

Fig. 4. An Example Wrapper Class

SampleRec* wrapper_SampleRec::transIDLToObj(
AVL::corba_SampleRec_ptr obj)

{
if (CORBA::is_nil(obj)) return NULL;

// set up the data members of _ref object
 _ref.putName(obj->getName());
 _ref.putDataCount(obj->getDataCount());

//translate the ubi_btNode to corba_ubi_btNode_ptr by wrapper
//class NodeWrap
ubi_btNode *NodeImp = new ubi_btNode();
wrapper_ubi_btNode NodeWrap(*NodeImp, _obj_name);

//translate corba_ubi_btNode_ptr type returned from
//obj->getNode() to ubi_btNode * by transIDLToObj() in
//wrapper object NodeWrap.
_ref.putNode(NodeWrap.transIDLToObj(obj->getNode()));
 return &_ref;
}

Fig. 5. Example for Object Type Translation

Since IDL does not support overloading and polymorphism, each method and data
field within the interface should have a unique identifier, in order to disambiguate
references to programming entities that correspond to different languages. For
example, C++ supports overloading, but C does not. If the polymorphism and
overloading methods occur in one class, it is necessary to rename these methods by
adding the prefix or suffix to the original name when they are registered in the
interface, avoiding changing the identified objects. This “naming” technique allows
unique naming conventions throughout the system, without violating code style stand-
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Fig. 6. Key Element of Service Specification

ards. The wrapper classes are responsible to direct the renamed overloaded and
polymorphic methods to the corresponding client code.

If the polymorphism and overloading methods occur in the inheritance
relationship, we can take advantage of C++ upcast feature, only register the sub-class
in the component interface, and upcast the sub-class to its super class when the
polymorphic or overloading methods in super class are invoked.

5 Service Description Language

In this section, we present the prototype of a service description language that
provides a standard format to represent, register, and store information related to
back-end services. To facilitate the integration of back-end services, a meta level
description language is essential to effectively locate registered services. The meta-
level description for the software services can be published at the same time as the
distributed objects are deployed onto the application servers, or some time later when
the enterprise would like to make their software services available.

5.1 Structure of Service Description Language

 Generally, a service can be represented in a multi-faceted way, by specifying, for
example, vendor, run time specifications, compile time requirements, method
signatures, as well as, pre- and post-conditions. Each of these aspects is denoted as a
Service Description Fact. Different Description Facts specify different properties of
the services.

In a nutshell, the specification of the software services is divided into two layers
namely General properties and Service Interface properties, as illustrated in Fig. 6.
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<?xml verstion="1.0"?>
<SDL>
<GeneralInfo>
  <ServiceDef>
     <ServiceName> <!-- Specify service ID and name -- >
     </ServiceName>
     <ServiceCatalog><!--Specify service category-->
     </ServiceCatalog>
     <URL > <!-- Specify service URL linke -->
     </URL>
     <VersionNumber /> <!--Specify version number-->
  </ServiceDef>
  <Manufacturer> <!-- Specify vendor information-->
  </Manufacturer>
  <RunTimeEnv> <!-- Specify run-time environments-->
      <OSs>

<OS name="" version=""/>
      </OSs>
  </RunTimeEnv>
  <CompileTimeEnv> <!-- Specify compile time environments-->
  </CompileTimeEnv>
  <Funcationality>

<!-- Specify abstract and detailed information -->
<!-- about service funcationality-->

   </Functionality>
</GeneralInfo>
<ServiceInterface>
   <Types>
   <!--Lists the Types of components inside the service interface. -->
   </Types>
   <ServletML>
   <!--Lists the servlet interface -->
       <Parameters>

<Parameter>
     <Name /><Type /><Value />
</Parameter>

      </Parameters>
   </ServletML>
   <EJBML> <!--Specify the EJBs interface -->
   </EJBML>
   <CORBAML> <!--Specify the CORBA interface -->
   </CORBAML>
</ServiceInterface>
</SDL>

Fig. 7. Overall Structure of Service Description Language

Each layer contains specific information at different levels of abstraction. The
structure of a service description document is illustrated in Fig. 7.

To enable a service binder to locate the requested correct service with high
precision and recall levels, the General properties should contain facts that relate to
such aspects as general service definition, manufacture information, run-time and
compile-time properties, signatures, version numbers, implementation language, and
functional descriptions. For example, for a CORBA wrapped service object, it is
important to specify the ORB agent address, which is responsible for invoking the
requested CORBA object by the name and URL address of the object.

For the purpose of Web-based service integration, it is important to disclose the
interface of the distributed components to client processes. Similarly, the Service
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<?xml version="1.0"?>
<!ELEMENT newTags (newTag)+>
<!ELEMENT newTag (startingPoint, tagDef)>
<!ELEMENT startingPoint (#PCDATA)>
<!ELEMENT tagDef
      (tagName, attList*, containedTags*)>
<!ELEMENT tagName (#PCDATA, tagContent*)>
<!ELEMENT attrList (attr)+>
<!ELEMENT tagContent (#PCDATA)>
<!ELEMENT containedTags (tagDef+, group)>
<!ELEMENT group (group* | tagName*)>
<!ATTLIST group groupName CDATA #REQUIRED>
<!ATTLIST group groupType (SEQ|OR) #IMPLIED >
<!ATTLIST group groupOccurs

(once|optonal|requried) #IMPLIED>
<!ATTLIST tagDef occurs

(once|optional|required) #REQUIRED>
<!ATTLIST attr attrName CDATA #REQUIRED>
<!ATTLIST attr attrType CDATA #REQUIRED>
<!ATTLIST attr attrValue CDATA #IMPLIED>

Fig. 8. DTD for Adding New Fact and Content

Interface layer specifies the APIs of the registered components. As stated earlier,
there are different technologies to make the back-end services available to remote
clents. These technologies include servlets, EJBs, and CORBA. Each type of back-
end services is registered by its own specific interface description.

For servlets, the inputs are embedded in HTML forms, which contain the HTML
types of inputs, the names of parameters and the allowable values. For the EJBs, the
back-end services can be composed of several beans (session beans, or entity beans)
in one jar file. Each bean has its own home interface and remote interface. When a
service is implemented by the CORBA standard, it may include several CORBA IDL
interfaces as encapsulated in the CORBA IDL “module” name scope. For the
interface within CORBA and EJBs components, it is necessary to declare the
available methods, parameters and the types of method parameters and return values.
To reduce the complexity in definition of service description language, we inherit the
interface from EJBs and CORBA IDL by inserting them under the <EJBML> tag and
<CORBAML> tag respectively.

5.2 Extensibility of the Service Description Language

The extensibility of the service description language is crucial for representing
services in distributed Web-enabled environments. For example, new service
categories can be added or existing service descriptions can be extended.

The DTD for the Service Description Fact specifies its syntax and allows for such
Service Descriptions to be proven syntactically valid. The DTD for the Service
Description language is illustrated in Fig. 8. New Service Description facts can be
added by using the newTag element contained in the newTags element.
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<?xml version="1.0"?>
<!DOCTYPE newTags SYSTEM "patSpec.dtd">
<newTags>
   <newTag>
      <startingPoint>SDL.GeneralInfo</startingPoint>
         <tagDef occurs="once">
            <tagName>RunTimeEnv</tagName>
            <containedTags>

   <tagDef occurs="required">
      <tagName>OSs</tagName>
      <containedTags>
         <tagDef occurs="required">
            <tagName> OS </tagName>
            <attList>
               <att attrName="name" attrType="CDATA" />

                             <att attrName="version" attrType="CDATA" />
            </attList>
         </tagDef>

                   </containedTags>
                </tagDef>

</containedTags>
         </tagDef>
    </newTag>
</newTags>

Fig. 9. Run Time Environment Fact Definition

With the fact specification DTD, the addition of new facts is uniquely identified
and inserted in a way that maintains the syntactic validity of the description. In Fig. 9,
for example, the addition of the Run-time environment fact is illustrated. In this
example, the new fact is inserted under the GeneralInfo  element with the tag name of
RunTimeEnv. RunTimeEnv element can occur once under GeneralInfo  element. It
contains an OS element, which specifies the operating systems to run the service. The
OS element may occur one or more times, and can have attributes that denote its name
and version number.

Meanwhile, new content can be easily introduced into the existing service
description under the tag <ServiceCatalog> category (Fig. 7).

5.3 Structure of Database

Service Descriptions and fact specifications (DTDs) require a database for the
persistent storage of the XML encoded component and service interface description.

To keep the database management simple and achieve flexibility in the service
description, we use one table to map the service ID and the external XML filename
for each service description. Each fact consisting of a service description is stored in a
separate table. The primary key of these tables is the service ID generated during
registration. In the same way, another table is created to store the file name of the
DTD for each fact.

The Service Management module (shown in the Fig. 1) is responsible to maintain
the service database. It can insert a new service description, delete, and modify the
existing one. For this task, we utilize the IBM DB2 XML extender to map XML
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Fig. 10. Service Specification Fact List

Service Descriptions to DB2 tables. In general, the service manager retrieves from the
database table the description filename, and then extracts the whole XML document
by using traditional SQL queries. When a service is registered, the service manager
can check for duplicate definitions, generate the service ID, and insert the description
into the database.  The Service Management Module is implemented by Enterprise
Java Bean, which provides the support for transactions.

6 Service Registration

For the service registration, we have designed a Web based interface to serve as a
service registration authoring tool, which allows for the user to specify the service
description by filling in forms in a Web interface, as shown in Fig. 10. Then the
service description is generated automatically from the information provided.
As mentioned earlier, in order to provide maximum customizability, the service
description language is separated into independent facts. Moreover, the environment
allows for new facts to be added at anytime. This interface allows the user to select
the required facts by filling predefined forms. Some facts are indispensable, such as
Service Definition. After submission, the Web Interface will create an HTML form as
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Fig. 11. Service Description Interface

shown in Fig. 11, where the user can add more information about the newly registered
service.

For example, once the legacy components are wrapped as distributed objects, as
discussed in section 4, their information can be described through the Web interface
and registered into the service repository.

7 Service Localization

A prototype service localization mechanism allows for distributed software services
to be located much like a search engine locates content (data) in Web pages.

The system can provide two ways for clients to submit search queries, via the Web
HTML Interface, or by an XML formatted document that may be part of a client’s
request for a service.

The design of the query language aims to allow users to provide as many features
as possible in order to specify the services being sought. The service description facts
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<?xml version="1.0" ?>
<!ELEMENT searchSpec (ID*, location*, category*, implBy*, platforms*,
funcDsc*, vendor*, version*, timeLimit*)>
<!ELEMENT ID (#PCDATA)>
<!ELEMENT location (#PCDATA)>
<!ELEMENT category ((keyword, (AND | OR)*)+ | (NOT, keyword)*)>
<!ELEMENT implBy ((keyword, (AND | OR)*)+ | (NOT, keyword)*)>
<!ELEMENT platforms ((keyword, (AND | OR)*)+ | (NOT, keyword)*)>
<!ELEMENT funcDsc ((keyword, (AND | OR)*)+ | (NOT, keyword)*)>
<!ELEMENT vendor (#PCDATA)>
<!ELEMENT version (#PCDATA)>
<!ELEMENT timeLimit (#PCDATA)>
<!ELEMENT keyword (#PCDATA)>
<!ELEMENT AND (keyword | AND | OR | NOT)*>
<!ELEMENT OR (keyword | AND | OR | NOT)*>
<!ELEMENT NOT (keyword | AND | OR | NOT)*>

Fig. 12. DTD for Service Localization Query

as shown in Fig. 7, allow for the user to search for services according to specific
criteria such as service categories, functionality, implementation techniques, and
operating platforms. The grammar for the query language is defined in terms of a
DTD as shown in Fig. 12. The root element for this DTD is the searchSpec element,
which can include zero or more children, such as service ID, service location, service
category, etc. The query doesn’t need to include every element under the searchSpec
element. Some elements, such as category are composed of the several keyword
elements, AND, OR and NOT elements. The keyword  element represents the keyword
for the search criteria. The keywords can be conjuncted by AND, OR, and NOT
elements. For example, AND elements can have children as keyword  elements, AND
elements, OR elements, and NOT elements. When new Description Facts are added
into the service description language, the DTD of the query will be edited
correspondingly in order to reflect the changes in the new service descriptions.

The Web interface of the service search engine is currently designed for the HTTP
users, as shown in Fig. 13. After submission, the search criteria composed in the
XML format are sent to the Service Localization module as illustrated in Fig. 1.

By extracting the requirements from the query specification, the service
localization module looks up the service database. If multiple results meet the search
criteria, the available services can be listed and ranked according to their registered
features, such as performance, or estimated response time from the server. Since
service description facts are encoded in XML, the search locator has been
implemented using the XML DOM (Document Object Model) API and incorporating
search logistics, such as exact search, sub-string search, precedence search, and
stemming.
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Fig. 13. Web Interface for Search Query

8 Application Scenario

As an example, consider an application scenario for the Web-based service
integration architecture presented in this paper, whereby a global infrastructure
enables distributed components that have been developed independently or migrated
from legacy systems, to be integrated with each other and to facilitate complex
business tasks.

In this way, distributed components located virtually everywhere in the world, can
be combined on as required basis, forming thus collaborative systems. This
integration can happen dynamically by allowing general service properties,
functionality and, signatures of components that are specified in the service
description language to be registered in the service database. Client processes can
search for available distributed components in a same manner as a search engine
would be used to locate information resources on the Internet. After meeting the
search requirements, the client process can invoke the identified services without
necessarily downloading all the components to the local client machine. On-going
work, focuses on the invocation of services that is based on scripts encoded in XML
and is enacted using the Event-Condition-Action (ECA) paradigm [15]. The overall
proposed architecture is under development in collaboration with IBM Canada,
Center for Advanced Studies, and is illustrated in Fig. 14. The core of the system is
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Fig. 14. Overall Service Integration Architecture

the Rule Engine Servlet, which accepts triggering events from the Web server. Once
the premises (events and conditions) of specific ECA rules are satisfied, the requested
service (action) by the rule is localized and invoked. Upon completion, services
(actions) produce new events that may trigger new ECA rules. Deadlocks and loops
are detected by building a rule dependency graph for a given script [16].

In its current form, the Internet and the Web provide reliable connectivity between
client and server processes by using pre-defined, hard-coded transaction scenarios.
These pre-defined transaction scenarios are currently implemented in terms of hard-
coded URL links, CGI scripts and, Java applets. In this context, we address the issue
of customizing the integration of services between client and server processes in
distributed e-commerce and e-business environments. Services that are represented as
remote components are encapsulated in wrapper objects. Such software components
are obtained either as modules of legacy systems that encode mission critical business
logic or, as modules of new applications developed with specific functional
requirements in mind. In either case, these software components implement specific
tasks that can be thought of, as building blocks of more complex interaction scenarios
between client and server processes.

The customization of the transaction and integration logic required by various
processes to complete complex tasks, opens new opportunities in Web-enabled e-
Commerce and e-Business environments. In this sense, business partners can
customize their business transaction models to fit specific needs or, specific contract
requirements. This customization is transparent to third parties and, provides means to
complete business transactions accurately and on-time. Organizations can enter the e-
business arena by building and deploying extensible and customizable services over
the Internet using software components that are readily available as services over the
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Internet. Moreover, virtual agencies and portals that provide a wide range of services
can be formed by integrating existing functionality and content over the Web. For
example, a virtual travel agency can be formed, by composing in a customized
manner, services that are readily available in various travel related Internet Web sites.
Client processes may post requests to the virtual agency. The agency can enact its
transaction logic (scripts) in order to integrate and compose data and services from a
wide spectrum of sites. In this scenario, data about pricing, availability and, travel
related special offers, can be fetched by various sites, processed by the agency and
presented to the client in a customized and competitive for the agency way.

The prototype system under development at the Center for Advanced Studies is
focusing on building virtual malls where different virtual stores (agencies) provide
goods and services and, compete for the pricing, and the range of services offered.

9 Conclusion

In this paper, we present the issues of migrating monolithic services into distributed
environments, and propose a service description language to specify back-end
services. With the aid of a service description language, service registration and a
service localization mechanism, component integration can be realized and service
location transparency can be achieved.

In this context, we are especially interested in Web-based platforms because the
Web is becoming the common denominator for accessing and presenting information
over the Internet, Intranets and, Extranets. Moreover, the Web provides the
deployment platform for many new enabling technologies such as CORBA, RMI and,
EJBs.

As a result, this Web-based service integration infrastructure allows for the reuse
of the existing software components, shortens the time to architect new applications,
and eases the enterprise integration of business operations.
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Bübl, Felix . . . . . . . . . . . . . . . . . . . . . .61
Buchman, Alejandro . . . . . . . . . . . 194

Cazzola, Walter . . . . . . . . . . . . . . . .102
Chen, Jessica . . . . . . . . . . . . . . . . . . 145

Devanbu, Prem . . . . . . . . . . . . . . . . . 43
Duran-Limon, Hector A. . . . . . . . . 44

Emmerich, Wolfgang . . . . . . . . . . . . 81

Fuggetta, Alfonso . . . . . . . . . . . . . . 163

Goedicke, Michael . . . . . . . . . . . 8, 231
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